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Preface

This document provides a general overview of the PortaBilling100
administrator web interface.

Where to Get the Latest Version of This
Guide

The hard copy of this guide is updated at major releases only, and does
not always contain the latest material on enhancements occurring between
minor releases. The online copy of this guide is always up to date, and
integrates the latest changes to the product. You can access the latest copy
of this guide at: www.portaone.com/support/documentation/

Conventions

This publication uses the following conventions:
* Commands and keywords are given in boldface
® Terminal sessions, console screens, or system file names are displayed
in fixed width font

Caution indicates that the described action might result in program
A malfunction or data loss.

NOTE: Notes contain helpful suggestions about or references to materials not
contained in this manual.

Z Timesaver means that you can save time by performing the action
described in the paragraph.

6()/‘ Tips provide information that might help you solve a problem.

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com 4
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Document Objectives

The target audience of this document are system administrators, VolIP
engineers, and system or helpdesk operators who will be managing your
services via the PortaBilling100 web interface.

How to Get Technical Assistance

The dealer from whom you purchased this product is the firs? place you
should go for technical assistance. The dealer is usually the most qualified
source of help, and is the person most familiar with your system and how
this product should be installed. Many dealers have customer service and
technical support programs that offer varying levels of support,
depending on your needs and computer knowledge.

If your dealer cannot assist you

If you cannot get assistance from your dealer, the vendor provides varying
levels of technical assistance.

PortaOne’s Customer Support Setvice (e-mail: support@portaone.com)
can supply quick answers to specific inquiries regarding product features
and technical questions. You can visit our website

(http:/ /www.portaone.com) for more information.

Hardware and Software Requirements

Client System Recommendations

= OS: Windows 95-XP, UNIX or Mac OS
A *  Web Browser: Internet Explorer 6.0, FireFox 2.0 with JavaScript and
cookies enabled.
= Spreadsheet processor (MS Excel)
= Display Settings:
O Min. Screen Resolution: 1024 x 768
0 Color Palette: 16 bit color (minimum)

NOTE: To view downloaded CSV (Comma-Separated Values) files in Windows, please
do the following to match PortaBilling’s default list separator: My Computer -> Control
Panel -> Regional Settings -> Number -> List Separator type “,”.

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com 5
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PortaBilling’s front-end design and functionality are simple and intuitive.
The web interface of the PortaBilling home page is the main point of
entry to all system objects and tools. Divided into five functional blocks,
the icons below link to pages containing tools for system management,
VoIP networking, billing, customer help, and generating statistics. Each
second-level page contains a link back to the home page.

PortaBilling100 - Main Menu

[ Objects M) Logout
Company Info Currencies System Load
. Access Levels Exchange Rates - Database
Users
Mailing List Tariffs Connections
Volume Discount Plans
Representatives Subscription Plans ASR
Templates Products Cost / Revenue
Services Custom Reports
Destinations Vendors
Destination Group Sets Connections I B
Customer Classes Customer xDR
Customers .
Invoices
Nodes Trace Call
Route Categories m Active Calls
Routing Criteria BE Log Viewer
Routing Plans SIP Log Viewer
Test Dialplan
Account Info
1P Phone Profiles
IP Phone Inventory
DID Inventory
MR19-1 @ 2001-2009 PortaOne, Inc. All rights reserved. > Credits and links

These are the five functional blocks:

Global system maintenance tasks, such as adding
administrative users, managing the list of services
provided, and maintaining the database of rate codes
(destinations).

N

=

anag ement

Configuration of network components: registering new
nodes (network endpoints) in the system; configuration
of IP phone profiles; tools for configuring and testing
call routing.

&

Z

etworking

Tasks related to billing, such as customer, vendor and
account management and rate plan definition;
maintenance of currencies and exchange rates.

[

o
=
5
R

Tasks available to help desk staff for assistance in
troubleshooting problems that clients may inquire
about.

A variety of statistics and reports are available,
reflecting the status of the system or providing
information on call records, costing and revenue.

d T
g o
7 S
=. U
& g
3
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PortaBilling Security

PortaBilling100 is compliant with Visa Security Standards.

User Interface

O Inactivity logout
0 Unconditional logout

User Passwords:

O The minimum password length is six (6) characters. In the case of
long passwords, only a certain number of the leading characters
will actually be used (however, at least eight (8) characters).

O Passwords include both alphabetical and numerical components.

Passwords are stored under irreversible encryption.

O Itis required that the current password be used before allowing a
new password to become effective.

O The user’s last four (4) passwords cannot be re-used (see the note
above about long passwords; new passwords must differ in at least
one of their first 8 characters).

O Itis prohibited to change a password within one (1) day of the
previous change.

O The initial password must be changed on the first login.

O Passwords must be changed at least once every 30 days.

0 Use dictionary checking to restrict password selection.

o

Credit Card Information

O Credit card information is displayed as 1234xxxxxxx567
O Credit card information is stored using the same encryption as for
the Payment System password.

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com 8
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Common Features

All of the functions available from the home page (main menu) are also
available using the drop-down menus:

Company Info
> ccess Levels

Users
Mailing List

Representatives
Templates
Services
Destinations

Destination Group Sekts

The Home icon (=} on the left also contains a menu with shortcuts to all
the other PortaBilling interfaces:

Admin - Shortcut to this interface; same result as clicking the Home icon
Customers - Customer Self-Care interface

CC-Staff - Customer Care Staff interface

Accounts - Interface for account owners (end-users)

Vendors - Interface for your termination partners

Representatives — Interface for your sales agents or distributors

The top right-hand side of the interface provides users with the following
information:

[];l Logout Ed_ug

4/ 5/

1. The time zone where the current user operates. Click on this link to
select a time zone for your current session.

2. Login name of the user currently logged in.

3. Context help for the current screen. Click this link and the Help
window will pop up.

4. Logout button. Used to end the current session or, when necessary,
to re-login as another user.

5. View Log. This link is only available to users with corresponding
access rights and where applicable. Clicking it will open a window
showing all logged activities performed on the current screen.

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com 9
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The toolbar often also shows a list of available actions relative to the
current page:

| [d save | [g save®&Close | ® Close

This toolbar acts as the equivalent of the “File” menu for the application,
i.e. the usual location for the “Save”, “Close” and “Add” operations.

Delete an Object in the Database

If you see the icon [¥] next to an object name in the list of objects, this
means it can be deleted from the system. Note that only objects which are
not used elsewhere in the system may be deleted. For instance, in the
screenshot below, the DID supplier costs and Termination services
tariffs can be deleted, whereas the rest of tariffs are being used by some
product or connection.

[H= Tariff Management
» [H add | ® Close | @] ®DR Re-rating P Logout | B Log
Applied To Service Managed By Search
Ay || aare || aare ¥ | Csearch

Hame: Currency Applied To  Service Managed By Routing Description Rates Delete

DID supplier costs uso Yendor  Woice Calls Mo DID Supplier |Z|

Pre-paid cards UsD  Customer ‘Yoice Calls Administrator only Prepaid cards

SIP Phone Subscribers uso Customer Woice Calls Administrator only SIP Phone Subscriber's Tariff

SIP Subscribers - Incaming  USD  Customer Yaoice Calls Administrator only SIP Subscribers - Incoming

Termination services uso Customer Woice Calls Administrator only Termination services IE‘

WIFT UsD  Customer Wi-Fi Administratar only

Show Objects

The Objects icon is only available to the Root user; when selected next to
any web element (such as a data field or select menu) it displays an ACL
control. Move your mouse over the ACL control for the given element to
see the object properties, as illustrated below. These object properties can
be used by the administrator when configuring access levels for certain
users in the system. See the Access Levels section for more information.

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com 10
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Edit Customer 'John Doe'

1 Accounts

&l E-Paymentslog | [] Invoices | B3 Terminate Objects P Logout

Customer Name “ Opening Balance 0.00000 USD

Blocked O Balance 0.00000 USD
Type Retail Customer Class

Permitted SIP Proxies

Taxation ‘ Abbreviated Dialing | Subscriptions | Notepad ‘ Seryice Features

Dialing Rules | Additional Info | Payment Info

Address Info | Maintenance ‘ User Interface

companyame [ ] comtact [ ]
N M. L 1 Phone [ ]
Prsthame [ [w[ ] Fax L ]
Last Mame I:l Alt. Phone I:l
Address At Contact [ ]
Eall [ ]
BCG 1

Desorpton ||

Province/State I:l
Pastal Cade I:l

ciy L 1
CountryiRegion I:l

Edit Customer "John Doe’

@ Close () Accounts | @ E-PaymentsLog | [J Invoices | Ed Terminate Objects ¢l Logout
Customer Name @’ Opening Balance [act/ 0.00000 [act USD
Blocked = ¥ Balance lacy 0.00000 [med USD
. [acy]
e e Feral Customer (lass

Taxation ‘ Abbreviated Dialing ‘ Subscriptions ‘ MNotepad ‘ Service Features ‘ Permitted SIP Proxies

Address Info | Maintenance | User Intetface | Dialing Rules ‘ Additional Info | Payment Info

companyNere ged| | coact  me| |
WM. m ] Phons  Eg |
Fusthame e[ [ Mlmem[ ] | P L,

Lesthame e | D
Address A contact oM |

E-mail

Boe [
[]
[ ]

= Desoription nem |
PovmcesStale e ]

Postal Code  [as| |
oty Wed| ]
CountyRegion e[ ]

Edit Customer "John Doe'

% Close (2 Accounts | & E-Paymedis Log | [] Invoices | E3 Terminate Objects | | PI) Logout | B Log
[ ]
. n
Customer Name @ Opening Balance [acd 040000 [aey USD
Blocked mer [ Balance [act] 0 MOO00 [Aed USD
acy|
e [ e Customer Class

Taxation ‘ Abbreviated Dialing | Subscriptions | Notepad ‘ Service Features ll Permitted SIP Proxies

AddressInfo | Maintenance | UserInterface | DidingRules | Addtiongiinfo | Payment Info

companyName hed | Cortact @b

Mr WS § | Phone e | [Sustomerscon |
e T B B S ™ e —
Last Name ey ] At Fhone med| |
Address A comact med| |
Emal me ]
Bee me ]

Description e |

act|
Province/State @I:l
Postal Code  [aed| |
ciy L
GountryRegion @l:l

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com 11
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Sorting Tables

¥ Connect Disconnect Duration,
lon . ) . Acq
Time Time min:sec
atch 24 Aug 200z 24 Aug 2002 000
s 01:35:35 01:35:35 ’
atch 23 Aug 2002 23 Aug 2002 2027
s 2005150 213012 '
ateh == nn 200 3 A0 SO0

This feature is available for all xDR browsers in order to sort the
displayed information according to different criteria, where necessary. The
table header cell with the orange triangle shows the sorted row. A triangle
pointing downward indicates descending order, while a triangle pointing
upward means ascending order.

Sorting is available for all columns with a bi-directional white arrow in the
top left-hand corner of the header cell. To sort a column, simply click on
the header; click the same column again for the opposite sorting order.

Another handy feature for sorting tables is that the table header is always

visible, even if you scroll to the bottom of a large table which does not fit
completely on the screen.

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com 12
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Multiple Languages

PortaBilling uses a flexible and extensible localization system. Every user
of the system (admin user, account, customer, vendor, customer care
admin) can choose the language of the web interface for his session. This
does not, of course, affect other users; thus user John can work with the
system using English as his interface language, while user Peter can make
use of Chinese simplified as his language. Currently, PortaBilling supports
such commonly-used languages as Arabic, Chinese, French, German,
Portuguese, Russian and Spanish, in addition to English. New languages
may easily be added on request; please contact Porta Software to obtain
the XML template files if you would like to perform the translation

yourself.
- ' .
Gl ™ Edit User 'demoroot
> | [d Save | [ Save & Close | & Close Objects ¢ Logout B Log
Address Info | User Interface | Life Cycle | Mailing List | Motepad ‘
Lagin - Time Zone |auerica/vancouver v
Pasgword  [weskaar | [auto] Wieh Interface Language | en - English v
u ar - Arakic
n zh - Chinese Zimplifisd
n zh-tw - Chinese Traditional
Qutput format ez - Czech
= en - English
Date ® [ | |zoo3-12-21 et - Estonian
] n tr - French EEEEEEEEEEN
Time = [HHz4:M1158 | ‘User Defined de - German
L) it - Italian
Date & &iMe  [YWrv-MM-DD HH24:MI:5S | User Defined :
lv - Latwian
= 1t - Lithuanian
Input Fdftmat no - Norwegian
: pl - Polish
Date m [ | [zo08-12-21 Ii s Rucsion
) ] -
Time g [HHz4:MI:55 | |vser Datinaa sv - Swedish
n
u
n

[[] M Editar Usuario 'demoroot’

» | & Guard [l Guardar & Cerrar | % Cerrar Objetos B Cerrar sesidn B Registro
Direccion | Interfaz del Usuario | Ciclo de ¥ida | Mailing Lista | Block de MNotas |
Login [demoroct  |* Zona Horario | america/vancouver v|
Contrasefia " Web Interface Language | es - Spanish v|

Formato de Salida

Fecha | | |ZEIEI3—lZ—31 v|
Hora [HHz4:m1:58 | [uUswario Definide v
Fecha BHOfa  [Yvvv-MM-DD HHZ4:MIi5§ | | Usuaric Definide v

Formato de Entrada

Fecha [ | [z009-12-21 v

Hara [HHz4:m1:58 | |vsuaria pefinide |

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com 13
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Currently the following languages are supported:

o Arabic

e Chinese (traditional and simplified)
e C(Czech

e [English

e LEstonian
e French

e German

e Hebtrew

e Hungarian
o Italian

e Latvian

e Lithuanian

e Norwegian

e Polish

e DPortuguese (and Brazilian Portuguese)
e Russian

e Spanish

e Swedish

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com 14
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Tab Controls

Some forms (e.g. customer or account information) contain so much
information that it is not feasible to display it all on a single screen. The
standard practice in this case is to divide the information between multiple
tabs, each of which contains only a portion of the information and can be
individually selected for display. To provide a better user experience with
a high number of tabs, PortaBilling provides two rows of tab controls.

Edit Customer

= | i save | @ savewmcose | ® Cose | 5 aors | G Accounts | G erayments Log | 0 tovoices | B terminate | ] uljecs W Logout | B Loy
Customaor Mame [t Brith i Opening Balance 7 00000 S0
Dloched r Balance 2,00000 USD
T Retail Cuslomer Clays | Defauls Class -

Taation | abbreviated Daling | subscriptions | Notepad | service features | permitted st proxies

Address Info | Maintensnce | User Interface | Dialing Hudes | Addtionl Info | Payment Info | Custom fields

Comparsy N Comliact

Mr s | Phoee [
Firsl Natna — w[ Fiir | I —
Las| Nirmas | E— MPhone [

Address 15J0 Bothell Way NE, #3 A Congacl
E-mil
BCC

Dieacription
Prosdnc /Bl

Pastal Codi
Cily
CountryRugion

When you click on a tab’s name, it is selected (black font on a white
background) and you can see the associated information. Note that even
if a tab from the upper row is selected, the row order does not change,
and all the tabs stay in their original location. Thus you can always
remember where a particular tab control is located on the form; see below
for an example where a tab from the upper row has been selected.

Edit Customer

| bl Save | ) Save fClose | @ Clese | (8] wDRs | ) Accounts | L) F-Paymentsiog | [ Invaices | B Terminabe | 5] Ohjerts M tngent | B Log
Customer Name [icbn seath s Opening Balance 200090 USD
Hlocked r Halance 200000 USD
Type Fetall Customer Clags [ Do faule Class -

Taxation | Abbreviated Dialiog | Sulsswriptions. | Nulepad | Service Features | Permilted SIP Proxies
Address Info | Mainbenance : User Interface | Dialing Rules | Adddivod Infu | Payment Infu | Custom Fields

Soavics Type Volce VPN wa x

Confurncing B =
Legal Interes) s i

Data Senice : &

Dy et SallPwna. il =

Mossannn Snnicn pancprame:

i A Rl Prg |

Guanity Based RIP Prowy Usw Dataulr -

Session Baseq

oice Calls Myl On Hold [ Heee -

Cungging Calls
WLF

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com 15



PORTA [4Billing100°

Introduction

Date & Time

Format

PortaBilling allows users to define both the input and output formats for

date and time.

Output Format

Date [oo-mm-rree | 21-12-z002 |
Time [HHz4 M55 |User Defined =l
Date &Time  [oD-MM-vvvv HH24:M1:58 |User Defined =l
Input Format

Date [eo-mm-rrer |21-12-2008 =l
Time [HHz4 mEiss |User Defined =l

Making changes to the date and/or time format on this page enables users
to enter dates and times in the desired format throughout the entire
PortaBilling100 web interface. Correspondingly, all pages generated at a
user’s request will contain the date and time in the previously set-up

format.

Date/Time format strings are composed using specifiers that represent
the values to be inserted into the formatted string.

In the following table, the specifiers are given in upper case. Formats are

case-insensitive.

Specifier | Value | Description
Date
DD 01-31 Day of the month
D 1-31 Day of the month without a leading 0
MM 01-12 Number of the month
MON Jan-Dec Name of the month
MONTH | January- | Full name of the month
December
YYYY 2003 + Year
YY 00-99 Last two digits of the year
Time
HH, HH24 | 0-24 Hours
HH12 0-12 12-hour time format; requires AM/PM
Specifier
MI 0-60 Minutes
SS 0-60 Seconds
AM, PM, AM, PM
AM/PM
Separators

A separator can be any symbol except for letters and digits, or may be

left blank

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com
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Example

DD/MM/YYYY

12/03/2003

MON-DD-YY

MAR-12-03

HH:MI:SS

12:30:00

HH12 MI:SS

WRONG! AM/PM Specifiet is missing

HH12mi pM

1230 AM

Current Release and Build information

In the bottom left corner of the main menu screen, you can see

information about the maintenance release and build of the software
currently installed, e.g. MR19-3 means “Maintenance Release 19” and
“Build 3”.

PortaBilling100 - Main Menu

3 Objects

P Logout

Company Info
Access Levels
Users

Mailing List

Representatives
Templates

Services

Destinations
Destination Group Sets

Nodes

Route Categories
Routing Criteria
Routing Plans
Test Dialplan

IP Phone Profiles
IP Phone Inventory
DID Inventory

Currencies
Exchange Rates

Tariffs

Volume Discount Plans
Subscription Plans
Products

Vendors
Connections
Customer Classes
Customers

Trace Call
Active Calls

BE Log Viewer
SIP Log Viewer

Account Info

System Load
Database

Connections

ASR
Cost / Revenue
Custom Reports

Yendor DR
Customer xDR

Invoices

ME19-1 @ 2001-2009 PortaOne, Inc. All rights reserved.

2= Credits and links

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com
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2 . System
Management

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com
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Company Info

The Company Info screens allow the administrator to maintain corporate
information relating to your business. This data will be included on
reports such as invoices.

[} M Edit Company Info
* | bl Save | ldl Save&Close | ® Close | (J E-Paymentslog Objects M) Logout | Bl Log

Contact info ‘ Legal info | Report info | Payment Systems | Custom Fields | Call Barring

Company Name |PortaOne Deme Online :

Address Suite 400, 2963 Glen Drive
Coquitlam, BC, V3B 2P7

Country CANADA -
Fhone 1866 747 8647

Fax

Email

Web

Contact Info

The information provided in the Contact Info tab is typically used on
reports as the primary point of contact for your vendors and customers.
This information is the same as that which appears on your letterhead and
business cards, for example.

Field Description

Company The conventional form of your company’s name. (For

Name example, “EasyCall, Inc.”)

Address Street address of the company.

Country The country may be selected from a drop-down list.

Phone Primary telephone number for the company.

Fax Primary fax number.

E-mail Primary e-mail contact for the company. If defined,
this email address will appear in the From: field of all
outgoing emails, e.g. statistics/invoices or low credit
warnings sent to your customers.

Web Web address of the company.

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com 19
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Legal Info

Edit Company Info

> [ save | gl Save & Close | ® Close | & E-Payments Log M Logout | B Log

| Contact info ‘ Legal info | Report info | Payment Systems

MName [Porta software Led. |
Address |70z - 2181 w gth Ave. |
| |
City [wancouver |
Country | CANADA ~
ProvincefState |BC - British Columbia v|

PostalCose

The Legal Info tab allows you to enter information about your company
that could be used for any legal transactions, e.g. for taxation purposes.

Field Description

Name Proper, legally-recognized form of the company’s
name.

Address Address where this company name is legally
registered. Two lines are provided.

City City in which the company is legally registered.

Country The country in which the company is legally
registered.

Province/State The province or state where the company is
registered may be selected from a drop-down list,
depending on the Country option selected.

Postal Code Postal code for the company’s registered location.

Report Info

g 0 A Edit Company Info

# | Il Save | [ol Save&Close | & Close | (&l E-Payments Log Objects b Logout | B Log
| Contact info | Legal info | Report info ‘ Payment Systems | Custom Fields | Call Barring

Time Zone [anerica/vancouver 3|

Reconciliation Period |Dauy =]

Tax D 2340923

Gurrency usD

The data contained in the Report Info tab may be used for any financial
reportts, e.g. for invoicing or taxation purposes.
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Field Description
Time Zone Time zone in which global reports for the
environment (e.g. Cost/Revenue Report) will be
generated.
Reconciliation One of the following: daily, weekly, bi-weekly or
Period monthly. This will also set up the periodicity of

the Unresolved xDR Reports. (See the Statistics
section below.)
TaxID Locally-designated tax number.

Currency The company’s internal currency. You can use
different currencies for your customers or
vendors, but Cost/Revenue Reports will be
generated in this currency. The value for this
parameter is set permanently for the new
environment, and cannot be changed later.

Payment Systems

The Payment Systems tab lists all existing payment systems, and allows
you to enter information related to payment gateways used to receive
payments from customers.

& HA Edit Company Info
» | @ add | [@ save | [ Save&close | ® Close | & E-PaymentsLog Objects *l) Logout | B Log
[ contactinfo | Legalinfo | Reportinfo | payment Systems |
Edit Nam * Processor Lagin * Password = [l [@) Test Mode Recurring Delete
[ogane [ 0gane [ I |0 O00oo0ooao o ™
. ZCheck A Ush |

(5] Autorizsnettest | 27ecnoe lest123 @ st [=
E BoA Authorizelet pervoip T G K

Bank 0f umerica
Beanstreanm

Bov

Cardstresm

eSec

LinkPoint
Moneybockers

PaymentExpress
SecureHasting
SurePay

TCLink

TripleDeal
TWorldPay Invisible
WorldPay Junior

One or more payment systems may be utilized for electronic payments. In
order to make use of these services, you must first register with one of the
currently-supported merchants, as shown below:

* Supported means that a corresponding Business: OnlinePayment plugin module is
available at www.cpan.org. This does not guarantee that the module will support all the
required features, and some extra work may be required to integrate it into the solution
and perform testing. Please contact support@portaone.com for a current list of
payment modules which have been thoroughly tested and work “out of the box”, such as
AuthorizeNet.
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Name Web Page
2CheckOut www.2checkout.com
Assist www.assist.ru
AuthorizeNet www.authorize.net
Beanstream www.beanstream.com
BoV www.bov.com
eSELECTplus Www.moneris.com
GlobalColect www.globalcollect.nl
LinkPoint www.linkpoint.com
Moneybookers www.moneybookers.com
Netaxept www.paynet.no
Ogone WWW.0ogone.com
PaymentExpress Www.paymentexpress.com
ProxyPay3 www.eurobank.gr
SecureHosting www.securehosting.com
TripleDeal www.docdatapayments.com
WorldPay Invisible | www.worldpay.com
WorldPay Junior www.worldpay.com

To add a new payment system, click B Add and enter the Account Name,
Login, Password and Merchant in the edit row at the top of the listing.
Choose one or several payment methods which will be used for payments

made by these payment systems. To edit an existing account, click (=]
Edit and copy the information from the current row into the form above.
Save changes using the bl Save button. A recurring payment allows
customers to set up periodic payments on this payment system. Payment

systems with recurring payment enabled are indicated by the

icon.

After adding the payment system, it is necessary to assign it to one or

several currencies in which payments will be processed using the chosen

payment methods (see the Currencies section). Only after doing so can this
payment system be used for payments by customers and accounts defined
in these currencies. Please note that several (more than one) systems may
not be assigned to the same currency using the same allowed payment
method, i.e. you cannot have two systems with VISA as the allowed
payment method assigned to the currency USD. However, you can assign
both a system with VISA as the allowed method and another with
MasterCard as the allowed method to the currency USD. Similarly, you
can assign one system with VISA to the currency USD and another with
the same method to the currency EUR.

Test Mode is a special mode of interaction with the system. It is useful
during the initial setup phase, when a merchant may want to test its setup
without processing live card data.
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What is a Payment Processor?

A payment processor is a real-time transaction processing system that
functions as a payment service using a secure transaction server on the
Internet. Merchants with a valid merchant account at an acquiring bank
(“payment system”) can use this system to submit, authorize, capture and
settle credit card or eCheck transactions without the need for a separate
transaction terminal.

Payment System Basics

This section is provided for information purposes only. The terms and
conditions of your payment system are subject to agreement between you
and your bank or merchant service provider, and should be consulted for
specific information relating to your payment system.

A payment system is required to accept credit cards using the system. A
payment system is a special account with a bank that is a member of the
Visa and MasterCard associations (American Express may also be part of
your payment system). Such a bank has been certified by the Visa and
MasterCard associations and can provide you, as the merchant, with all
the services related to your payment system.

You must have a credit card payment system in order to use a payment
processor for credit card transaction processing. The payment processor
system is separate from your payment system, but it may be purchased at
the same time from the bank or merchant service provider which is
creating your payment system.

The merchant service provider normally does the following:

e Assigns you a payment system number.

e Sets up your payment processor account.

e Assigns you a login ID and password for use with your payment
processor account.

e Acts as your main point of contact for basic issues regarding your
merchant and payment processor accounts.

e Enables you to add certain types of credit cards to your payment
system.

e If the merchant service provider is also your payment processor
reseller, it also activates the processing capability for these cards
on your payment processor account.

e Deposits credit card funds to your account.

Your merchant service provider may also provide you with MID and TID
numbers. The payment processor does not need these numbers, but some
third-party solutions (such as certain Shopping Cart providers) may
require them.
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Once your payment system is set up and “live” on the credit card system,
you can begin accepting credit cards from customers. It is your
responsibility to configure the payment processor to meet your own
needs, and to provide a hosting environment which is appropriate for the
choices you have made within the payment processor.

# The E-Payments Log button in the toolbar allows you to access
information about credit card or direct debit charge attempts for the
whole environment. Please see section E-payments Iog tor further details.

Custom Fields

Custom Fields are used for storing a set of extra attributes (e.g. driver’s
license ID or tax code) to supplement the standard PortaBilling100
information. You can create your own custom fields and give them
whatever name you like, set a field type, and so on. Custom fields are
treated like any other field; they can be set on the Customer/Account
Info page and used for search queries.

Administrators can manage extra user information with the help of the
Custom Fields tab on the Company Info page. For each new custom
field, the following attributes must be set:

Field Description
Object Defines whether the custom field applies to the
Customer or the Account.
Name The descriptive name of the field. This is the name

that will be displayed next to the custom field on the
Customer/Account Info page.
Type Choose the type of field:

e Text — basic single-line input field;

e Number — input field used to store and
validate numerical values;

e Date — field type used to store dates;

e Date & Time — custom field that stores dates
with a time component;

e List — single select list with a configurable set
of options.

Properties Enables you to customize properties of the field that

define its form, appearance, or value. These properties

are specific to the field type. Click Properties or the

wizard icon [#] to invoke the wizard. This will enable

you to define a new field format or change an existing

one and to specify the default value a custom field

should have.

Default Read-only attribute which must be specified in the
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&0’

Properties attribute.

Mandatory Defines the mandatory status of the field.

H=] Edit Company Info

- [H Add | g Save | [g] Save & Close | #® Close | & E-Payments Log Objects || M0 Logout | B Log

| Contact info | Legal info | Reportinfo | Payment Systems | Custom Fields

Edit Object * Hame * Type * /| Properties Default Mandatory Delete
B
L 3
[5] Account  Date Date A 2008-03-30 Na ¥
*
|E| Customer  Credit Card List MasterCard, Visal,_American Exp... Mo IE
[E] customer  Drivers License Text - 11 Yes [~
"
Field Properties
Y -PM-D0
[ From Date
@ To Date

[ Default Date |2008-03-30

You can delete a custom field at any time. All records of its values will
also be deleted then.

Access Levels

Introduction to the ACL System

Different types of users have different responsibilities within the billing
system. Some users may not be allowed to use or see certain portions of
the system. To this end, PortaBilling supports the concept of Access
Control Lists (ACL). ACLs allow the PortaBilling100 administrator to
decide, for example, that a particular sales representative can look at
customers’ data, but cannot create new customers.

ACLs allow you to control what users of your site can and cannot do.
Without such restrictions, it is almost impossible to guarantee that users
will see or change only the information that they are allowed to.

ACL Types

An access level can be one of the following:
e Account
e CC Staff

e Component (cannot be assigned to users; used only as a building
block to construct other access levels)
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e Customer (to be applied to retail customers or sub-customers)
e Representative

e Reseller (to be applied to your resellers)

e User (access level for users of the admin interface)

e Vendor

These levels are composed of permissions and, optionally, other
components. A permission is the lowest level of access control resources.
It contains a set of permissions that are granted when using a component.

Newly created ACLs will be available in the select menu of the
corresponding form when creating a new object or modifying an existing
object’s details. For instance, a User ACL will appear in the select menu of
the Add User form (see below), a Customer ACL will be available when
creating or editing a customer, and so on.

Gl A Add User
| @ Save | [l Save & Close | & Close Objects ¢ Logout
Address Info | User Interface | Life Cycle | Mailing List |
Login Mew i Time Zone | Europe/Frague v|
Passwoard Web Interface Language | en - English v|
ACCESS Leve
Bookkeeper
Output FormaHe1pdesk
—— N0 access
Date Ract | [zo03-12-21 |
Test
Time UM Adwin | [uUsar pefinea ~|
Date &Time  [vrrr.MM.DD HHZ4:M1:55 | [wser perinea ~|
Input Format
Date [ | [z003-12-31 ~|
Time [HHz4:M1:55 | [uUser pefinea |

A permission is the fundamental unit of exchange in the PortaBilling100
security model. Permissions are composed of an access type, whether or
not this is an allowed action, the relevant object, and the relative attribute
of the object.

Let’s take the example of ASR reports. An access level called “Access to
‘ASR’ reports” is provided within the PortaBilling100 installation. It
defines only one permission, which appears as in the following
screenshot:
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G A Edit Access Level
[ 3 @ Add | @ Save | [gl Save & Close | ® Close | [f] Dependencies *l] Logout B Log
Name * [Access to the 'ASR' reports | Type Component
Subsystem " [pe100 [r2100 v|  Higden []

Component

Group” [Reparts || reports V‘

Components | Object/attribute permissions ‘ Notepad ‘

Edit Access type AllowDeny Object * Attribute * Delete

[=] reaa Allow WebForms ASR B

The “Access type” is set to “Read”, and the permission to “Allow”. This

permission applies only to “WebForms” objects which have the attribute
C(ASR”.

There are four possible access types:

e read - view the specified resource

e update - modify the resource

e insert - create new instances of the resource type

e delete - remove instances of the resource from the system

The field “Allow/Deny” defines whether this permission has been
granted or withheld.

You should never have to provide fine-grain permission information
yourself, as all possible permissions are already encapsulated in the
components of your PortaBilling100 installation. For this reason, we will
not discuss the “Object” and “Attribute” fields further in this section.
However, it may be useful to know that wildcards can be used in these
tields. For example, to allow Read access to all web pages, an ACL could
be defined with the following permissions:

Access type:  “Read”
Allow/Deny:  “Allow”
Object: “WebForms”
Attribute: ok

As may be guessed, the “*” in the attribute field means “all attributes”.

NOTE: Should you find it necessary to modify these basic components or create new
ones, please contact PortaOne Support. We can provide you with a list of Object and
Attribute resources, or otherwise assist you in maintaining ACLs.

Components and User ACLs

Components will be made up of zero or more permissions, and can
include other components (as dependencies). If access level ACLX
includes access levels ACL1, ACL2 and ACL3 (or, in other words, is
derived from ACL1, ACL2 and ACL3), then ACLX will contain all the
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permissions defined in ACL1, ACL2 and ACL3 (along with all of the
access levels they in turn are derived from).

What happens if there is a contradiction; for example, if ACL1 denies
read access to Accounts.password, and ACL2 grants it? In such a case, the
first available definition will be used. Thus, in the example above, access
will be denied according to ACL1, which is first in the list of included
access levels. In addition to these, a component has several other aspects.

When editing a component, you will first see a screen as in the following

screenshot:
B G H Edit Access Level
» i Save | [ Save & Close | @ Close | [ Dependencies M Logout B Log
Name * Adrmin Accass Type  Component
q;" Subsystem " [pe100 8100 v|  Higden [J

Component
Group ™ ACL prototypes ACL prototypes -

Components ‘ Object/attribute permissions | Notepad |

Available Included

--4CL protatypes—- ~ Company info read-only ~

Advanced Reseller Currencies read-enly

Bockkespsr Destinarions read-only

Bookkesper access Nodes read-only

Helpdesk Products full access

Helpdesk access Bepots full access
Mo access Repressntatives full access

Representative Tariffs full access
Representative access Trace a call

Resellex Vendors full access

Reseller access Custoners full access

Retail hccounts full access

Retail customer access Read SIF location

Ract Tewplates full access

Senior Exchange rates full access

Senior CC Staff accsss Comnections full access

Vendor Modity s vendor account

Vendor access Modify accessibility of a produc

—-Accounts—- Access to the account info (sear

Access to sccount's self-care inY Dialing rules full access v

Including components as dependencies within other components gives
the system its power. Here we see that the “Admin access” level is defined
by over a dozen dependant components. Note that this component does
not actually define a permission itself, but rather relies on the
implementation of its dependants.

By deriving new components from existing components in the system,
you can implement fine-grain access control and define User ACLs
specific to your operational environment.

ACLs for Sub-customers and Visibility

Normally you would not want reseller A to be able to use (or even see)
ACLs for his sub-customers that were designed for reseller B. To ensure
this, you can mark certain ACLs as visible only to a particular reseller.

ACL Subsystems

In some cases, the same object and attribute can be interpreted differently
according to the context. For instance, a reseller can access his own
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customer information, or information about his sub-customer. Although
in both cases he will work with the same physical fields in the database, he
needs to have fundamentally different sets of permissions. This is
accomplished using subsystems in the ACL definition. In this example,
there would be two ACLs defining applicable operations with the
Customers.name attribute (or other attributes of a customer). One of
these ACLs will have the subsystem PB100, defining access in a global
context, i.e. the resellet’s access to his own information. The other ACL
will have the subsystem Sub-customers, which defines the reseller’s
access to information about his sub-customers.

Access Level Management Interface

In this discussion of the ACL system, we have proceeded by starting with
the fundamentals and building up your skills from there. Now we will
discuss the entry point for ACL management. On the PortaBilling100
administrative interface you will find a link to “Access Levels”. This link
takes you to the Access Level Management main screen pictured below.

This screen is similar to many others in the PortaBilling100 system,
including a search interface at the top and a results listing at the bottom.
(By default, all ACLs are shown in a paged format on this screen.) You
may search for ACLs using any combination of Name and Type.

In the results listing, you may also see the dependencies icon and delete
icon. ACLs can only be deleted when they are not in use. If a component
contains any included components, you will be able to click on the
dependencies and see search results for all dependants. The following
screenshot shows all dependants for “Accounts full access”. Note that
some of the dependants have their own dependencies.

[H| Access Level Management

» | @ Add | ® Close ] Logout B Log

Hame Subsystem Group Type

+ | |ACL prototy ¥ | | ANT v | [_show acLs

Dependencies Hame Subsystem Group Type Delete
Adrmin PB10D ACLprototmes @

Adrmin Atcess FE100 ACL prototpes &
Advanced Reseller FB1OD ACL prototypes & IE‘

Bookkeeper PE1O0 ACL prototypes Q

a7} Bookkeeper access FE100 ACLprototypes 9§

Helpdesk FE1OD ACL prototypes Q

Helpdesk access FE1O0 ACL prototypes ﬁ'

: Mo access PE100 ACLprototmes @ Iz‘

n Rept PE100 AcLprootpes o [%

[ ]

4
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G M Access Level Dependencies
* | @ Add | ® Close *] Logout B Log
Hame Subsystem Group Type
- B a—
Dependants of "Helpdesk access®
Dependencies Hame Subsystem Group Type  Delete
@‘ Helpdesk PE100 ACL prototypes Q

We have already talked about the necessary parameters for creating or
editing components, but we have not yet discussed component inclusion
in detail. Each access level may have zero or more dependant
components. These components are ordered, and likewise are applied in
order until the first matching permission is reached.

A In order to understand this better, we will use the previous example.
Suppose a user is trying to view ASR reports. His access level must allow
reading of “WebForms.ASR” (object “WebForms”, attribute “ASR”). For
the sake of simplicity, we will say that his access level includes “A”, “B”,
and “C”, where “B” allows this permission, but “C” explicitly denies it. In
this case, the user’s ability to view these reports is based on the ordering
of these components. If “B” appears before “C”, then it will work. In the
opposite case, he will not have access.

This may sound complex, but in practice the user interface is quite simple.
Two columns are shown on the “Components” tab of the edit screen for
each access level. On the left, you have a list of the available components,
while on the right are the included components. Between these two
columns you have the “Include->" and “<-Remove” buttons, which
move selected items between the two lists. As for ordering, the “Up” and
“Down” buttons on the far right-hand side of the screen allow you to
rearrange selected elements of the “Included” column. The “Go To”
button opens the edit screen for the selected component.

Creating a New User ACL

From time to time you will find that the predefined user ACLs (Admin,
Helpdesk, and so on) offer too few, or too many, restrictions for a
particular class of user. In such a case, it is time to create a new user ACL.

The easiest method is to take an existing access level and create a new one
modeled on it, and then modify it to fit your needs. You should examine
the permissions granted to the model access level, and verify that you
want to grant access to those resources. Next, you can include other
components to suit your needs. As a style recommendation, we suggest
that you first create a component containing the dependant components
you wish to utilize. Finally, create a new user ACL which includes only
this new component. Now you can assign this ACL to new users.
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The PortaBilling100 ACL management system contains style conventions
which you would be well-advised to follow:

e The name of a component should be descriptive, based on the
actions which it allows. Examples are “Delete a node”,
“Currencies read-only”, and “Access to Vendor Reports”.

e Create a new group for any components or user ACLs which you
define, so as to keep them separate from PortaBilling100’s built-in
ACLs.

e By convention, when defining a new user ACL (for example,
“DemoUser”), we append “access” to the name of a component
(“DemoUser access”) to include any dependant components.

You should now have the skills necessary to implement the

PortaBilling100 security model and customize it to suit your business
environment.

Default User ACLs
PortaBilling is supplied with the following predefined ACLs:

Name Description
Root Super User, read and write access to all PortaBilling
objects
Admin Like Root user, but with some limitations:

- cannot create new users

- cannot modify company info

- read-only access to Destinations, Currencies, Nodes
Bookkeeper Read-only access to billing information (Tariffs,
Products); can change balances for
Accounts/Customers, block/unblock.; no access to
xDRs; access to reports.

Helpdesk Read-only access to billing information (Tariffs,
Products); can modify Customer and Account
parameters; access to Trace Call.

Default Customer ACLsS

PortaBilling is supplied with the following predefined ACLs for customers
(or sub-customers):

Name Description
Retail Access to xDRs, ability to change customer
information, make online payments and access
information about all accounts under this customer.
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Default Reseller ACLs
PortaBilling is supplied with the following predefined ACLs for resellers:

Name Description

Reseller Ability to set up online payment processors, change
rates in the subscriber’s tariff, modify parameters of
the subscriber’s product, create sub-customers and
accounts under them, make online payments, and
create CC staff accounts.

Advanced Same as above, plus read-only access to customer’s

Reseller own tariff (the tariff used by the PortaBilling owner to
charge the reseller).

Default Customer Care ACLs

PortaBilling is supplied with the following predefined ACLs for customer
care administrators:

Name

Description

Customer Care

Ability to see customer/account information and
change service parameters, give refunds (daily and
transaction limits applied), and trace a call and see the
call details.

Default Vendor ACLs
PortaBilling is supplied with the following predefined ACLs for vendors:

Name

Description

Vendor

Access to CDR data and the vendor’s information.

Default Representative ACLs

PortaBilling is supplied with the following predefined ACLs for

representatives:
Name Description
Representative | Read-only access to customer information, customer’s
XDR records, and account information.

User Management

The User Management screen shows existing users registered in the
system, and also allows you to edit current user information or add and
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delete users. To add a new user, select the 2] Add button from the User
Management screen. The user list table contains the following information
and operations:

(| User Management

[ [ Add | @ Close Pl Logout B Log

Login  Access Level E-mail Description Status Delete

dema-root Screenshots  kzhilenko@portaone.com User for screenshots taking E
helpdesk Helpdesk helpdeski@portaone.com Helpdesk staff E
keeper  Bookkeeper keeper@portaone.com K
kzhilenko Roat konstantin zhilenkog@ponaone.com Konstantin Zhilenka E
ph-root Root monitor@portaone.com ROOT - created on installation please change the password E
. .
Column Description
. . . . .
Login The username for login and user identification. The

username provides a link to the edit screen for that
particular user.

Access Level The privilege level or role assigned to the user. See the
Access Levels section for more information.
E-mail An e-mail contact for the user. For convenience, this

is provided as a link, so you can send an e-mail to the
user directly from this screen.

Description A short description associated with the user.

Delete A delete button appears next to all users except for
the Root user created on installation. This
permanently deletes the user from the system.

Add/Edit User

The Add User screen allows you to enter details to create a new user
account. The Edit User screen allows you to change details for a particular
user account.

Address Info

[H | Edit User 'demoroot”

» | [ Save | [d Save & Close | & Close Objects ] Logout B Log

Address Info | User Interface | Life Cycle | Mailing List | Motepad ‘

Company Mame [Portaone | Contact [peelasan |
MF M J... ] Phane [ |
First Mame [pee | ml| | Fax [ |
Last Name Alt. Phone | |
Address 123 Hard Drive Alt. Contact | |

E-rnail [demoroot@portaone.cam |

Description |DD: and Dermno root |

Pravince/State  [cz |

Postal Code

City |Prague |

CountryfRegion  [slovania |
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Mandatory fields for user contact information:

Field

Description

Description

A short description of the user that will be visible on
the main User Management screen.

E-Mail

An e-mail contact for this user.

User Interface

H| Edit User 'demoraot’
> | [d Save | [d Save & Close | & Close Objects P Logout B Leg
Address Info | User Interface | Life Cycle | Mailing List | Motepad |
Lagin ldemaroct |7 Tirme Fone |Americafvsncouvar v|
Password  [eewerses |0 Wigh Interface Language [en - English v|
——
Output Format
Date [ | [z003-12-31 ~|
Time [HHz4:M1:58 | [user Definea ~|
Date &Time  [Yyrv-MM-DD HH24iM1i55 | | User Defined v
Input Format
Date [ | [z003-12-31 v
Time |HH24:MI:SS | |Ussr Defined v|
Field Description
Login The new user ID to be used at login and elsewhere

throughout the system.

Password

The password for this login. A secure and easy-to-
remember password may be automatically generated
by pressing the “Auto” button.

Access Level

The privileges or role associated with this user. See the
Access Levels section for more information.

Time Zone

The time zone in which this user will be operating.

Web Interface
Language

The language to be used on the admin web interface
for this user.

For a description of the input and output formats, please refer to the
Common Features section.

Life Cycle

This allows the administrator to set up the user account’s activation and

expiration dates.
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Edit User "demoroot’

MEE G-

> [0 Save | [l Save & Close

| Address Info | User Interface ‘ Life Cycle | Mailing List | Motepad

[ Activation Date [2004-02-20  YYYY-MNW-DD
il | -|
[ Expiration Date YYYY-MM-D0 Zl(3lals

® Close B Log

2004 Eugust -

The account will not expire if the Expiration Date field is left blank.

Mailing List

PortaBilling dispatches e-mail alerts (e.g. error messages and notifications)
during normal production. E-mails are dispatched to each user according
to the Mailing List settings.

o MEBEGEH

Edit User 'demo-root’

» | @l Save | [l Save & Close | ® Close Objects *f Logout

Life Cycle | Mailing List

‘ Address Info | User Interface Notepad ‘

Subscribe Subject

[ Adaptive routing penalty threshold reached
Adaptive routing warning threshold reached
CC Staff Error Reports

Errarin translation rule

Fraud detection tAck/ Rej Err)

General hilling misconfigurations

Merchant aceount error

Mismatch in the Destinations or Rates table
Missing critical hilling infarmation (Aceount! Tarif)
Mo currency exchange rate found

Mo rermote [P authentication on your gateway
Mo routes to destination

Mot defined or empty Called-Station-1d
Payment error

Profit monitor event detected

Renplication problems

Task rejected

Tirne problems (NTP f Format ! Suspicious)

I s

User Error Report

To add different notifications for a specific user, check/uncheck one or
more boxes on the left for the corresponding Subjects. The available alert
types and their conditions of activation are as follows:

Alert Type Description
Adaptive routing The adaptive routing module detects that
penalty threshold some quality parameters of the connection are
reached below the specified acceptable level. The

vendor is penalized, and this connection is
temporarily moved to the bottom of the
routing list.

Adaptive routing
warning threshold
reached

The adaptive routing module detects that
some quality parameters of the connection are
below the specified level.

CC Staff Error Reports

Customer care (your reseller’s customer

support) may discover a problem they are
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unable to solve themselves, and thus may need
to escalate this problem to your support staff.
When they send an error report from the CC
web interface, it will be received by users
subscribed to this mailing list.

Error in translation rule

A translation rule could not be properly
applied, due to a programming error.

Fraud detection (Ack /
Rej / Err)

Attempt to login more than once using the
same debit account numbet.

General billing
misconfiguration

A debit account made a call that cost more
than its available funds; an unresolved call was
detected (unresolved calls may be normal
when they are on-net calls, but in most cases
they indicate connection misconfiguration);
and so on.

Merchant account error

An error was received from the online
payment processor while trying to execute a
transaction.

Mismatch in
Destinations or Rates
table

The cost of a call could not be determined,
because no matching rate was found in the
specific tariff.

Missing critical billing
information (Account/

"Tariff)

A call could not be billed due to missing
information (e.g. unable to identify the
account which is to be charged for the call).

No currency exchange
rate found

Unable to do cost/revenue reconciliation for
some calls, since no exchange rate is defined
for the base currency and currency used for
those calls.

No remote IP
authentication on your
gateway

It seems that your gateway accepts all
incoming VolP calls. See the “Remote IP
anthentication” section in Portabilling100 User
Guide vol. 1 for more details.

No routes to

Customer attempted to place a call to a

destination destination, which is covered by his tariff plan
— but there are no valid routes for it in the
system.

Not defined or empty | The Called-Station-ID (DNIS) field is empty

Called-Station-1D

in the request, so PortaBilling is unable to
determine which number was dialed. This
might happen due to a firmware problem on
Quintum.

Payment error

Unable to perform periodic payment (credit
card is blocked or no funds are available).

Profit monitor event
detected

Sends an alert if the call cost (amount charged
by a vendor) is greater than the revenue
(amount charged to the customer).

Replication problems

Database replication may be performing
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poorly or not at all, so that CDRs for the most
recent calls are absent from the slave database.
Task rejected A deferred task (such as account generation)
could not be run.

Time problems (NTP / | This alert may be generated if the time in the
Format / Suspicious) accounting record is in the wrong format or
seems suspicious (such as a point in the future,
or one too far in the past).

User error report Your customer support may discover a
problem they are unable to solve themselves
(e.g. only the network administrator can do it)
and thus may need to escalate this problem to
your technical staff. When they send an error
report from the web interface, it will be
received by the admin users subscribed to this
mailing list.

Superusers

“Ordinary” administrator-level users can be promoted to “superuser”
status — this is done by adding their numeric IDs (i_user) to the
Superusers configuration variable in the Global section of porta-
admin.conf. Superuser status permits certain operations that ordinary
users do not have access to. One of the most important abilities of a
superuser is switching between virtual environments. This is why
superuser status cannot be configured via the web interface: by giving a
virtual environment to someone, you allow him full control of that
environment. However, he should not be able to re-configure his account
to “jump” into another environment.

o) H= PortaBilling100 - Main Menu
» Login into other eny.
| n
Admin u
. Currencies
Customers . Exchange Rates
CC Staff -
. Tariffs
Accounts . ¥olume Discount Plans
" BS Subscription Plans
¥endors . Products
n
Representatives : vendors
Destination Group Sets Connections
. Customer Classes
. Customers
n
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Environment Navigator

Emironment Hode
List of Users.
Login i_emy  Hame w Type Mame
] 7 pb 1021680477 PorsOnaPortsdiP  PoraSee in Vkbware - 1831680177 3ggressive, marduk, moom, natxsha, p-admin, pberoot, port-SUppor, Soag-oot, taurus, e, _sa_

101BE0.241  MikoROUTER  Moom:Mireak
101168088 MiontoROUTER  MikoTik
1932887020 PortaOnePonalngge ConfSones
193386735  PomaOneiGenerc  Fortacaliback
10320736 PoraOnePortagiE  Porlage
193.26.67.37 PortaCnePoraUM  PoraUM

193288700 PorteOnePortaSiP  PortaS - 193288701
207523745 CISCONOIP-OW  dema
0] 9 minagha O roks Joumsd mitagha-met
B 17 s 2222 PorsOneiPorssiP  tsunis@oomacne com RS-t
B W 10.100.200.902 BE_Mode 003 pedamans et

101002004103 PorsOnePortsSIP  06_Node_004
WANDI0104  PodsOnaPatasiP  BE_Nodo 005
10100200419 PorwOnaiPortsSIP  §6_Node_002
10100300122 PodaOnaPodadiP  BE_Mode 001

Mailing List

The Mailing List Management page allows you to define which e-mail
alerts are to be sent to different users (see Mailing List Subscription).

E = Mailing List Management
» | @ Close P Logout B Log
User Subject
ALl wsers | [411 types -
User Subject

demo-root -NOME-
helpdesk  -—-NOMNE--
keeper General billing misconfigurations
kzhilenka  Merchant account errar

Migmatch inthe Destinations or Rates table
ph-root Renplication problems

Select a user from the User drop-down list to view which mailing lists a
particular user is subscribed to. Select a mailing list from the Subject
drop-down list to view all users subscribed to a particular mailing list.

Representatives

You may need to track income associated with people with whom you
have a business relationship. These people may sometimes be employees,
while in other cases they are dealers, partners at a law firm, or
independent contractors.

NOTE: Representatives do not participate in billing or revenue sharing. They are listed
for information purposes only, as required when PortaBilling is integrated into back-
office CRM for calculating commissions and the like.

Each sales representative is assigned initials. Their names and initials
appear on sales forms, allowing you to associate specific sales reps with
specific sales in order to track their income.
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B Add Representative
» [l save | g Save&Close | ® Close Ml Logout

[ ]

u i Peter Smith - Currency

[ ]

m Initials s | Is Inactive [

[ ]

[ ]

m [ Addressinfo | Additional info | User Interface |

[ ]

[ ]

m Categorizing and Defaults

LT —

[ ]

O
(H=| Representative Management
* [ @ Add | @ Close °l] Logout B Log
Managed By Search
e " |G=)
Initials  Hame Email  Managed By  Status Delete

WK Mykola Kachan BesiDeal Reseller E
PS  Peter Smith Administrator only E

NOTE: Once a new representative is created, the Currency and Managed By
properties cannot be changed.

Templates

The purpose of templates is to maintain all data uploaded to and
downloaded from the system. Templates automate the processing of user
input and create customized output in various data and media formats.

S ’ Read more about using the templates functionality in the PortaBilling

Template Guide, available for download from:
www.portaone.com/support/documentation/

Add a New Template

To add a new template, select the 8 Add button.

G M Add Template
» I save | [gl Save & Close | ® Close M) Logout
Marme [@eneric tariff upload "
Type |Tar1ff Upload v|‘

Media ® Eﬂ (@ O E
Az CopyOf Tariff Upload C8V ™|

Tariff Upload C3V, Routing
Tariff Upload C8V, Quantity Based

Carrier A tariff uplead

Field Description

Name The logical name of the template object
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Type

One of the following:
- Invoice

- Tariff Upload

- Tariff Download

Media

One of the following media types:
a] | CSV — Comma Separated Values

XLS — Excel
&, | Print format (HTML, PDF) — only applicable for

As copy of

templates of the Invoice type
PortaBilling is supplied with a set of default templates for
each type of document, i.e. for both information upload
and download. Documents in print format, i.e. invoices,
can only be “downloaded” from the system.
After selecting Type and Media, the list will be
populated with the default template (always at the top of
the list); all existing templates with the current Type and
Media formats will be listed under the “-----” separator.

Managed
By (only for
Type

Invoice)

By default — administrator only. The template can be
assigned to a reseller so that it is visible in the list of
available invoices on the Customer Self-Provisioning web
interface.

To enter editing mode for this template, save your input using the
Save&Close button. Next, select the template you would like to edit
from the Templates window.

Edit Template

M EF G A

Edit Template

CEY

» | [d Save | [0 Save & Close | & Close Objects M Logout B Log
Name [Default csv i Media  CBY
Type Tariff Upload Timezone |iuto v

Media | Header | Fields | Columns |

C5% Delimiter
CEY Text qualifier

Mo Header

Mo Fields

Fields Data Start At Row

Header Data StartAtRow |2

Columns Data Start At Row [z |

[. teomnay ~| | |

[" tdouble quotes) v [ |

s |
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Once a new template is saved, the document’s Media, Type and Managed
By properties cannot be changed.

Each Template object consists of several logical components. For
example, the Invoice Template’s components are Media, Header, Fields,
and Footer.

The Media tab is present for all types of templates, and shows the media
available for upload or download. For Tariff upload in CSV format, it is
important to know what delimiter was used, whether there is a header, or
in what row the tariff information starts. For Invoices, the Media tab
contains a link to the PortaBilling Layout Designer, which allows you to
customize the appearance of your invoices and receipts.

E G H Edit Template
» | i Save | [ Save &Close | ® Close Objects * Logout | B Log
i Name |Default XLS N Media Excel
Excl Type Tariff Upload Timezone |zuco [+
[ Media [ Header | fieids | columns |
Description é;‘:'rf‘f‘ Format Other Format Rule Post Processing Rule
Off-peak Period |3. (1) [V”Iexb [v]
Of-Peak Description |3 (21 | v | Texc [v]
Destination Group Set [¢ (31 v [Texc [v]
Free Seconds [0 a1 [s][see [v]
Fost Call Surcharge |: (5) [VIllzaq.lzaqa [V]
Login Fee |F (&) [VI|1234.12345 [V]
Connect Fee |E 5] [v] 1234.12345 [v
e
1,234.10
1234
1234.12343
Other:

The content of the Header, Fields, Columns, and Footer tabs is arranged
in a similar way, and allows flexible mapping of information related to
user documents and information in the PortaBilling Database.

Column Description
Description Description of template components.
Source Column Defines the mapping of template information
to the original/destination document.
Format Data format. Choose a format from the list,

or choose Other if the desited format is not
available. Provide a format definition in the
following field.

Other Format Rule Perl code. Active only if Format = “Other:”.
Post Processing Rule | Perl code.
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Layout Designer

The Layout Designer allows you to customize the appearance of all types
of printed output in PortaBilling.

ot (H| Template "SuperCall invoice'
» | () Preview | e Save | g Save & Close | @ Close P Logout
[ 12 13 14 15 I3 1z I3
DB ) Ppagelofs
B aEa . o PortaOne Inel oDl Ll L |nVOICE S
%E i our company loge Mt 40002963 GlenDrve - oo o HIAIVMIILE
b =t Date Inivoice #
=[=]=] e | e ]
LI A0 T W | @ |
T : iR 5
.
7 =
Yo fillv i
[CHEE B
3
= [1 v i o
= Solid W Page Header sz Footer
= T E— ) Header '
= Black v
Period From Date Fields »
- Period To Date Footer 4
N Terms € Insert Row
Lol Due Date ﬁllnsert Col
© ] S10iPrévious Balance 100 iiiDiiiiiiiiiiiiiiiiiiiil1938USD. . |’S Remove Rew
T T Do | i Remove ol
i CLPayments. oi.oooioioololol...24DSUSD [ r—
J S Charges thisperiod - cocoiiiiiiiii : ThBring To Fromt
B clone

coccTetalddwe oo (X Delete

Layout Designer (LD) Quick Start

To launch, click the Layout Designer button on the Media tab in the
Template Management window. The sliding toolbar on the left side
provides most of the controls for manipulating content in the editor
window. There are three different states for most of the toolbar icons:
normal, active, and not available.

Icon state Description

Normal - Click to activate

Active - Click to deactivate

|| B

Not available

Icon Description

Add Picture: Click to select a picture (e.g. your company logo)
from a file select window. Click the Open button to place the
picture on the worksheet. To remove the picture, right-click on it
and choose Remove. Another way of deleting a picture is to
press Delete on your keyboard.

Lock Aspect: Fixes image proportions during scale operations.

Add Table: Click to place a table on the worksheet. A table can

=
0] | Preview: Click to preview your work in a browser window.
= be removed by using the context (right-click) menu or by
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X

pressing Delete on your keyboard. Click the table cell to make it
active. To add another table, click on the worksheet to deactivate
the currently active object. Read more about tables below.

& Text Align: A section of nine buttons used to align text in an
active table cell.

2L | Word Wrap

Text controls: The tools and selects from this section control
== | font attributes such as font style (bold, italic, undetrline), font
family (serif, sans-serif, cursive, fantasy, monospace), and font
size.

Foreground Color: Change the text color by selecting from this
list.

Background Color: Change the color of the active table cell by
selecting from this list.

= | Border: A section of six buttons for showing or hiding the
border of the active table cell.

Stroke: A section of three controls for changing the active cell’s
border weight, style and color.

Grid: On by default; click to turn off the grid.

Snap to Grid: On by default; click to allow arbitrary positioning
of elements on the worksheet.

Envelope Window: Two half-transparent gray boxes displaying
the positions of envelope windows; click to turn off.

K Undo: Click to cancel the last action.

Save and Close: For convenience in editing the bottom of the
worksheet, these controls duplicate the main toolbar controls.

-1

A straight line in the Layout Designer can be simulated by using a table
with only one visible border.

Table

The main Layout Designer object is the table, which is a placeholder for
all inserted information. A table or a table cell within a table can be
moved and scaled by dragging the cell handlers. Double-click a table or a
cell within a table to enter cell editing mode, where you can type in or edit
a cell’s text. To change the attributes of a cell’s text, make sure the cell is
selected (8 black square handlers are visible) and set the text attributes in
the toolbar on the left.

Changing the text attributes of a cell in the toolbar will affect all text in
the current cell. To change the attributes of part of the text, enter cell
editing mode (double-click), select that part of the text, and use the
keyboard shortcuts listed below.
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Context Menu

Header 4
Fields 4
Footer 4

€ Insert Row
i Insert Col

The context (right-click) menu provides you with
greater control over tables and other objects, and
allows certain data located in the PortaBilling
database to be displayed in the table cell. To show

‘S Remove Fow
i1 Remowe Col

the menu, right-click on a table or cell. The three top
elements of the context menu correspond to the

Td send Back .

3 Ering To Front template components (tabs); in the case of an

T Clone invoice, for example, these would be Header, Fields
X Delete and Footer. Users can also set the order of all

objects in the window and clone or delete selected
objects.

Select one of the menu elements to activate a submenu containing a list of
all the fields specified in the template editing window. The selected item
will appear in the selected cell as the item’s value. Double-click the cell to
enter editing mode; the cell now displays the corresponding variable.

Page/Print Setup

The page context menu (right-click on the worksheet) provides access to
the Web-Page Dialog for page, envelope and print setup.

https://demo2.portaone.com - Porta... g [m]

Papersize: | recter [v

Envelope:

M
2l

$3-3303 2 wnd [

Left:

Top:

Header:

0.25in

0.25in

0.25in

Right:

Baottom

Footer;

0.25in

0.25in

0.25in

Open your browser prior to printing. In your browser’s File menu, select Page Setup.

In the dialog window, set up the paper size (A4 or Letter), delete all Header and
Footer symbols, and set all margins to zero or a value close to zero.

Envelope Formats: America

Envelope Envelope Window size | Window Window
Measurements From Left From
Bottom
#6-3/4 3-5/8"x 6-1/2" | 1-1/8" X 4-1/2" 718" 1/2"
#7 3-3/4" x 6-3/4” | 1-1/8" X 4-1/2" 718" 1/2"
#7-3/4 3-7/8" x 7-1/2" | 1-1/8" X 4-1/2" 718" 1/2"
#8-5/8 3-5/8" x 8-5/8” 1" X 4” 1’ 3/4”
#9 3-7/8"x 8-7/8" | 1-1/8" X 4-1/2" 7/8” 1/2"
#10 4-1/8" x 9-1/2” | 1-1/8" X 4-1/2” 718" 1/2"
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#11 4-1/2" x 10-3/8" | 1-1/8" X 4-1/2" 718" 1/2"
#12 4-3/4" x 11" | 1-1/8" X 4-1/2” 718" 1/2"
#14 5" x 11-1/2" | 1-1/8" X 4-1/2" 718" 1/2”
Double-window envelopes
Envelope Window Size Location | Placement
TOP WINDOW
#9-9903 37/8" x 8 7/8" From Left 3/8
From Top 1/2”
BOTTOM WINDOW
35/8" x 8 5/8” 1" x 4" From Left 7/8”
From Bottom 5/8”
TOP WINDOW
# 8-5/8 718" X 3-1/2" From Left 5/8
From Bottom 2 1/4”
BOTTOM WINDOW
35/8"x 85/8” 1" x 4" From Left 5/8”
From Bottom 5/8”
TOP WINDOW
#9-13036 718" x 3-1/4” From Left 3/8
From Bottom 2-1/2"
BOTTOM WINDOW
37/8x87/8 1-1/8" x 4-1/2" From Left 1/2
From Bottom 7/16”
TOP WINDOW
#9-13037 718" X 3-1/4" From Left 3/8
From Bottom 2-1/2"
BOTTOM WINDOW
37/8x87/8" - From Left 1/2"
From Bottom 3/4”
TOP WINDOW
#9-13038 718" x 3-1/2" From Left 3/8
From Bottom 2-3/8”
BOTTOM WINDOW
37/8x87/8 1-1/8" x 47 From Left 3/8
From Bottom 5/8”

Envelope Formats: Europe

NOTE: Envelope #9-9903 (3 7/8” x 8 7/8") is QuickBooks compatible.

Format Size [mml] Content Format
C6 114 x 162 A4 folded twice = A6
DL 110 x 220 A4 folded twice = 1/3 A4
C6/C5 114 x 229 A4 folded twice = 1/3 A4
C5 162 x 229 A4 folded once = A5
C4 229 x 324 A4
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DIN 680 specifies that a transparent address window should be 90 X 45
mm in size, and the window’s left edge should be located 20 mm from the
left edge of the envelope. For C6, DL, and C6/C5 envelopes, the bottom
edge of the window should be 15 mm from the bottom edge of the
envelope. For C4 envelopes, the top edge of the window should be either
27 or 45 mm from the top edge of the envelope.

Keyboard Shortcuts

X Shortcut Action

Arrow keys | Move objects with grid size increments.

Ctrl - arrow | Use to scale table cells or images with current grid size

key increments.

cell editing mode

Ctrl-A Selects all objects in the Template window if nothing is
selected, or selects all text in an active table cell.

Ctrl-C Copy selected text.

Ctl-V Paste clipboard text starting from the current cursor
position.

Ctrl-X Cut highlighted text.

Ctrl-1 Change selected text style to I7alic.

Ctrl-B Change selected text style to Bold.

Ctrl-U Change selected text style to Underline.

Ctrl-K Hypetlink selected text (opens hyperlink editing dialog).

6-()f Netscape or Mozilla users may experience the lack of a movable cursor

allowing them to select text from the keyboard in cell editing mode. Press
the F7 button to turn the edit cursor (caret browsing) on and off.

Users with a small screen resolution may enjoy the benefits of their
browset’s full-screen mode. Simply press the F11 button to switch your
Morzilla, Netscape or IE into full-screen mode.

Services

Services in PortaBilling define the naming and billing parameters of the
physical services you offer to customers. Each service is associated with a
particular service type (which defines what the customer is actually doing
— making a phone call, sending a message, using Wik, etc.). Services
allows you to specify which parameters are used to calculate charges and,
finally, what the rates for each service are.

For your convenience, PortaBilling now provides a set of pre-defined
services with all the required parameters. You can easily change an
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existing service name to make it more descriptive for your administrators
and customers; or you can define new services.

Add/Edit Services Online

Click the [ Add button to add a new service. Services you create can be
edited later by clicking the [=] Edit icon. Standard PortaBilling services
cannot be changed, and are shown in gray. Press the el Save button to
save your work when done.

M B s E

» [ add | @ save

gl save & Close | ® Close Objects

Services

) Logout | B Log

Edit Hame * Service Type * Rating Base * Base Unit * EBilling Unit * Billing:Base Ratio * Delete
[l [2usiness 1p cantrex | [voice calls v | session-ime [sacond | [minute 1 s [%]
Conferenting Conferencing session-time second minute B0
Data Service [KB] Data Senice guantity byte Kilohyte 1024
Data Service [MB] Data Service quantity hite megahyte 1048576
Dial-up Dial-up Internet session-time secand minute (1]

Messaging Service Messaging Senice gquantity Mmessamge message 1

Quantity Based Guantity Bazed fuantity pes pes 1

“oice Calls YVoice Calls zession-lime zecond minute g0

WI-Fi Wi-Fi session-time second fminute B0
Column Description

Name Service type name (currently this is the only column
which can be changed by the user).

Service Type Choose the service type (physical service) supplied to
the customer. See below for a description of the
available service types.

Rating Base Specification of which particular parameter is used to
calculate charges, e.g. “session time”, “amount of
data transferred” and the like.

Base Unit Abbreviation for units in which service use is
measured (your network nodes will report values to
billing in these units).

Billing Unit Abbreviation for units used to calculate service
charges. You will use these units to specify your rates,
and usage details in xDRs will be shown in these
units.

Billing:Base If billing units are different from base units, this

Ratio parameter defines how many base units make up one

billing unit (for instance, 1024 bytes makes 1
kilobyte). This parameter is extremely important, as it
affects calculations in all xDRs for this service.

If you decide to deploy a new service with a different
ratio between units (e.g. 1 kilobyte equaling 1000
bytes), a new service type must be created before you
attempt to do any further configuration.
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Supported Service Types

Once installed, PortaBilling supports the service types shown in the table
below. The Rating Base column refers to the applicable rating base
options. S (“session-based”) means that the service type is charged based
on the duration of its use, while Q (“quantity-based”) means that some
other numerical parameter supplied by the network node is used, e.g. the
amount of data transferred.

Name Rating Description
Base

Conferencing S Rating conference calls via PortaBridge (or some
other conferencing server).

Data Service Q Data transfers rated using the amount
transferred as the billing parameter.

Dialup Internet S Dialup Internet access sessions, rated based on
session duration.

Internet Access S Internet access sessions (DSL, PPPoE, etc.),
rated based on session duration.

Messaging Q Rating messages (text, SMS, MMS, other) based

Service on the number of messages sent.

Quantity- Q Generic quantity-based service type; can be used

Based to apply charges for any service use expressible
in numerical form (e.g. the number of pizzas
ordered).

Session-Based S Generic time-based service type; it can be used
to apply charges for any service use based on the
length of time the service was accessed.

Voice Calls S Rating telephony calls (incoming or outgoing)
made via PortaSIP, VoIP gateways or other
equipment.

Wi-Fi S Wireless Internet access sessions, rated based on
session duration.

Destinations

Destinations are a list of all possible phone number prefixes to be used in
your system, which will later be used in creating price lists (Tariffs). For
convenience, destinations are grouped in alphabetical order by country.

In the case of a non-telephony service (e.g. video-on-demand),
destinations define various service categories (e.g. VIDEO-
NEWRELEASE and VIDEO-FOREIGN), and so a different rating may
be defined. For some services (e.g. WiFi access) you would only need one
destination for the whole service, since there is no further differentiation.
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Destinations may be edited and, if a destination is not being used in any
tariff, it will also have a Delete button. Of course, it is not necessary to
include every destination in a given price list; only enter the prefixes
(destinations) used by this particular vendor or customer.

PortaBilling can support different numbering plans, but it is highly
recommended to keep all of your destinations in the E.164 numbering
space. The Destinations table contains the valid E.164 prefixes. Different
standardization and governmental bodies control the E.164 numbering
space, and some private numbering spaces also exist.

Click here to view the Official ITU Dialing Procedures document (PDF)

PortaBilling is supplied with a file containing a basic set of destinations. It
covers all countries of the world and some of the major destinations in
each country, linking prefix information to:

O country (if applicable)

O subdivision (if applicable)

O description
Of course, you can edit the supplied destinations list according to your
needs. Also, you can always add more destinations later, if needed.

Add/Edit Destinations Online

To add new destinations, click the 2 Add button. The Save New .
icon will appear on the Destinations form. Enter the prefix and choose a
country from the drop-down list. After selecting the country, the
subdivision field will be refreshed. Choose a subdivision if necessary.
Click the Save New icon to save the new destination.

G M
» | @ Add | @ Save | ® Close | # Download | ¥ Getdefaultset | & upload b Logout | B Log

» 440 [Prefix | [ Country | [ Description | » ABCDEFGHIJKLMNOPQRSTUVWXYZ
Edit Prefix * Country Subdivision Description Delete
[5] 440 UNITED KINGDOM Mobile B
[5] 4401 UNITED KINGDOM ¥
[5] 4402 UNITED KINGDOM B
[5] 4403 UNITED KINGDOM Mobile ¥
[5] 4404 UNITED KINGDOM Mobile B
[5] 4405 UNITED KINGDOM Mobile ¥
[5] 4408 UNITED KINGDOM Mobile K]
[5] 4407 UNITED KINGDOM Mobile ¥
[5] 4408 UNITED KINGDOM Mobile K]
[5] 4409 UNITED KINGDOM Mobile ¥

To edit an existing destination, enter a prefix, country or description (i.e.
proper, mobile, etc.) in the search field and click the corresponding
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button. You can also select a country alphabetically from the top right-
hand part of the interface. Choose the destination you wish to edit from

the list by clicking the (=] Edit icon. The content of the row will be

copied into the Destinations form above, and the Save Edit icon ﬁ will
appear in the first column. Choose Subdivision from the refreshed drop-
down list and type in the Description, if any. Save your work by clicking
the Save Edit icon.

Destination Access Levels

User Type

Access Description

Root, or if ACL
includes Use
country code

Full access

during upload
ACL which allows | Can perform all types of operations with
read/write destinations excep? for manually specifying a

operations on
Destinations, e.g.
Admin

country during upload. If Admin uploads a new
destination, the system chooses the appropriate
country automatically, using the longest match
from the available destinations.

all other types

Read-only

Destination Upload/Download Procedures

Upload

The CSV file header contains the following fields: Action, Prefix,
1s0_3166_1_a2, Description.

Field Description

Action Add or delete; encoded as 7+ and “~ or ”add” and
“remove”.
Note: Only unused destinations that do not appear
in the Rates table can be deleted. If the action is 7+
and the prefix is already in Destinations, then the
update action will be performed.

Prefix Value to be stored in Destinations.

Two-letter ISO | Value to be stored in Destinations.iso_3166_1_a2.

Country Code | Note: Ignored if the uploader is not Root or does not

have “Use country code during upload” in his ACL;
in this case, the system chooses the appropriate
country automatically, using the longest match from
the available destinations. If the Country property is
not applicable, then the value must be encoded as
N/A. If the field is empty and the uploadet’s access
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level is Root, then the system chooses the
appropriate country automatically, using the longest
match from the available destinations.

Description Value to be stored in Destinations.

Download

The CSV file header contains the following fields: Action, Prefix, Country
Code (1s0_3166_1_a2), Description.

Field Description
Action Add or delete, encoded as “+”’.
Prefix Missing prefix
All other fields | Empty

NOTE: For tariff uploads, new destinations will be e-mailed as a CVS attachment in
an error report using the Destinations Upload format: Action, Prefix, Country Code
(iso_3166_1_a2), Description.

Uploading Destinations

The system is supplied with a predefined set of countries and the most
common destinations for those countries. If required, new countries may
be inserted into the database manually. When uploading new destinations,
a super user can specify the country using its ISO country code. If empty,
the system tries to find a country via existing destinations.

For example, if “16045” is uploaded, the system finds that “1604” is
already in the database as “Canada”. If it is not possible to find the
country in this way, ot if the country is “N/A”, the destination will not be
imported. An uploaded file with such a destination will be sent back for
correction in a format suitable for upload.

ISO 3166-1 Country Codes

For more information on this standard, visit the 1SO 3166 Maintenance
Agency website.

The complete title of ISO 3166-1 is “Codes for the representation of
names of countries and their subdivisions”.

Country Codes

0 ISO 3166-1 gives coded representations of more than 230 names
of countries or areas dependent on a country.

0 ISO 3166-1 contains a two-letter code (Alpha-2-code), a three-
letter code (Alpha-3-code) and a three-digit numeric code,
(Numeric-3-code) for every entry in its list of country names.
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ISO 3166-1 does not code:

Names of languages (e.g. Gaelic)

Names of nations or peoples (e.g. Dutch)

Names of groups of countries (e.g. Scandinavia)
Names of continents (e.g. Asia)

Names of organizations (e.g. OAS, NAFTA, WHO)
Top-level Internet domains

Oo0o0Oo0O0O0

Applications

ISO 3166-1 codes are used in many applications in all branches of
industry, trade and statistics worldwide. One example of their use are the
“code elements from ISO 4217 codes for currencies and funds, which
are based on the ISO 3166-1 Alpha-2-Code (e.g. USD for US Dollars,
where US comes from ISO 3166-1).

ISO 3166-2 Country Subdivision Codes

ISO 3166-2 “Country Subdivision Codes” establishes a code for the
names of principal administrative subdivisions within countries coded in
ISO 3166-1. ISO 3166-2 was published on December 15, 1998.

The code elements used consist of the Alpha-2 code element from ISO
3166-1 followed by a separator and a further string of up to three
alphanumeric characters.

The names of the subdivisions are given in more than one language if the
country has more than one official language (and if the alternative
language versions were available to ISO). In Uzbekistan, for example,
there are two official languages, Uzbek (uz) and Russian (ru), so the
subdivision names are also listed in these two languages. The
Romanization systems used to convert the country subdivision list from
non-Roman to Roman script (e.g. from Cyrillic, in the case of Uzbekistan)
are also given. The abbreviations and language codes (ISO 639) used in
the header preceding the subdivision list for each country are explained in
annexes to the standard.

Destination Group Sets

Very often a logical destination (e.g. Czech Republic — Mobile) will consist
of multiple prefixes (420601, 420602, 420604, 420732 and so on). It
would be quite inconvenient to repeat the same “create a new rate”
operation for every individual prefix, since all of the price parameters are
the same. Thus you could create a destination group “CZ-Mobile” and
then perform “create a new rate” only once, with the rates for all of the
prefixes being created automatically. However, since different carriers
might include different prefixes in the “Czech Republic — Mobile”
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category, we need to be able to maintain different sets of destination
groups.

Creating a New Destination Group Set

To add a new destination group set, click the 1 Add button. The Save

con i
New . Il icon will appear next to the name.

il M Destination Group Sets
» [# add | & Save | #® Close P Logout | B Log

¥
L]
a, o
g Y Edit Hame Delete
L/

Ya |X-Te|ecom

Edit Hame Delete

| |
|E| H-Telecom IE

After the destination group set has been saved, click on the hyperlinked
name to manage the destination groups included in this set.

Creating a Destination Group

[l [ Edit Destination Group Set "X-Telecom"

» | [# Add | @ Save | gl Save & Close | ® Close | ¥ Download | [&] Upload [ Lo
.0
% Search
*
.. | |[ Narme ][ Prefix ]
L 4
.0
.0 Edit Destination Group Hame Prefixes Delete
[cz-mabild
n
[i] 1 Edit Destination Group Set "X-Telecom'
» | [ Add | & Save | [gl Save & Close | ® Close | ¥ Download | [&] Upload 1]
Search
|| |[ Marne ][ Prefix ]
Edit Destination Group Hame Prefixes Delete
| |
[ ] cz-Mobile %]
Column Description
Destination Convenient short name for the destination group, e.g.

Group Name UK-Mobile. This will be used to enter new rates for
this group of destinations.
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Prefixes

List of prefixes included in this group. For a

Name to see a complete list of destinations
belonging to this group.

destination group with many prefixes, only the first
few will be displayed. Click on Destination Group

Managing Destinations (Prefixes) within a Group

Click on the hyperlinked destination group name to edit its contents. Click
on B Add to add more prefixes to the destination group.

[[] M Edit Destination Group 'CZ-Mobile'

3 [H aAdd

® Close

M Logout

B Log

v

| Cerefix | [country | [ Description | » ABCDEFGHIJKLMNOPQRSTUY W XY2Z

Prefix

Country Description Delete

v

[i] & Add Destinations to Group "CZ-Mobile'

> [ save

® Close

F) Logout

» [4z0% | Cerafix | [ country | [ Deseription
[ ]
Prefix Couftry Description
u

> | [ Save

® Close

[l [ Add Destinations to Group "CZ-Mobile"

) Logout

> [420% | Cerefix ] [Country | [(Desaiption |

Select Prefix Country Description
[ 420 CZECH REPUBLIC Proper
4202 CZECHREPUBLIC Prague
42060 CZECH REPUBLIC Mohile
aln .) 420601 CZECH REPUBLIC Mohbile
420602 CZECH REPUBLIC Maohile
430603 CZECH REPUBLIC Mobile
420604 CZECH REPUBLIC Mobile
420605 CZECH REPUBLIC Mobile
420606 CZECH REPUBLIC Mohile
420609 CZECH REPUBLIC Froper
42072 CZECHREPUBLIC Maohile
42073 CZECH REPUBLIC Mohbile
42077 CZECH REPUBLIC Mohile

IO EEEEOO

4309 CFECHREPLIBLIC Wohile

Y CCLTE T P TP PP PP TP EP TP
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[[] B Edit Destination Group 'CZ-Mobile'

F Logout

B Lo

» [# Add | & Close
L]

[l I Edit Destination Group Set "X-Telecom'

> | w | [ Prefix ][ country |[ Description | » ABCDEFGHIJKLMNOPQRSTUVWXY?Z
-
Preﬁx Country Description Delete
420601 CZECH REPUBLIC Mohile E
]
420602 CZECHREPUBLIC Mohile lz‘
420603: CZECH REPUBLIC Mahile IE‘
4320604m CZECH REPUBLIC Mohile E
n
420605y CZECHREPUBLIC Mohile E
420606: CZECH REPUBLIC Mahile Iz‘
43072 = CZECHREPUBLIC Mohile E
]
42073 m CZECH REPUBLIC Mohile E
42077 ™ CZECH REPUBLIC Mohile lz‘
|
42053 = CZECH REPUBLIC Mohile E
n
42096 u CZECH REPUBLIC Mahile IE‘
u
| ]
| ]

» | @ Add | [d Savem| [ol Save & Close | ® Close | # Download | [&] upload Pl Logout | B Log
w
v Search
[ | vame | [Cerefix |
Edit Destination Group Hame Prefixes Delete
IE‘ CZ-Mobile 420601, 420602, 420603, 420604, 420605, 420606, 42072, 42073, 42077, 42093, 42096 E
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Nodes

The Node Management screen enables registration, removal and
maintenance of the gateway list. Nodes are gateways which provide
accounting records to PortaBilling or exchange authentication/
authorization requests with it. On this screen the user is provided with a
list of all nodes currently registered.

The search form at the top of the screen allows filtration by any
combination of H.323 ID, IP address and/or whether or not the node is a
Radius client. Providing any of this information and selecting Show
Nodes will refresh the Node listing according to the new filtration
critetia.

M E B G

» | [H Add | ® Close Pl Logout B Log

H323-1D (1] RADIUS Client

Oves ONo @Al

Name h323-id [ Manufacturer Type RADIUS Client Delete
Mera 192.168.0.1 192.168.0.1 Mera MVTS [
Cisco GW cisco 192.168.0.5 Cisco VOIP-GW [2] Iz‘
PortaUll PortaUM 192.168.0.11 PoraOne PortaUM [ [
Quintum Quintum  192.168.0.3  Quintum  VOIP-GW [2] Iz‘
Demo PortaSIP sip 192.168.0.10 PortaOne PoraSIP [

To add a new node to the system, click & Add in the toolbar. The
following information is provided within the listing:

Column Description
Name Logical name of the node. This is also a link to the
edit screen for the given node.
h323-id Registered H.323 ID of the node.
IP IP address of the node.

2 <<

Manufacturer | Choose “Cisco”, “Quintum”, “PortaOne” or another
from the drop-down list, depending on the
manufacturer of the equipment.

Type Select what role the node plays in the network from
the drop-down list. The options are as follows
(according to Cisco naming conventions):

e VOIP-GW: the node functions as a gateway
® H323-GW: the node is an H.323 proxy

® H323-GK: the node is an H.323 gatekeeper
e PortaSIP: PortaSIP server

e PortaUM: PortaUM server
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MVTS: Mera Networks VolP Softswitch

Add/Edit Node

M E ®E G H

Edit "Quintum’ Node

» | [ save | [ Save & Close | ® Close

bl Logout

Node Name  Quintum

Node info | Motepad

h323-id

Quintum
VolP Password cisca
NAS-IP-Address
Hostname myhost
Domain

Auth. Transl. Rule

152.168.0.2

mydomain.com

Manufacturer
- Type VOIP-GH
: RTP Proxying
VolP User-Name
Telephony User-Name |Calling—scacicn—1d lv]
RADIUS Client
RADIUS Key peb7ladt “[Auto]
RADIUS Source IP 192.168.0.3 .
RADIUS Dictionary Quintum

In order to register a new node in PortaBilling or edit an existing one, the
following information must be provided:

Field

Description

Node Name

The logical name of the node for use within
PortaBilling

Node ID

Node identifier used by the terminating node within
your network of trusted nodes in order to identify the
originating gateway which is attempting to send a call.
Enter the ID used for this node. The default behavior
is to authenticate a node by its IP address; however,
this may be changed if you use your own custom
application to handle incoming VoIP calls.

This field is available only if “Node ID” is enabled in
advanced features. If you are not sure what value to
choose, enter the same value as in the NAS-IP-
Address.

H323-ID

For a VoIP node, the H.323 ID is equivalent to a
hostname for an internet server (e.g.

mai l1.cyberdyne.com), namely, a descriptive, human-
readable name used for identification purposes. Make
sure the value you enter here matches the “hostname”
parameter configured on the gateway, since that value
is returned from this node in the h323-gw-id attribute,
and the ability to match these values with data in
billing significantly simplifies troubleshooting.

VoIP

Password

The password which will be used for remote IP
authentication of calls originated on this node. If you
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are using the Cisco default
app_remote_ip_authenticate, enter cisco here.

NAS-IP- The IP addtess of the node.

Address

Hostname The internet hostname (without the domain).
Domain The internet domain which the node is operating in.

Auth. Transl.
Rule

The authentication translation rule used to transform a
dialed phone number into the E.164 format used in
PortaBilling. Node translation rules have become
obsolete with the introduction of customer-based
translation rules.

Manufacturer

<<

Choose “Cisco”, “Quintum”, “PortaOne” or another
from the drop-down list, depending on the
manufacturer of the equipment.

Type

Select what role the node plays in the network from
the drop-down list. The options are as follows
(according to Cisco naming conventions):

e VOIP-GW: the node functions as a gateway
® H323-GW: the node is an H.323 proxy

® H323-GK: the node is an H.323 gatekeeper
e PortaSIP: PortaSIP server

e PortauM: PortaUM server

e MVTS: Mera Networks VoIP Softswitch
Note that only types applicable to the chosen
manufacturer will be shown.

RTP
Proxying

Describes the NAT traversal capabilities of this node:

e Direct - RTP stream should be send directly to
this node; RTP proxy should not be used.

e Optimal - this node is capable of NAT
traversal; no RTP proxying is required unless
specifically requested.

e OnNat - this node is not capable of NAT
traversal; engage RTP proxy if the other party
is behind the NAT.

e Always — when sending a call to this node,
always engage RTP proxy, so that no direct
media stream goes to it.

VoIP Uset-
Name

Defines which parameters (e.g. ANI, IP, DNIS, etc.)
should be used to identify which account the call
should be billed to. This applies to calls that arrived to
this node from the IP network (values taken from the
answer/VoIP call leg).

Note that this parameter is only applicable to Quintum
gateways.

Telephony
User-Name

Defines which parameters (e.g. ANI, port ID, DNIS,
etc.) should be used to identify which account the call
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should be billed to. This applies to calls that arrived to
this node from PSTN (values taken from the

answer/ Telephony call leg).

Note that this parameter is only applicable to Quintum
gateways.

Radius Client | Check this box if the node will provide accounting
records to the Radius server.

Radius Key This input will be available only if the node has been
designated as a Radius client. This is the authentication
key for all Radius interactions. An easy-to-remember
password may be generated automatically by selecting
the Auto button.

Radius More than one interface can be present on the node;
Source IP specify the IP address of the one that communicates
with the Radius server.

SIP Environments

The SIP Environments page allows administrators to create and edit
virtual PortaSIP instances on the SIP server using the web interface. On a
single PortaSIP installation (one physical server, one license) you can run
multiple virtual PortaSIP instances that can be used in a PortaBilling100
virtual environment.

The SIP Environments page can be accessed using the Networking
drop-down menu.

NOTE: SIP Environments is only available to superusers (for more details, see the
Superusers section).

- [¥] a{ SIP Environments :

Rou ategories
Routing Criteria
Routing Plans
Test Dialplan

IP Phone Profiles
IP Phone Inventory

DID Invenktory

To add a new PortaSIP instance, click # Add in the toolbar, fill in the
required information, then click the Create button.
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SIP Environments

» [H aAdd | & Close | 2 Refresh Objects ) Logout | B Log
Hode IP : Hode Hame Status Action Log
: Virtual PortaSIP server [1.2.3.4]is UP.
warn: not found
1.2.3.4 : PortaSIP - 1.2.3.4 e el @ pe Tt (s [ Refrash | [ stop | [ Restart | [ sip |[ B2BUA |
= b2hua statistics: 0 call(s) in progress.
] Virtual PortaSIFP server[1.2.3.5]is UP
L warn: not found
1.288 5 [FEEP-1.230 registrar statistics: 5 renistered location(s). [ Refresh ] [(stop ] [ Restart ] [ B2BU |
u h2hua statistics: 0 call{g) in progress.
u
n Virtual PortaSIP server [1.2.3.6 ]is UP.
n } warn: not found
e n orislg 1 236 registrar statistics: 0 registered location(s). [eefresh | [ stop | [ Restar: ] [ B2BUA |
] b2hua statistics: 0 call{s) in progress.
| |
New Node & SIP Environment
Mode Mame * |Quinturm |
H323-ID~ |Quinturn |
YoIP Pasgword ™ |dsea |
NAS-IP-Address ™ [1.2.3.4 |
RADIUS Key™  [sib2cad4 |
SIP Server IP*  [1.2.3.5 |
Field Description
Node Name The logical name of the node for use within
PortaBilling.
H323-ID For a VoIP node, the H.323 ID is equivalent to the

hostname for an internet server (e.g.
mail1l.cyberdyne.com), i.e. a descriptive, human-
readable name used for identification purposes.
VoIP Password | The password to be used for remote IP
authentication of calls originated on this node.
Nas-IP- IP address of the node.

Address
RADIUS Key | The authentication key for all Radius interactions.
SIP Server IP IP of the SIP server

To create a new SIP instance on the SIP server side, you must provide an
additional unique IP address (IP alias), since a gateway (node) may be
registered to only one environment. You cannot have a node with the
same IP address in two different environments.

Route Categories

This screen allows you to define new categories into which you can divide
your available routes. To create a new categoty, select 2 Add from the
toolbar.
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Gl A Route Categories

> [#] Add | @ Save | [gl Save & Close | & Close [ Logout | B Log
‘0
04 Edit Hame " Description Delete
|Economl,l | |Cheap routas, average quality | lz‘
u
Gl M Route Categories
» [ Add | [d Save | [l Save & Close | & Close P Logout | B Log
Edit Hame Description Delete
| || |
|E| Economy Cheap routes, average quality IE
Column Description
Name Name of the route category. This is the name you will

see in the select menu when assigning a route
category for the rate.
Description A description of this route category.

If you do not wish to define any custom route categories, the Default
route category is always available.

Routing Criteria

This screen allows you to predefine the quality requirements to be applied
to your vendors. PortaBilling will continually measure the quality
parameters and adjust the routing if these fall below the specified
thresholds. Any vendor who fails to satisfy your quality requirements will
go to the “penalty box” — the very bottom of the routing list. This means
that the system will first try to terminate calls using other carriers (with a
good quality rating). However, if all of them fail or are unavailable, the
“penalized” carrier will have a chance to terminate the call. For more
information about adaptive routing, see the PortaBilling Administrator
Guide.

Add/Edit Routing Criteria

To add new routing criterion, click E Add in the toolbar. An existing
routing criterion can be edited by clicking on its name in the list.

G M Routing Criteria
» [H add | & Close P Logout | B Log
|
: Search
: E—| v
: Hame Description Delete
n Mewr criteria Quality of service criteria
]
]
L]
v
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o M EEEHE

[ Save | ® Close Objects

Add Routing Criteria

*l]l Logout

Name * sampling Interval * minutes
Descrption” [supaatsihe | R
Crtora Dotaus
i Gl Ponaky Time, i Thoshald  ASA,S.  Min.POB,ma Low POD alle. M. POD. s Wih POD Cais?. ALOG.sws ot por Wi, UsD
) e
Field Description
Name The logical name of the routing criterion for use
within PortaBilling.
Description A description of the routing criteria.
Sampling Quality measurements will be computed for all calls
Interval within this interval. Smaller intervals will make the
system “quicker” to notice any change in a vendor’s
quality, but there is also a higher chance that a short-
term problem on the vendor’s side (which can be
fixed in a matter of minutes) will penalize his route
for a relatively long period of time.
Destination A destination group set; you can define routing
Group Set criteria for individual groups in this set.

Using the Criteria

Defaults table, specify the initial default values to be

applied to routing criteria for specific destinations which you will create

later on.

Field

Description

Minimum
Calls

The minimum required amount of calls via a given
connection within the sampling interval in order for
the statistics to be considered representative. If the
number of calls is below the specified value, the
quality parameters will not be matched against the
threshold, and no routing adjustments will be made.

Penalty Time

The time interval for which a connection will be
“penalized” (put at the very bottom of the routing
list) if a given vendor does not meet the quality
criteria.

The following threshold parameters require two values that define the warning and
penalty thresholds, respectively. The warning threshold specifies when an alert will be
sent to the administrator (but no changes in the routing will be done). The penalty
threshold defines when the route should be penalized if the quality statistics are outside

the threshold value.

ASR Average Success Rate: the number of successfully
connected calls divided by the total number of call
attempts.

Min PDD, ms | Defines the minimum acceptable PDD (Post-Dial
Delay), i.e. the time interval between the moment a
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connection request is sent to the vendor and the
moment ring-back is received. Too low a PDD is
suspicious, and in this case the vendor is probably
doing “false ringing” to hide the long time it actually
takes him to route the call.

Low PDD Maximum acceptable percentage of calls with a PDD
calls, % below the specified value.

Max PDD, ms | Defines the maximum acceptable PDD. Too high a
PDD has a strong negative impact on your business,
since during the delay time the end-user hears only
silence, and generally assumes that there is a problem
with the service.

High PDD Maximum acceptable percentage of calls with a PDD
calls, % above the specified value.

ALOC, sec Average Length of Call

Profit per Profit per Minute (expressed in the monetary units of
Minute your base currency): the aggregated profit, i.e. the

difference between the actual charged amounts in
your customers’ and vendors’ CDRs.

Click the bml Save button to save your progress when done.

Defining Routing Criteria for Individual
Destination Groups

After the Criteria Defaults settings have been saved, click 2l Add in the
toolbar to define routing criteria for the specific destination group. An

existing routing criterion can be edited by clicking the (=] Edit icon on the
row containing the details.

@ = B4 [s] [E] k4 Edit 'SuperNet' Routing Criteria

» |3 add | Save | i SwvesClose | @ Close | 4 Objects M Logaut | © Lag
Hame * Gupariat Sampling kiterval 1 minubes
Descriphion®  SupeiMet SLAs Destination Growp Set * Supariat

Criveria Defauns
Mininnam Calls * Penalty Time, min * Thieshokl ASR. % Wi, POD, s Low POD Calls.*s Max. POD. mos High POD Calls,®s  ALOC, sec  Profit per Minate, USD

Warning |33 e LX)
100 120 100 1080
Penaly |30 128 s.00100

Edit  Destinalion Group®  Minimmm Calls Penally Time, min Thresheld  ASR, % Min. POD, ms Low POD Calls,% Max. PDD, s High POD Calle,%  ALOC, sec  Profil pes Minjse, USD| Dalets

Waming [l aataunt | (o detan | detaulc dataurt detau =
=F - | defau efau -
Porally 2] default [] [defaui dafault defaut | [#] [defauin -

e [ux mebile dafaule dafaule

Click the Destination Groups column header link to choose one of the
groups defined in the Destination Group Set from a searchable list
inside the pop-up window.

When adding new criteria — all the fields are initially “default” — the values
you have defined as Criteria Defaults will be used. This allows you to
quickly define criteria for multiple destination groups with minimum
effort. If you wish to override the default value, simply enter a new value
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in the field. If you wish to exclude a certain quality metric from the criteria
(e.g. Low PDD Calls, in the example below), de-select the checkbox next

a EEEDBA Edit 'SuperNet' Routing Criteria
= | @ add | @ save | = save s Uose | & Close | 9] Ubjects 0 Logout | B Log
Matne * Tupuhat Sampling Interval* 13 Frinues
Descripfion® | Supertet 5Las Destination Group Set* Sugeshied
Caiteria Defaus
Mirsionmn Calls ™ Peralty Tine, min * Thieshobl ASR % M, PRD, rvs. Low PDD Calls,®s Max. PDD, ms High PDD Calls,®s  ALOC, sec  Profit pes Mimste, USD
Warning |33 130 vusave
108 120 m 3800
Penany (30 120 00108
Ldt  pestingtion Group' Minimaim Calle Penalty Time, min | Threshod  ASR,%  Min POD,me Low PDD Callets Max, PUD, ms Hligh PUD Calls.% ALDEC. sec  Profit per Minate, USD | Detete.
0| atoult ool wamning 43 — O ma— B [gateatt | [F[auroun | B aaraunt &
mbil ot afau I 1 [aafu = ot uut I -t = |
- Ponalty a0 - detault dsrautt | ] getautt 1

Edit "SuperMet' Routing Criteria

v | @ A | @ Save | D Save b Close | @ Cose | 50 Objects o Laguat | B Loy
Hame * Siupariat Sampling nterval * 18 i
Description | supsriet s1as Destination Group Set* Supertiet

Critesio Defoults
Mnimum Calls * Penalty Time, min* Threshold  ASKL%  Min FOD, ms Low POD Calle.% Max. PDD.ms High POD Calls,%  ALOC, sec  Profit per Minate, 050

Warning 15 nn s.onsEn
1oy e 100 S0y
Penalty 30 120 s.00180

Edit  Destination Group®  Minimum Calls Penalty Time, min [Theeshold — ASR.%  Min. PID, ms Low POD Calls,% Max. PBD, rvs High POD Calls,%  ALOC, sec  Profit pes Minse, USD| Delete

| waming
Ponally

E UK mobde 1w 120 | 45740 100 — J000 —t 1807120 0.00500 § 0.00100 ﬂ

When the criteria have been saved, the quality parameters are presented as
follows:
e Parameter values, which override the default ones, are shown in
black;
e Default values applying to these criteria are shown in grey
e Tor quality metrics that are switched off, dashes (--) are displayed
instead of values.

Tracking Connection Status

When the value of a parameter reaches the predetermined threshold, the
administrator receives an e-mail alert about the latest connection threats.
Moreover, the administrator can track the current connection status on
the Tracking page. This status is represented by different colors, as
follows:

o @ GREY - the number of calls is not enough to apply filtering
differentiation;

o @ GREEN - the route meets the quality requirements;

o O YELLOW - the route is active, but some of its quality
parameters are outside the warning thresholds;

« @ BLOCKED - this route is currently being penalized.

NOTE: The penalized route will be on the “penalty row” for a certain period of time,
specified in the Penalty Time box and then will be unblocked automatically.
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Alternately, you can click the Unblock Now button to unblock the penalized route
manually.

o @ RED - the route was manually unblocked; this status will
remain unchanged till the next time interval for which the
statistics will be computed.

E G HA Edit 'RC Test' Connection
> [l save | (o] Save & Close | ® Close Load b Logout | B Log
Description  [R.C Test ®  Type PETMtoVendaor

Senvice Type Yoice Calls

General Info | Tracking

Status Destination Group Number of Calls Threshold ASR, % Min.PDD Max. PDD ALOC Profit per Minute Blocked Unblock Now
@  Ukraine Mokiles 100 50 60/70 3 T 5k 3.00000/0.3  16-04-2008 17:20:50 — 16-04-2008 17:21:22

Routing Plans

A routing plan is a combination of route categories in a specific order. It
defines which categories of vendors will be available for termination and
in what sequence.

EEHHA Routing Plans
* [ Add | ® Close P Logout B Log
n
n Hame
. (]
L] Hame Description Route Categories Included Delete
n
n

[ & G A Add Routing Plan

3 Add | [d Save | [l Save & Close | & Close Objects Hf] Logout | B Log

Description  |Utilize the best routes available

Included Route Categories ‘ Profit Guarantee

Edit Order Rowute Category Description Delete

After a routing plan has been created, you can specify which route
categories will be included in it. To add a new route category, select 2

Add from the toolbar, then click the Save New . Il icon to save this
row.
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at G M Edit Routing Plan 'Premium’'

[ m Add | @ Save | [l Save & Close | # Close Objects M) Logout | B Log
¥
.0

®o  Name'

@ oDescription | Utilize the best routes available

&
Seffegtion Code
’0
*
Included Route Categories ‘ Profit Guarantee
Edit Order Route Category Description Delete
ol [#2 7] iPrenivm i~ | | [
.. E‘ Good guality Routes with the monitored quality Iz‘

‘.
Yo

o) G kA Edit Routing Plan 'Premium’

3 Add | [d Save | [l Save & Close | & Close Objects Hf] Logout | B Log

Name *

Description  |Utilize the best routes available
Setecton Coe

Included Route Categories | Profit Guarantee

Edit Order Route Category Description Delete
[zolv]] |[ |

IE‘ Premium Premium routes IE‘

IE‘ Good guality Routes with the manitored quality Iz‘

You can change the route category order by choosing an Order number.
Remember that if a route category is not included in the routing plan, a
customer with this routing plan will not have access to such routes.
Click the bel Save icon to make your changes take effect.

Please note that a larger value in the Order column pushes the given
route category towards the top of the routing list (i.e. 99 is the first route
category which will be tried).

Profit Guarantee

On this tab you can specify how the system chooses routes for call
termination, in order to maximize your profits.

Add Routing Plan
> & save | g Save &Close | ® Close Objects bl Logout | B Log

Name * Residential SIP

Description [Outgoing/inbound §1P calls for retail custorners

‘ Included Route Categories ‘ Profit Guarantee

¥ Send real-time alerts about calls with losses

Choose only routes which guarantee profit

Minirmum Absalute Prafit usD
on v
Minimum Relative Profit %
Round-robhin hetween routes with cost difference under ush
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If you switch off the “profit guarantee” in PortaBilling, it is possible that
your carrier will charge you more than you have charged your customer.
(Sometimes these situations can arise even with “profit guarantee”
switched on, e.g. when a random surcharge was not triggered, or if you
charged your customer for just a few seconds, but were charged by a
vendor for a full minute, due to different time rounding increments).

Please note that the Profit Guarantee functionality only calculates the
approximate profit you could earn, by comparing the price per minute
used to charge the customer with the termination cost of each vendor. In
this latest release, a new Adaptive Routing feature has been introduced,
including a PPM (Profit Per Minute) control parameter. PPM is based on
statistics for already completed calls. It calculates the amounts actually
charged by considering all special rating elements which are applied to
calls, such as fixed and relative surcharges, rounding intervals, and so on.
As a result, it provides accurate profit figures that will help you to
maximize profits in the future. For information about how to set up the
PPM control parameter, see the previous section, “Routing Criteria”.

When the Profit Guarantee functionality is activated, “unsuccessful”
vendors will be removed by the billing engine from the routing list during
real-time route calculation. This differs from when you specify the PPM
control parameter on the Routing Criteria page. The latter only moves
problematic vendors to the “penalty box”, i.e. the very bottom of the
routing list. This ensures that the system will first try to terminate the call
via other carriers (with good call quality). However, if they all fail or
become unavailable, the “penalized” carrier will have a chance to
terminate the call.

Field Description

Send Real-time
Alerts about

Turn this option on in order to receive real-time
email alerts whenever a customer (with this routing

Calls with plan assigned) makes a call on which you lose money.

Losses

Choose Only When calculating a routing list for a customer with

Routes Which | this routing plan, compare the price used to charge

Guarantee the customer with the termination cost of each

Profit vendor. If the vendor’s costs are higher than the
customer’s rate, exclude the vendor from the list (see
note below).

Minimum Allows you to create a more aggressive profit

Absolute Profit

guarantee route selection: the vendor’s cost per
minute must be lower than the customer’s rate by at
least the amount specified. (Amounts are specified in
your base currency).

Minimum
Relative Profit

In some cases, specifying the amount of profit per
minute does not yield the desired results, e.g. for risky
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destinations such as Somalia you would like to get at
least $0.10 per minute, yet $0.10 on calls to the US is
simply not feasible, since you charge your customers
only $0.05/minute. In this case, you can use a relative
threshold, so that for expensive destinations the
profit must be high, while for low-cost destinations a
small profit is acceptable.

Combination You can specify that a route must satisfy both

of Absolute conditions, i.e. both absolute and relative profit, or at
and Relative least one.

Profit

Parameters

Round-robin If you would like to share the load among several
between carriers where the difference in cost is insignificant
Routes with (e.g. carrier A charges you $0.023 and carrier B
Cost $0.025), specify the maximum allowed threshold for
Difference two carriers to be granted the same priority in LCR.
under

PortaBilling allows at least two different price per minute values for rating
(potentially, you can have an unlimited set of different prices applied
within the same call when you use a rating formula). For comparison
purposes, however, only one specific value should be used. PortaBilling
uses the value of the Price_Next parameter for profit guarantee
calculations. In order for the profit guarantee to work properly when you
use rate formulas to charge your customers, make sure that you populate
Price_Next in the customer’s rates with a meaningful value.

Test Dialplan

This screen allows users to test a dialplan for a specific telephone number
or certain destinations at any moment in time.

G H Test Dialplan
» | @ Close POl Logout
Date and Time
Phone Number Routing Plan
YYYY-MM-DD HH24:MI:55
16045432345 Dessult  |v]
# Destination Country Description Price C:t‘:gt:ry Preference Huntstop Route to Vendor Connection Tariff
1 1604 canapa PSP go7000USD  Cheap 8 N 192188025 MCiVendor Mo VOIP~ oy oy
Columbia =Vendor
2 1604 canapa PN gognpousD Economy 7 N 192168030 X-Telecom  X-Telecom lera
Columbia Systems
British Premium VolP-  Best
= 1604 CANADA Columbia 0.25000USD  Premium & M 192.168.0.66 BestVolP =Vendar Cuali

To test a dialplan, type a number in the Phone Number field. The search
can be performed in real time: select the ( stopwatch icon or click the
date input format link to set a date using the pop-up calendar.
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Column Description

Ctrl# Sequential number of this route.

Destination | Matching destination from the corresponding tariff.

Country Country where the tested destination is located.

Description | Destination description.

Price Next interval price for the given destination (per
minute).

Route Route category for this route. See the Route Categories

Category section for more info.

Preference Routing preference for this destination. See the Call
Routing section of the PortaBilling User Guide for
more info.

Huntstop If one of the routes has huntstop enabled, then all
routes with a lower preference will be ignored.

Route to The node (or remote gateway IP) where the call will be
routed. Click the link to open the connection screen.

Vendor Call terminating vendor.

Connection | Description of the vendor connection.

Tariff The tariff used to bill this call. Click the link to open the
tariff screen.

IP Phone Profiles

IP phone profiles and the IP phone inventory allow service providers to
reconfigure a large number of end-user devices before sending them to
customers, as well as those already on a customer’s premises. Instead of
entering the same values for codec, server address and the like into each
of a thousand user agents, you can simply create a profile which will
describe all of these parameters. After that, PortaBilling automatically
creates a configuration file for each user agent using account-specific
parameters such as ID or password, which it will then fetch (for instance,
from a TFTP server) and update.

If you decide later to change the address of the SIP server, you need only
update it once in the profile in order for new configuration files to be
built for each user agent. The user agents will then fetch them next time
they go online. The config file is specific to each user agent since it
contains information such as username and password, and so the user
agent must fetch his own designated config file.
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] IP Phone Profiles
> [ Add | ® Close ) Logout | B Log
[]
]
- Effective From Hame Type Managed By
. To—> ] | [ ][ v )
]
. Hame Type Effective From Managed By  Discontinued Description Delete
]
- Cisco ATA196 Cisco ATA 186 0250 2006-07-13 04:45:16 Administrator only ﬁ Iz‘
n Sipura 2000 Sipura 2000 2006-10-04 09:27:30 BestDeal Reseller
]
u
Gl M Add IP Phone Profile
> | @ Save | [& Save & Close | & Close ) Logout
[
. T
[ ]
. ope
[ ]
. s Copy O
[ ]
C Effective From  Date [immedistely | vv-hmion
™ g Tme[  |Heamnss
|
v
B O M IP Phone Profiles
» | [l Save | (gl Save & Close | ® Close Pl Logout
T — @ etz from
Type Linksys SPA-941 Date _mmad\atalg Y -MM-DD
Description | ] Time | |HHz4mnss
Managed By Administratar only Discontinued []

‘ System ‘ Provisioning ‘ Regional ‘ Line 1 ‘ Line 2 |

Provision Enahle

Resync Periodic

Frofile Rule |[~kay $B]http1//PB_SLAVE_SERVER/ $A/$MA, cfag
e

ser

T

Upgrade Enahle

Upgrade Rule |

Profile list mode:

Column Description
Name Logical name of the profile.
Type Telephone adaptor or SIP phone.
Effective Date and time when the profile becomes effective.
From

Managed By | Administrator only (default) means that this profile
will be used for your direct customers and is accessible
only to your administrators. Select a PortaBilling
reseller to assign this profile for use by a particular
reseller.

Discontinued | Indicates that the current profile is no longer in use.
Description | Short text description of the profile.

Delete The delete icon is only visible when the current profile’s
effective date has not arrived yet.

Add Profile mode:
Column Description
As copy of Similar to templates; a user can create new profiles

using previously created ones, so there is no need to re-
enter a large amount of information.
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Effective Set the time when the profile is to become effective.
From Click the stopwatch icon for the profile to become
effective immediately.

In Edit mode, the Profile Management screen will differ depending on the
UA.

IP Phone Inventory

The IP phone inventory allows you to keep track of IP devices (SIP
phones, SIP ATAs, etc.) which are distributed to your customers. You will
assign a profile that defines general configuration settings for each device
(preferred codecs, address of the SIP server, etc). You can then assign a
specific account (basically representing a phone number) to a specific port
(phone line) on the IP phone. PortaBilling will create a config file for
auto-provisioning all of these devices, thus allowing you to easily manage
thousands of user IP phones remotely.

G M IP Phone Inventory
+ | B Add | ® Close P Logout B Leg
]
u Type Status Search
u e v [ ]| |
]
]
Ports
u Hame Type Profile Managed By  MAC Address Deseription Inventory 1D Delete
™ free total
n SPA 2000 117 Sipura 2000 Sipura 2000 Administratar only 0:50:58:C0:0:8 12 1
L)
(%] Add IP Phone
> | @ save | g Save & Close | @ Close ] Logout B Log
HName My SPA-941 . ipti My office Linksys SPA-341
Monoueaty somsnswracor enir ¥ Twe s s 4
General Info

Prafile SPA-341 ¥
MAC Address |00:0E: 0% DBiFS:iCE b

Pors Total Free

Field Description
Name IP phone name.
Description Short description.

Managed by Administrator only (default) means that this IP
device will be used for your direct customers and is
accessible only to your administrators. Select a
PortaBilling reseller to assign this IP device for use by
a particular reseller.

Type One of the available device types (e.g. Cisco ATA,
Sipura, etc.).
Profile Select one of the defined IP phone profiles.

MAC Address | MAC Address of the IP phone.
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Ports Number of the IP phone ports (phone lines).
ASCII Key The key which is used to encrypt the configuration
information.

Inventory ID | An ID which allows you to identify this device in the
external system (e.g. your warehouse management
application).

DID Inventory

DID inventory allows you to keep track of phone numbers (DIDs) that
you purchase from various telco partners for distribution to your
customers or resellers. In order to see the DID numbers currently
available in the database, choose DID Inventory in the Management
section of the admin interface, specify the search filters, and click Search.
You can search for DIDs which:
e match a specific phone number pattern, e.g. enter 1800% to find
all 1-800 numbers;
e belong to a particular owner batch (to search for unallocated
DIDs, choose NONE);

e belong to a specific vendor batch;

e are in use (there is an account using this DID) or are free (not
used by any account).

Hint: Often a business will request a phone number that can be “spelled
6-()f out” so customers can remember it easily (for instance 1-866-SIP-VOIP).
You can search for such easy-to-remember phone numbers by entering
the letter string in the DID Number field. For example, in order to
search for all 1-800 numbers containing VOIP in them, enter 1800%VOIP.

| DID Inventory
» ® Close | [&] DID Upload | & Yendor Batches = Owner Batches b0 Logout | B Log
DID Humber Owner Batch Vendor Batch Country Status Search Advanced
I | S | [amrv v|[my v|[camen] 22a0h
u

v
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G M DID Inventory
> @ Close | [&] DID Upload | # VYendor Batches | ¥= Owner Batches P Logout | B Log
DID Humber Owner Batch Vendor Batch Country Status Search Advanced
|| Y v ‘m v || any || 2oy ~ search
o Assign Vendor DID Batch Edit x DID Humber  Owner Batch Vendor Batch Account Free since Description Del
——— [E] O 442085553434 VOXBONE-UK Eremium [
o G EEEE [E] [ 442085553435 VOXBONE-UK B
———— [E] [0 442085553450 VOXBONE-UK B
© Dol fom imortary [E] O 4420858553451 VOXBONE-UK (5 B
[E] O 442085553452 VOXBONE-UK 2007-11-25 &
Aoyl @Al [5] O 442085553453 VOXBONE-UK [
() Selected [5] O #420858553454 VOXBONE-UK X
OFirstN [E] [0 442085553455 VOXBONE-UK K
[E] O 442085553456 VOXBONE-UK 5]
[5] [0 442085553457 VOXBONE-UK B
[5] [0 442085553458 VOXBONE-UK B
[5] [ 442085563459 VOXBONE-UK B
[E] [ 442085553460 VOXBONE-UK K]
Column Description
DID Number | Phone number.

Owner Batch

Name of owner batch this DID is assigned to (if
empty, the DID is unallocated).

Vendor Batch

Name of vendor batch this DID belongs to.

Account

If the & icon is shown in this column, this DID is

currently being used by an account. Click on the icon
to access the account information.

Free since For DIDs used in the past but now available, the date

when they became available is displayed.

Description Comments about a particular DID number.
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Vendor Batches

When you receive a set of phone numbers from a vendor, they will be
registered in PortaBilling as a vendor DID batch. Vendor batches allow
you to keep track of which phone numbers were purchased from which
vendors. (Every number entered into the DID inventory must reside in a
certain vendor batch). The vendor batch also contains various
administration parameters, e.g. a description of which country and city
these numbers are from.

DID Inventory

> ® Close | [&] DID Upload | d= ¥endor Batches | = Owner Batches b0 Logout | B Log
[ ]
DI Humber Owner Bat¥h Vendor Batech Country Status Search Advanced
ANy .Y [y v | [ aare v | [ aare v | [saarch search
NONE [
v

14
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= DID Inventory - Vendor DID Batches
» | @ Add | |l Save | [ Save&Close | @ Close | %= Dwner Batches Objects *) Logout | B Log
Vendor Country Search
[ | [y ~l|[ | Csarch )
. . . Area Code - DIDs
Edit lame Vendor Country Area Code et Description % Del
[VERBOHE-HL || voxbene v | mEmHERLANDE v ] | | J K|
[E] voxpanE-UK Voxbone UNITED KINGDOM London area 13

To add a new vendor batch, first select # Vendor Batches in the toolbar,
then click 21 Add in the toolbar. The Country, Area Code, Area Code
Description, and Description columns are optional, and serve only to
simplify management of multiple batches. When you are done entering

data, click the Save New IBl icon to save this row.

Owner Batches

After the DIDs have been entered into the system, you can create owner
batches and allocate some of the numbers to them. An owner batch
contains numbers to be provided to an end-user by a particular reseller or
your administrators. The purpose of owner batches is to keep track of
how numbers are used internally.

Gl M DID Inventory
> % Close | [&] DID Upload | g Yendor Batches | “= Owner Batches b0 Logout | B Log
w
u
DI Humber Owner Batch Vendor Bgteh Country Status Search Advanced
ANy vl [y = v | [ aare v | [ aare v | [saarch search
=
[ ]
NONE 0
]
u
[l 4 DID Inventory - Owner DID Batches
» | @ Add | (@ save | [d Save&Close | @ Close | = Vendor Batches Objects M Logout | B Log
Managed By Search
| axre = | [(Bearch |
Edit Hame * Managed By Descripion  U'PS per

Total

m. |For SuperSIP users ®

John Lao

Eupersip

To add a new owner batch, first select "= Owner Batches in the toolbat,
then click 21 Add in the toolbar.

Column Description

Name Unique name of the batch.

Managed By Designates who will be using the DID numbers in
this batch. If you plan for the numbers to be used by
your administrators for direct customers, choose
Administrator only. If you plan to make these
numbers available to a reseller, select the resellet’s
name here.

Description Comments about this batch.
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When you are done entering the data, click the Save New . icon to
save this row.

Importing Numbers into the DID Inventory

You can upload DID numbers from a CSV file. The structure of the CSV
file should be as shown in the picture below: the first column contains the
phone number, the second contains the vendor batch name, and the third
contains an optional description.

B Microsoft Excel - dids.csv

E_‘] Eile Edit ew Insert Format Tools Data  Window  Help
NEEHRIS G SRR 9-18 -4 lle @
T et it 2 v B | S | 2] By [ | ¥ Reply with Changes.., End

5 - & Easy-to-remember
A | B | C |

| 1 |Phone # Batch Description
| 2 | 442085553450 WV OXBOMNE-UK
| 3 | 442085553451 WVOXBOMNE-UK
4| 442085553452 WVOXBOMNE-UK
| 5 | 442085663463 WVOXBOME-Uk [Easy-to-remember |
| B | 442085553454 WVOXBOMNE-UK
| 7| 442085553455 WVOXBOMNE-UK
| g | 442085553456 WVOXBOMNE-UK
1 9 | 442085553457 | WVOXBOMNE-UK Recently used
| 10| 442085553458 WVOXBOMNE-UK

11 442085553459 WVOXBOMNE-UK

17 AAnoc o o2 Aco W AT DTk e LS

NOTE: The first row in the file is skipped, since it usually contains column titles and
not actual data.

To upload a DID file, first select & DID Upload in the toolbar, then
specify the file location (you can use the Browse button to select a file in
the explorer window), and then click &l Save & Close in the toolbar.

| DID Inventory
> # Close @_DID Upload | & Yendor Batches = Owner Batches b0 Logout | B Log
n

DIt Humber = COwner Batch Vendor Batch Country Status Search Advanced

v |[ 2 v |[ 2w v | [(search search

DID Inventory Upload

*f Logout

Il Save | [l Save & Close | @ Close Objects

B Filg [CATemphdis cov |CEramse |
|}

v
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0 H DID Inventory
» | ® Cose | B upload | & Vendor Batches | i= Owner Batches Objects *l) Logout | B Log
DID lumber Owner Bateh Vendor Batch Country status Search Advanced
[ [[are ] [ v [aw ¥ [arr )| (Csearsh]  Search

Edit  x DID Humber  Owner Batch Vendor Batch Account Free since Description Del

() Assign Vendar DID Batch
=[] 442085553450

VORBOMNE-UK

=
=
) Assign Owl ||:
[
/1, DiDs upload operation successfully finished, See email for detailed information 5
L) [

() Delete fro
[
Applyto @Al [
Ol ‘ [
OFirstN [ ] [F] O 442085883457 VOHBONE-UK =
[® [ s42085553458 VOXBONE-UK [=]
[® [ 242085553459 VOXBONE-UK =
[® [ 242085553460 VOXBONE-UK [=]

A popup window will inform you of the import results.

Managing DID Number Allocation

On the main screen of the DID inventory you can view DID numbers
that match certain criteria (e.g. all numbers in a specific vendor batch).
You can then perform number allocation for some of these numbers.
This includes:

e re-assigning a vendor batch for some numbers (this may be
required if you decide to change the way you organize your
vendor batches, or if some DID numbers are now provided by a
different vendor);

e allocating numbers to an owner batch, or returning them to the
unallocated pool;

e deleting DIDs from the DID inventory.

These operations may be applied to all numbers matching the original
search, only to the first N DIDs among them, or only to those you
manually select.

[H| DID Inventory
» | ® Cose | & upload | & ¥endor Batches | %= Owner Batches Dbjects ¢l Logout | B Log
DID Humber Owner Batch Vendor Batch Country Status Search Advanced
[ || e v || e v || e v || e v |[5zaren ]  zeECEh
Edit x DID Humber  Owner Batch Vendor Bateh Account Free since Description Del
() Asslgh Vendar DID Batch
[5] [ 442085553434 WORBONE UK Fremum [ %]
El 442085553435 VOXBONE-UK ™
(& Assigh Owner DID Batch
[5] O 442085553450 VOXBONE-UK ™
[ 442085653451 YOXBOME UK ()

() Delete from inventory E‘ E
[5] O 442085653452 WOXBONE-UK 2007-11-35 &
Applyts O Al [5] [ 442085553453 VOXBOME-UK ™
@ Selected [5] O 44z0es653458 YOXBOME UK () ™
ofrstn ] 3 442085553455 VOXBONE-UK >
[5] ¥ 442085553456 VOXBONE-UK ™

(apply |
Coeer ) [5] O 442005553457 VOXBONE-UK ™
[5] O #4z085552458 VOXBONE-UK ™
[5] [0 442085553453 VORBONE-UK [
[5] O 442085553460 VOXBONE-UK ™

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com

11



PORTA 4 Billing100° Networking

Hint: If you would like to assign the first N unused numbers from some

Z vendor batch to an owner batch, specify the vendor batch and the Free
status in the search condition, then apply an assign operation to the First
N numbers. If you just select DIDs from a vendor batch and then assign
the first N to an owner batch, you might also re-assign to it some
numbers which are already in another owner batch.

Press Apply to submit the changes. After the update is completed, a pop-
up window will inform you of the results.
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Currencies

The Currencies page allows you to define a method for determining
exchange rates between currencies. Supported methods include explicitly
defined exchange rates or the use of external services such as yahoo.com
or xe.com.

NOTE: Before relying on an external exchange rate service, read its terms of use
A thoroughly, as the rates it provides are usually given at a delay of at least fifteen
minutes from the actual values.

To define an exchange rate soutce for a cutrency, first click 2l Add in the

toolbar.
Gl M Currencies
[ # add | [d save | [l Save & Close | #® Close b Logout | B Log
Search
| |[ Currency ][ Currency Marme ][ Country ]
_ 150 4217 Dec. _ _ Exchange Rate Payment Minimum
Eqiit apha  num Hame e Major Minor Source System Payment Method - Delete

| | = L]

Choozing XE.COM az exchange rate source you agree to e XE.COM Tenms of Use

Gl A Currencies
[ 3 [#H Add | & Save | [g] Save & Close | ® Close Il Logout | B Log
Search
| |[ currency ][ currency Mame ][ country ]
_ 150 4217 Dec. _ _ Exchange Rate Payment Minimum
Eddit alpha um Hame digits Major Minor Source System Payment Method P ent Delete
KE. com v | [ suchorizener v [%]

Chooszing #E.COM az exchange rate source you agree to e XE.COM Tenms of Use

From the Exchange Rate Source drop-down list, choose “Manual”,
“yahoo.com”, or “xe.com”. (The specific exchange rate is defined on the
Exchange Rates page, available from the PortaBilling home page.)

The next drop-down list shows all payment systems registered by the
system’s administrator. Choose one which will be responsible for all
payments in this currency using the payment methods chosen for it. If
this is not required, select an empty value. It is possible to add multiple
combinations of the same currency with different payment systems; in
this case, all of them will use the same exchange rate source.
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Gl M Currencies
» | [H Add | g Save | [g] Save & Close | ® Close Objects M Logout B Log
Search
[ | [currency | [ curreney Narme | [ Country |
Edit aII:I?a“?"num Hame (:::i't:.s Major  Minor Excl;:::lg:j:a‘te m:rl: Payment Methaod Tm;:? Delete
9 | v L]
[§] Eur 978 euro 2 Euro euro-cent HE.COfn MyAuthorizeMet 100000 [X]
[§] Eur 978 euro 2 Euro euro-cent HE.Cofn MyLirkPoirit @] 100000 [X]
IE‘ JsD 840 USDollar 2 dollar  cent Manual MyAuthorizeMet 1.00000
Choozing ¥E COM 3z exchange rate source you agree to the XE. COM Terrns of Use

Please note that it is not allowed to have several (more than one) systems
assigned to the same currency using the same payment method.

Because of charges for the use of online payment systems, it is
recommended that a non-zero value be entered in the Maximum Allowed

Payment field.
Column Description
ISO 4217
alpha Official three-letter currency code (e.g. USD).
num Numeric currency code according to ISO standard.

Name Commonly used name of the currency.

Dec. digits Maximum number of decimal places allowed by the
currency, e.g. for US dollars or euros it will be 2,
since the smallest unit is one cent (0.01), while for
yen it will be 0, because an amount in yens can only
be a whole integer.

Major The main currency unit, e.g. dollar.

Minor The lesser currency unit (if applicable), e.g. cent.

Exchange Defines the method of entering the exchange rate for

Rate Source this currency: updated either manually by an
administrator, or by PortaBilling from exchange rate
sites such as xe.com or yahoo.com.

For an existing row in the table, click on the
6()/‘ underlined xe.com or yahoo.com line in a column to
immediately fetch the current exchange rate.

Payment Selects an online payment processor to process

System payments in this currency.

Payment Read-only column; lists all available payment

Method methods (e.g. VISA) for the selected payment system.

Minimum The smallest allowed amount for an online payment

Payment (in the corresponding currency), in order to prevent
service abuse.

Select el Save or click the Il Save icon in the Edit field to make your
changes take effect.
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The ISO 4217 currency code is normally composed of a country’s two-
character ISO 3166 country code plus an extra character denoting the
currency unit. For example, the code for Canadian Dollars is simply
Canada’s two-character ISO 3166 code (“CA”) plus a one-character
currency designator (“D”). Currency unit names (major and minor) are
not defined in ISO 4217, and are listed in the table only for user
convenience. Visit BSI Currency Code Service (1SO 4217 Maintenance
Agency) website http://www.bsi-global.com/ for more information.

Exchange Rates

All exchange rates used within the system are listed. The Effective drop-
down list allows you to define whether only current exchange rates
(“Now”) or all exchange rates ever used (“->Now”) will be shown. The
following information is provided in the exchange rate listing:

Gl A Exchange Rates T ‘ ‘
» | @ Add | Wl Save | [l Save&Close | ® Close | ¢ Update M0 Logout | B Log
> Effective
Edit Hame Exchange Rate, USD*  Source Timestamp x
E‘ Australian Dollar L AUD = 0.75000 Manual Entry 2006-10-05 05:01:44
E‘ eurn 1 EUR = 1.27081 XEcom  2006-10-05 04:50:12
E‘ Pound Sterling L GEP = 1.88162 ¥Ecom  2006-10-05 04:59:15
El Kuwaiti Dinar L KWD = 3.45790 Yahoo.com 2006-10-05 04:59:17
E Hrwnia L URH = 0.19840 Yahoo.com 2006-10-05 04:59:19
El US Dollar 1 USD = 1.00000 Yahoo.com 2006-10-05 04:59:19
Field Description
Edit Click the Edit (E) icon to modify the given exchange

rate. Select el Save or click the H Save icon in the Edit
field to make your changes take effect.

Name The currency unit name (for example, “Canadian
Dollar”).

Exchange Currency exchange rate. Defines the number of units of

Rate the base currency equal to one unit of the foreign

currency. (For example, with British Pounds as the
foreign currency and U.S. Dollars as the base currency
the base currency units would be “1.5326” and the value
of this column would be “1 GBP = 1.5326)

Source Shows the exchange rate source for the given currency
as defined on the Currency page.

Timestamp | The effective date for the given currency. Newer
exchange rates supersede older ones.

To add a new exchange rate, click the 2 Add button; this will start a new
row in the table header. Select the currency from the list, and enter the

exchange rate. Click the Edit [ icon to modify an existing exchange rate.
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Tariffs

This will copy the content of the current row into the table header. The
source will be changed to Manual. Enter the new exchange rate, then

select either Il Save Edit, e Save or k&l Save&Close to save changes.

A tariff is a collection of individual rates, a rate being a per-destination
price. Each tariff has its own set of rates. Call billing is based on billing
units. You can define two billing units for each destination: the first billing
unit (interval) and the next billing unit (interval). Billing unit precision is
one second, and the minimum length of each unit is likewise one second.

Typical billing unit configurations include 60/6 (the first unit, i.e. the
minimum charged call duration, is one minute, and subsequent intervals
are one-tenth of a minute, i.e. six seconds) and 1/1 (pet-second billing).

G HA Tariff Management
» |[@ Add | ® Close | @ #DR Re-rating ) Logout | B Log
Applied To Service Managed By Search
are | aar [ aare =

Hame Currency Applied To  Service Managed By Routing Description Rates Delete

DID supplier costs USD wendor  Woice Calls Mo DID Supplier ™

Pre-paid cards uso Customer “oice Calls Administrator only Prepaid cards

SIP Phone Subscribers USD  Customer “oice Calls Administrator only SIP Phone Subscriber's Tarifl

SIP Subscribers - Incoming UsD Customer “oice Calls Administrator only SIP Subscribers - Incoming

Termination services USD  Customer Woice Calls Administrator only Termination services [¥]

WiFi uso Customer Wii-Fi Administratar anly

The main Tariff Management screen shows a list of all existing tariffs.
Tariffs can be located using the Search form, by selecting a reseller from
the drop-down list, or choosing the tariff’s name. To edit a tariff, click on
its name in the list. Click the Edit Rate L™=l icon to edit individual rates for
the given tariff. The Delete [ icon will be visible only when the tariff is
not in use (not assigned to any customer or vendor and not being used in
any product’s accessibility), and enables permanent deletion of the given
tariff.

Add/Edit Tariff

To add a new tatiff to the system, select 2 Add to go to the Add Tariff
screen. Existing tariffs can be edited by clicking on the tariff’s name in the
list.
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Add Tariff

* | i Save | & Saves: Oose | @ Chose | 960 Objects

™ Legout | @ Log

Managea D) [ndimieni iy 9
t.ﬂF‘r.wPrum: I viariatop he (3105, wilen o ¥ ik cl
T LS
o anp ot
T e
et
e — .
e PasgoLl producr for augoing catls
Field Description

Name The logical name for the tariff object.

Currency Indicates the currency in which pricing information is
defined. All pricing information for a single tariff must
be defined in the same currency.

Applied To | Designates whether this tariff will be used to charge
your customers or resellers or to calculate costs
associated with your vendors. You must select a value
here to get access to certain fields that are available only
for a specific type of tariff.

Service Select the service for which this tariff will be used (by
default the Voice Calls service type will be selected).

Managed By | (Only available for tariffs of the Customer type).
Allows you to designate this tariff as managed by the
administrator only (so this tariff will be applied to your
direct customers), or by a specific reseller (so this tariff
will be used to charge the reseller’s sub-customers).

Routing (Only available for tariffs of the Vendor type). The
tariff contains information about the carrier’s routing
preferences, in addition to the usual cost data.

Off-Peak Off-peak period definition; click the wizard icon L&l to

Period launch the period format definition wizard; click the test
icon & to run the off-peak period test.

Off-Peak Human-readable description of the off-peak period (e.g.

Description | “From 21:00 until 09:00, Working Days”). This field is
automatically filled in by the wizard.

Destination | A set of destination groups (UK-Mobile, CZ-Mobile,

Group Set etc.) you would like to use for more convenient rate
entry.

Free Number of free seconds granted for each call. In order

Seconds to claim free seconds, the length of the call must be at
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least one billing unit (i.e. the first interval; see the ‘Enter
Rates’ section above).

Post Call Increases the total call cost by the given value.
Surcharge
Login Fee Amount to be charged immediately after the first user

authentication.

Connect Fee

Amount to be charged for each successful call, in
addition to other charges.

Round
Charged
Amount

Pattern that defines the rounding of a charged amount
in an individual xDR. This pattern takes the form
XXX000. An X (to the left) means that the digit in this
position will be left unchanged, while a zero (to the
right) means that this position will be rounded. For
example, XXXXX.XX000 means that the amount will
be rounded up to two decimal places, so that 1.2345
becomes 1.24. Note that rounding is always done
upwards.

Default
Formula

Default call rating formula applied to new rates. Note
that the value of this parameter is only used when a new
rate 1s inserted. Modification of this parameter has no
effect on existing rates.

Short
Description

While the name of a tariff is for your internal use, and is
usually created according to your internal rules, you can
also add a name meaningful to your reseller. For
example, for the tariff name aABC-SmartCall-USD-
1800, the short description will be Smart call using a
toll-free number.

Description

Tariff description.

Free Seconds, Connect Fee and Post-Call Surcharge are only applied
when the default rating method is used. For more about different call
rating methods, see the PortaBilling Administrator Guide.

Off-Peak Period Definition Wizard

Off-Peak Period Definition

13 # Close

Off peak rate is used if

period

) Call starts during the off-peak period
() Callfinishes during the off-peak period
@ Call starts and finishes during the offpeak

Skip

The Off-Peak Period wizard provides users with a flexible tool for
defining the off-peak period of any tariff. On a sequence of screens, the

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com

85


http://www.portaone.com/documentation/index.html

PORTA 4 Billing100° Adjusting Billing Parameters

user may select a time interval, day of the week, day of the month, and
month; multiple select is allowed. The following example illustrates the
process of creating an off-peak period that starts at 6pm every day and
lasts until 6am the next morning. Another off-peak interval is on

weekends. We will also include some holidays, i.e. January 1st and
December 24-26.

In the first screen, select 6pm in the From column, and 6am in the Until
column. Now click the Next button. The two text areas on the right of
the screen give the user a display of the current period definition. The top
text area displays a verbal definition of the period -- From 6:00pm until
6:00am, and the bottom one contains this same information in a format
that can be parsed by PortaBilling -- hr{6pm-5am}. This sets up the first
period; in order to continue, skip the following screens by pressing the
Skip or Next button until the “Period definition completed” message is
displayed, then press the Add button to add another definition to this
period. The wizard now returns to the first screen.

NOTE: Time::Period treats all formula elements as “inclusive”. Thus, in the example
above, 6pm to 6am will be represented as hr{6pm-5am}. This is perfectly correct,
since 5am actually means “all of the 5th hour — 05:00:00 ... 05:59:59”.

Now for the weekends: pressing the Skip or Next button, go to the
second screen and select Weekend, or, holding down the <Ctrl> key, select
Saturday and Sunday from the list. Select the Next button and skip until
the “Period definition completed” message is displayed. Press the Add
button to add another definition to this period.

To include January 1st in the off-peak period definition, skip to the Day
of Month screen, and select 7. Click the Next button. Now select January,
click Next, skipping forward to the next screen. Follow the same steps to
select the December 24-26 interval. Hold the <Ctrl> key down to select
multiple entries.

On the next screen, you can choose how the system will charge calls
which overlap with your off-peak period, i.e. cover both peak and off-
peak time. There are three options you can choose from:

e If the call starts in the off-peak period, it will be charged using off-
peak rates (even if part of the call was made during peak time).
This method is the easiest and most transparent for end-user
authorization of outgoing calls.

e If the call finishes during the off-peak period, it will be charged
using off-peak rates; it does not matter whether it starts within the
off-peak period or not.

e Or, the off-peak rate will only be used if the call both started and
finished during the off-peak period. In this case, any call which
partly extends into the peak period will be charged at the peak
rate.
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To evaluate your work, look at the top text area. The following text
should be displayed:

From 6:00pm until 6:00am
any day of any month
OR Sunday and Saturday
of any month
OR 1
of January
OR 24-26
of December

If the definition is correct, click the Finish button.

Test the Off-peak Period

If you are unsure whether you have created a correct off-peak period
definition, you may use the test utility to check if a specific moment in
time fits into the period or not. In order to run the off-peak period test,

TrEY

either click the € icon in the tariff information window, or use the Test
Period button on the last page of the off-peak period wizard.

Test Period |

> | Save | & Save & Close | #® Close

Dat 4T 5 ¥YYY_MM-DD HH24:MI
ate and Time |2007-12-10 | |oz:oo |
Period |star‘tstop:hr{1-3} wd{rnao-fr - |

Period Description |pERTOD:

From 01:00 until 04:00,
Torkdays
of any month

Now simply enter any time/date and click the Test button to check
whether this moment fits into the off-peak period definition.

Web Upload/Download

Choose appropriate templates for web upload/download of tariffs. Read
more about this in the Templates section.
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E-mail Upload

G A Edit 'Prepaid Cards’ Tariff
> [ add | & save | [l Save & Close | ® Close | ¥ Download | [&] Upload Rates Test P Logout | B Log
T —— A
Applied To  Custormer Service  Voice Calls

Managed By Administrator only

| General Info | Web Upload & Download | Email Upload ‘ Notepad ‘

Edit Type From * Key* Template * Disabled Delete
= [l cev-tarifiggmydomain com sdhedhgksjde6 G5 Upload =
E lg-tari@rmydormain.corm jTgasaaT3hbgdr2hd Default LS %]

Tariffs can be uploaded to the system from an e-mail received with an
attached document in either CSV or XL.S format.

Field Description

Edit Click the Edit icon to copy the current row in the form
above for editing.

Type Uploaded document type, either CSV or XLS file.

From Sender’s e-mail; to prevent unauthorized access, only
trusted e-mail will be allowed.

Key Security key; tariff will be accepted only if the correct
key is specified in the message’s subject line or body.

Template Select a template to map information in the uploaded
file using PortaBilling. Read more in the Templates
section.

Disabled Disable receipt of tariffs from this source.

Delete Click the delete icon to remove this source.

NOTE: Due to the security risk, the processing of incoming e-mails is disabled by
default. To reactivate, enable e-mail forwarding to the mail processing script in the
/etc/aliases file on your slave server.

Rates

Peak and Off-peak Prices

It is possible to have two different sets of prices, one for peak and one for
off-peak time. A call is always billed using one rate or another; this also
applies to calls which start in the off-peak period and end in the peak
period, or vice versa, i.e. there is no proration. See above regarding how
you to define whether the peak or off-peak rate should be used in this
situation. By default, everything is considered peak time.

Off-peak periods are defined using a powerful and flexible Time: :Period

module. The Off-Peak Period Wizard is also available to help you
construct a period definition in an easy manner.
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Charging the Call (Old Method)

1 C AL L 1
. > &
1 1
1 1
1 \ \ 1
‘ Rid Rid '
1 e’ e !
1 X Y '
H & & 1
1 X X 1
i R oF '
' < < !

1

OoO—— I i i i i i i —— *

Connect Free 1 2 3 4 5 6 7 8
Fee Seconds

Postcall surcharge

Figure 4-1

Figure 4-1 demonstrates how calls are charged. A Connect Fee is
charged immediately upon connection, and all calls shorter than Firsz
Interval_1 will be rounded to First interval seconds. Free seconds are
granted after the First interval, so this part of the call is not charged. Calls
longer than (First interval+Free Seconds) will be rounded up to multiple
Next interval seconds. After that, a Post Call Surcharge is applied. The
call illustrated in the figure above will be charged using the following
formula:

Amount_Charged = ( Connect_Fee +
First_Interval * Price First/60 +
8 * Next_Interval * Price_N/60) * (1+Post_Call_Surcharge/100)

Parameters such as First interval, Next interval, Price First and Price
Next can be specified per destination. Connect Fee, Free Seconds and
Post Call Surcharge are defined on a per-tariff basis, and so are the same
for all destinations in the tariff.

Managing Rates Online

Managing rates online is very convenient for maintaining existing rate
tables and for reference purposes. In the case of new price lists or major
updates, the offline method is better.

Gl M 'SIP Phone Subscribers® tariff rates
» [ add | @ save | ® Close Tariff Pl Logout | B Log
Effective From Destination
[wow | | | Cerefix | [Cgroup | [(country |
Country Interval, second Price, USD/ minute o] Ef;eciiue
Edit Destination * M [ @ pelete
i - . . . . TYYY-MM-DD
escription First Hext First Hext HHZ4:MI:55 *
—— Peak | | | | | || | | \
G | | | | | | || | | \
El 1808 CAMADA Peak 30 g 0.02000 0.02000 2007.06.25
British Calumbia Off-Peak 30 & 0.01500 0.01500 07:05:32
Not Applicable Peak 30 & 0.00000 0.00000 12,
[5] vOICEONNET - e 2007.12.10
SIP to SIP destination  Off-Peak 30 & 0.00000 0.00000 06:35:59
E 32087 UKRAINE Peak 1 1 012000 0.12000 2007-06-22
Mahile Off-Peak 1 1 041000 0.41000 07:06:41
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On the Tariff Management page, click the L= Rates icon for a tariff.

The filter at the top of the screen allows you to view rates depending on
their Effective From date or Destination. The Effective From drop-
down list allows you define whether only current rates (“Now”) or all
rates ever used (“->Now”) will be shown.

To edit an existing rate, click the E (Edit) icon next to it to copy rate
details into the form. Note that if a tariff contains peak and off-peak rates
there will be two rows of fields: the top one is for peak rates, and the
bottom one is for off-peak rates.

Usually you will enter rate data for each destination separately. However,

if the tariff has a Destination Group Set defined, by clicking on G in the
Destination column header you can switch into Destination Group mode.
Now you can enter a destination group name (e.g. UK-Mobile) instead of

a prefix, and the system will automatically create rates for all of the
destinations in that group.

Field Description
Destination | Destination prefix. May be entered directly, e.g. “47” for
Norway; or you can access the destinations directory by
clicking the Destination link. In the destinations
directory pop-up window, you can search for the
desired prefix by country name.
Country Country corresponding to the current destination.

First interval

First billing unit in seconds.

Next interval

Next billing unit in seconds.

Price first

Per minute price for first interval.

Price next Per minute price for next interval.

Off-peak First billing unit in seconds for off-peak time.

First interval

Off-peak Next billing unit in seconds for off-peak time.

Next interval

Off-peak Per minute price for first interval in off-peak time.
Price first

Off-peak Per minute price for next interval in off-peak time.
Price next

Effective Exact time when the rate becomes effective. Click the
Time icon to make the rate effective immediately. Click the

DD-MM-YYYY link to set up the desired date using the
pop-up calendar.

. I . 7
Indicates if this rate uses a call rating formula. The '/
icon indicates that there is no formula, thus old-style

rating is used. The " icon indicates that the rate already
has a formula defined. Click on the icon to invoke the
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call rating formula wizard.

Rate 4| Hidden. This means that the rate is excessive (e.g.
Properties there are usually more than 500 rates for Argentina
mobile because of different prefixes). This flag does not
affect usage of the rate by the billing engine. It simply
indicates that this rate may be omitted when making a
list of rates for the end user.

Eﬁ Discontinued. Note that marking a rate as
discontinued takes effect immediately; you cannot
discontinue a rate sometime in the future

& Forbidden. This means that no calls are authorized
for this particular destination.

Delete Click the delete icon to delete this rate. Only rates which
are not yet active can be deleted.

G & 'Termination to X-Telecom' tariff rates

» @ Add | [@ Save | & Close Tariff P Logout | B Log

Effective From Destination

L ] o) )

Country Routing Interval, second Price, USD/ minute @ E":"““"e
Edit Destination * om e 4§ @ nelete

Description Route Category Preference Huntstop First * Mext * First* Hext * AR

HH24:ML:SS *
— v || ESEEEG || I

I I [ ] ]| J
offPenkc | [oesauie V] [ s ] I Jl i || I \
BRAZIL  Peak Default 5 1 1 030000 040000 2p07.12.10

© 1 1 0.10700 0.20000 06:46:02

= 5

Froper  OffPeak  Econory

The following columns are available only for tariffs of the Routing type:

Field Description
Route Route category, selected from among those already
Category defined. If you do not wish to use different route
categories, use the Default one.
Preference Routing priority for this destination. 10 is the highest

priority, 0 is the lowest (i.e. do not use this destination
for routing at all).

Huntstop If turned on, the billing engine will not try any routes
for other vendors with a lower preference.

Click the el Save icon to save your changes.

A NOTE: Off-peak fields appear only if an off-peak period has been defined for the
tariff.

Call Rating Formula Wizard

Because of the extreme flexibility of the call rating formula, it has a quite
complex syntax. To avoid possible errors, the call rating formula wizard
allows you to design a call rating formula easily.
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The top table allows you to edit rate parameters (such as interval or price
per minute) directly; below it, the current formula is displayed (read-only);
and, finally, there are three tabs for managing different formula
parameters:

Global:

0 Do not bill calls shorter than - For a detailed description of this
feature, see the PortaBilling Administrator Guide.

Rate Formula Wizard for '446 UNITED KINGDOM' |
> [l save | [g Save & Close | ® Close

Off-Peak
Interval, sec. Price, USD/imin =
Interval, sec. Price, USDVmin
First” Next " First™ Next ™ First” Next First " Next ™
1 1 0.30000 0.40000 1 1 0.10000 0.20000

Formula: |,

J Global | Rating Sequence | Add Duration

Do not bill calls shorter than |5 sec

Rating Sequence:

Here you can construct the actual call charge plan by defining a sequence
of time intervals and surcharges.

Rate Formula Wizard for "446 UNITED KINGDOM® |

» Il save | (ol Save & Close | ® Close

Off Peak
Interval, sec. Price, USDimin
Interval, sec. Price, USDimin
First” Hext * First” Hext * First” Hext * First* Hext*
1 | [t | [a.20000 | [a.40000 | [t |1 | [a.10000 | [0.20000 |
Formula: ‘
Global | Rating Sequence | Add Duration |
Available Rating Sequence

Count”

N intervals of First interval seconds, First price USD/min
Fixed Surcharge custorn @[ |times N intervals of Next interval seconds, Next price USD/min

Relative Surcharge
Call Discommect Unlimited O until the end ofthe call

Duratian

Custom ® I:lsec
First Interval O

MNext Interval )

Price”

cusom @)  |usD

FirstPrice (O
NextPrice O

Choose the element type from the list on the left (Available).
Fill in the element parameters (such as interval duration, price,
etc.).

3. Click the Include button to add this element to the formula.

N —
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Add

Duration:

NOTE: This option must be enabled in the config; by doing so, you accept the
responsibility for any legal issues related to use of this billing feature.

Rate Formula Wizard for '420 CZECH REPUBLIC'

» [ Add | fd save | gl Save&Close | & Close Objects

Off-Peak

Interval, sec. Price, USD/min
Interval, sec. Price, USD/min

First " Next * First" Hext " First” Hext " First” Hext
o 1F |[pzonos | poose o Iz |[pz0000 ] 20000
Formula;
| tobat | rating sequence | addpuration |
Edit UpDn Interval, sec. Extend By, % Delete
[8] & First300 seconds 20 ™
[E] EE Following 300 seconds 10 ™
[E] B Following 600 seconds 5 ™
El Remaining call duration 0

O Interval, sec. — The duration of a specific call interval to which

“add duration” should be applied. Initially there will be only one
row in the Add Duration table, defining the rule to be applied to
the whole call. Click the & Add button to add a rule for another
interval. Intervals are interpreted according to the order in which
they appear in the table, e.g. the first row covers the first 300
seconds, the second row covers the following 300 seconds, and
SO on.

0 Extend By, % — Defines how the call duration for this interval

should be changed (increase in percentage; a 0 value means that
the call duration should not change).

Managing Rates Offline

The rates table may be prepared using a spreadsheet processor (e.g. MS
Excel) and easily imported into PortaBilling. This is very convenient if
you are going to make many changes. For example, you might increase all
prices by 10%. To upload your rates file, proceed as follows:

1.

AR e

On the Tariff Management page, click on the tariff name.
In the Edit Tariff window, click the ® Upload .CSV icon.
In the Upload Rates window, click Browse...

Locate the Tariff-sample.csv, then click Open.

In the Upload Rates window, click Upload.

In the Edit Tariff window, click Close.

You can verify your work using the Rates feature.

Test Call Rating

This screen allows testing of the call rating formula and shows the
resulting cost and duration of the call. The formula can be used both
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ways: either to calculate the call’s cost given its duration, or to see how
long a call ought to last given its cost.

HN| Edit 'Mera Systems' Tariff

- e Save | gl Save & Close | ® Close | # Download | [&] Upload Rates Test P Logout | B Log

Name |Merz Systems : Currency USD

Type Routing

General Info | Web Upload & Download | Email Upload | Notepad |

Offt-Peak Period startstopthr{1-3} e

Off-Peak Description From 01:00 until 04:00

v

Gl M Test Call Rating
> % Close H Logout
€33 YYyy-mMm-op HH24:MI:55 Resuit of the testi
ng
DateandTime ;.. 5cg 23:37:26
Formula:
Phone number 44625524578 Expanded Formula: MIN = 1|SEQ = 1x1x0.1 & 1xhx0.2

@ simulate call charges based on the call duration

Charged amount: 1.99834 USD
© simulate authorization based on the available funds <

Real charge history: +1x1x0.1+598x1x0 2

Call duration 10:00 HH:MESS, MISS or S5
Test :

]
[ ]
[ ]

H Test Call Rating

» % Close v M Logout
Y- MM HH24:MI:55 i
Date and Time & yyyy-mm-op Resuit of the testing

2006-05-19 23:37:26 F—
Phone number  [44625524678 Expanded Formula: MIN = 1/SEQ = 1x1x0.1 & 1xx0.2
O Simulate call charges based on the call duration

Real credit time: 50 min. 0 sec. (3000 sec.
& simulate autharization based on the available funds ¢ )

Announced credit time: 50 min. 0 sec. (3000 sec)

Available funds |10 usD Real charge history: +1x1x0.1+2999x1x0.2
Test Announced charge history: +1x1x0.1+29989x1x0.2
Field Description
Date and Time The date and time when the call is initiated.

Click on ™ icon to set the current time. The
“YYYY-MM-DD” opens a calendar that can
be used to select a date.

Phone number The phone number to call.
Call duration Estimated call duration.
Available funds Estimated available funds.
Results of the testing
Formula The rate formula used for the given
destination.
Expanded Formula The rate formula with the real interval and

price values.
If the formmula calenlates the call cost based on its duration
Charged amount Charged amount for test call
Real charge history A short description of how the Charged
amount was calculated
If the formmula calenlates the call duration based on available funds
Real credit time ‘ The true maximum call duration.
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Announced credit The announced maximum call duration.
time
Real charge history A short description of how the Real credit
time was calculated.

Announced charge A short description of how the Announced
history credit time was calculated.

XDR Re-rating

The xDR-rating page allows you to fix the most common problem:
incorrect pricing information entered into a tariff. This may happen, if, for
example, someone sends you the wrong pricelist, or your administrator
simply clicks the wrong button, resulting in incorrect charges in the
database.

To run the re-rating task, click the B xDR Re-rating button on the

Tariffs page.
G M Tariff Management
» M| add | & cClose | @ xDR Re-rating Ml Logout | B Log
]
Applied To L] Service Managed By Search
[z Vg AT v | [ arry ~| | [(search |
[]
[]
Pages: 1 2 3 4 L
Hame Clﬂ'ency Applied To Service Managed By Routing Description Rates Delete
]
WDIDAA - incotmin WD Yendor Yoice Calls Mo
wEsxcellidata - Intero !SD Wendor  Voice Calls Yes  Vendor Excellidata
v
HE= xDR Re-rating
3 e Create Task | ® Close M Logout | B Log
Tariff Type | Customer R |
Wrong Tarff | %_Rats Direct ¥
Correct Tatiff | Exawple Customer Tarifs 4|
Custorer A1l v

B rom Dt [zo-08-2008 ooV (3090105
B ToDate [wew  [oosMmevyyy[ |HHEMiss

Rates Effective & atthe time of re-rating O atthe time of call

Field Description

Tariff Type Select a specific type of tariff. Can be of the
following type: Customer, Reseller or
Vendor.

Wrong Tariff Select the “original” tariff with incorrect
pricing information entered.

Correct Tariff Select the tariff with correct pricing
information entered. This tariff should be of
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the same type as the Wrong Tariff one.
Customer/Reseller/ Select the specific customer, reseller or vendor

Vendor due to the Tariff Type specified to narrow
the set of xDRs to be processed.
From Date Specify the start of the time interval for xDRs

to be re-rated. Click the B icon to set up the
desired date using the pop-up calendar.

To Date Specify the end of the time interval for xDRs
to be re-rated. Click the B icon to set up the
desired date using the pop-up calendar.
Rates Effective Choose the time when the rates associated
with Correct Tariff become effective.

Click the Create Task button to launch the re-rating task.

Re-rating and Volume Discount Counters

If volume discounts are used when calculating call charges, it is no longer
possible to treat such calls separately from others, since the way one call is
charged affects all other calls made subsequently. For instance, if a call is
charged $5, this is the amount added to the volume discount counter. If
the charged amount is then changed to $1 during re-rating, this will affect
all other calls in the same destination group, since they can now be
charged at a different discount rate.

To overcome possible confusion when volume discount counters are
involved in re-rating, this process should always be run from a specific
moment in the past (when the error occurred) to the present moment. In
this case, all discount counters will be rolled back before recalculation
actually starts, and then updated with each re-rated call.

NOTE: Re-rating with volume discount counters only works with XDRs generated
following an upgrade to the MR16 version, since older versions of XDR data do not
have the full information required to roll back volume counters.

Volume Discount Plans

Volume discount plans allows you to dynamically modify your rates
depending on how much traffic a customer has already sent you. For
instance, after he makes calls for 200 minutes (charged at the normal rate)
he will get a 10% discount for every minute he calls over this limit.

A discount plan includes one or more discount schemes applicable to a

certain destination group. “First 200 minutes for free, then normal rate
with 10% discount over 500 minutes” is one such discount scheme, and it
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may be applied to the destination group “Asia”, which includes China,
Hong Kong, Singapore, Thailand and other countties.

Gl A Discount Plan Management

» | [ Add | ® Close ) Logout B Log
Managed By Search
e []
Hame Currency  Managed By Description Delete

Europe free 500 min USD  Administrator only Europe first 500 minutes for free E‘
Russia 3% USD  Administrator only Russia 3% for Spring 2006 E
United States 5% TUSD  Administrator only United States 5% E

Use the main Discount Plan Management screen to list all existing plans.
Plans can be located using the search form, by selecting a reseller from the
drop-down list, or entering the plan’s name. To edit a discount plan, click
on its name in the list. The Delete icon will be visible only when a
discount plan is not in use (not assigned to any customer, account or
product), and enables permanent deletion of the discount plan.

Add/Edit a Discount Plan

To add a new discount plan to the system, select Add to go to the
discount plan creation screen. An existing discount plan can be edited by
clicking on its name in the list.

Add Discount Plan

» | el Save | [dl Save & Close | & Close Objects M Logout
Plan Name [Easycall i Currency | USD - US Dollar vl
By | Adwinistrator only W
General Info
Destination Group Set ’
Counter Reset Once in billing period |¥|

Destination Group Lookup Type (& Same Destination As Rate
O By Prefix Of Rate Destination

Description Volume discounts, bundled with

Field Description
Name The logical name of the discount plan object.
Currency Indicates which currency is used for billing calculations.

All discounts in a plan are to be defined in this currency.
A discount plan can only be assigned to customers,
accounts and products using the same currency.
Managed By | By default — administrator only. The plan can be
assigned to a reseller (Managed by NNN) so that it is
manageable from the Customer Self-Provisioning web
interface.

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com 97



PORTA 4 Billing100° Adjusting Billing Parameters

Destination | Discounts can be defined for individual groups (e.g.
Group Set US&Canada, Asia, Western Europe) within this set.
Once chosen during discount plan creation, they cannot
be changed later on.

Counter Each discount has internal counters associated with a
Reset corresponding account or customer. These counters
store the current value in minutes (or charged amount)
of calls made to a specific destination group. The
counters go up according to the customer’s or account’s
billing.

e Never means the plan counters will never be
reset (zeroed). This is convenient if you wish to
provide a special promotion such as “500 free
minutes of calls to Western Europe”. In this
case, the counter will always go up, and the
normal rate will be applied after it reaches 500
minutes.

¢ Once in billing period means the counters of
the plan will be reset when the customer’s next
billing period begins. If you have defined a “first
500 minutes for free” discount, then the
customer will have 500 free minutes in every
billing period (month, week, etc.).

Once chosen, this setting cannot be changed later on.

Lookup e Same Destination As Rate — This requires

Type exactly the same prefix as the one in the tariff to
be used in the destination group for the volume
discount definition.

e By Prefix Of Rate Destination — This provides
more flexible matching, but puts more load on
the billing engine.

See the details below regarding the different matching
models.
Description | Short description of discount plan.

Phone Number Matching in Discount Plans

When volume discounts are involved alongside “normal” rating as per the
tariff plan, the billing engine must obviously match the ID of the service
used (e.g. the phone number dialed) with one of the destination groups
used in the volume discount definition.

The fastest and the most efficient way is to check whether the destination
in the customer’s tariff applicable to this call is included in any destination
groups in the volume discount plan, and then keep using this volume
discount. For instance, if a customer makes a phone call to
4206025551234 and a matching rate is defined in his tariff for 420602
(Czech Republic, Mobile), the billing engine will search whether any
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discounts in the volume discount plan are assigned to a destination group
containing 420602.

But what if you would like to include the whole Czech Republic in your
volume discount? One option would be to simply list all applicable
prefixes (420, 4202, 420602, etc.) in a destination group, then use this
group in the volume discount definition. Alternatively, you could use the
other discount plan lookup option — “by prefix”. In this case, the billing
engine will look not for the exact same prefix, but rather for a destination
group which contains a matching prefix. So if a call is made to
4206025551234 and there is a 420602 rate applied in the tariff, the billing
engine will search for a destination group in the volume discount plan that
includes a prefix matching 420602; such matching prefixes could be
4200602, 420, or even 4. In this case you could just enter 420 in your
volume discount definition, and it will then be used for calls rated by
different tariff rates (e.g. 4202 and 420602).

Such extensive lookups put a higher load on the billing engine, so they
should be used with caution, and only in volume discount plans where
they are truly needed.

Defining Discounts for Individual Destination
Groups

After a volume discount plan has been saved, the Discounts tab will
become available. To add a new discount to the plan, click the 2l Add

button. An existing discount can be edited by clicking the Edit [(Elicon on
the row containing its details.

» | @ Add | @ sSave | [l Save&Close | ® Close Dbjects M) Logout | B Log
Plan Name |Easycall " Currency USD

Managed By Administrator only

Sor wsive Dot
Europe Voice Calls o @
[3] usecanada woics Calls E
Field Description
Destination | Enter the name of a destination group manually, or click
Group the column header link (Destination Group) to choose
a group from a searchable list inside the pop-up
window.
Service Choose a specific service (voice calls, messaging, data

transfer, etc.) that this volume discount will apply to.
You can bundle discounts for multiple services into the
same volume discount plan.

Type Select the threshold type: will you use thresholds based
on the charged amount, or on the total call time?
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e Amount means the threshold is measured in
currency units (e.g. USD), and the counters will
go up by the amount which the customer should
have been charged for the call before the
volume discount was applied.

e Volume means the unit is minutes, and the
counters will go up by the same value as the
charged call duration. Note the difference
between call duration and charged call duration. For
instance, if a rate specifies 5 minutes rounding
and a customer has spoken for 3 minutes 42
seconds, he will be charged for 5 minutes and
the counter will go up by 5 minutes as well.

Exclusive

Defines whether an account should be granted exclusive
free calls, i.e. calls to which a 100% discount is applied
(these calls do not affect the customer’s counters). See
the PortaBilling Administrator Guide for more
details.

Discount
Scheme

Since the discount formula is complex, you cannot edit

it directly. Click on the column header or the ] icon in
order to launch the discount definition wizard (see the
section below).

Discount Definition Wizard

The discount wizard provides users with a flexible tool for defining
threshold values and corresponding discount values. A threshold defines
the maximum counter value (call duration or charged amount) within
which the current discount may still be applied. If the last available
discount is to be applied regardless of the counter value (e.g. first 200
minutes — normal rate, up to 500 minutes — 10% discount, and 20%
discount after that) then this last discount will be created with a special
unlimited threshold.

- Add | [ Save | [l Save & Close | & Close

Discount Wizard ‘

Edit Threshold, min* Discount, % * Delete
bl [coices [ unimited K]
El 200 1] B
E 500 10 =
E Unlimited 20 %]
Field Description
Threshold The threshold value is measured either in currency units

or time units (minutes), according to the type of
discount. The value entered must be numeric (with a
period allowed) and greater than zero. To provide a
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special unlimited value for the threshold, check the
Unlimited box. You cannot have two discount rows
with the same threshold values.

Discount The percentage discount value must be numeric (with a
period allowed) in the 0 — 100 range. A 0% discount
means “standard rate applied”, while a 100% discount
means “free call”.

The billing engine decides which discount is to be applied, depending on
whether the counter for the given destination has reached one of the
defined thresholds. Note that the “charged amount” counters record
charges as they are defined in the tariff, i.e. before a volume discount is
applied. If there is no “Unlimited” threshold discount, and the counter
exceeds the last (i.e. biggest) threshold, any further calls will be billed
according to the standard tariff rate.

For example:
Discount type - Volume, minutes

The discount is defined as 0..100 - 50%; 100..200 - 20%; 200..unlimited -
10%

The first 100 minutes are billed at a 50% discount (half the price specified
in the tariff), the next 100 minutes are billed at a 20% discount, and
thereafter all calls receive a 10% discount.

The discount is defined as 0..100 - 100%
The first 100 minutes are free; all minutes above that are billed at the tariff
rate.

Discount type - Amount, USD. The tariff rate for the given destination is
a flat 0.5 USD per minute.

The discount is defined as 0..10.00 - 0%; 10.00..20.00 - 10%;
20.00..unlimited - 20%

When the customer begins making calls, each call is charged according at
the normal rate until the total charged amount exceeds $10.00. After that,
the customer is given a 10% discount on calls.

NOTE: Let’s look at a situation in which a customer’s balance is $10.00 (and the
volume discount counter is also $10.00). The customer makes a 30-minute call, and
the tariff rate is $0.20/min. The call is charged as 30 * 0.20 — 10% = $5.40, and this
value is stored in the CDR for the call. Thus the customer’s balance will be modified by
$5.40, to become 15.40. At the same time, the volume discount counter will go up by
the amount without the discount. Thus the counter will go up by $6, to become
$16.00.
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Subscription Plans

Subscription plans enable automation of recurring non-call related charges
applied to your customers: for instance, basic monthly fees or fees for
additional services such as voicemail or hardware rental.

[i] [ Subscription Plan Management ©

» | [ Add | ® Close P Logout | B Log
Managed By Search
ave v
Name Currency Managed By Description Delete

Call Display USD  Administrator only Firstmonth FREE ¥
Follow-me TS0 Administrator only Follow-me service
Friends & Family Plan  U3D  Administrator only Friends & Family Plan
Meighborhood FPlan UsD  Administrator only Meighborhood Flan
Travellers Plus UsSD  Administrator only Travellers Plus Iz‘
Yoice Mail TSD  Administrator only Voice Mail - 1 FREE month Iz‘

Use the main Subscription Plan Management screen to list all existing

plans.

Add/Edit a Subscription Plan

To add a new subscription plan to the system, select Add to go to the
subscription plan creation screen. An existing subscription plan can be
edited by clicking on its name in the list.

M B B G E

Add Subscription Plan

i save

o Save & Close

& Close ) Logout

Name

[Traveller's Plus

Currency |USD - U3 Dollar

Managed By |Administ.rat.nr only

General Info | Periodic Fees

Imvaice Line Description
Subscription |5 Activated
Activation Fee

Minirum Subscription Period
Early Cancellation Penalty
Subscription Charges Applied

Round Charged Amount

[Traveller's Plus

¥

|Upon the accownt's first usage

Months
vep-

|4t the end of the billing periad ¥

RRERR.RRO00 -/ [

Field Description
Name The logical name of the subscription plan object.
Managed By | By default — administrator only. The plan can be
assigned to a reseller (Managed by NNN) so that it is
manageable from the Customer Self-Provisioning web
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interface.

Currency

Indicates which currency is used for billing calculations.
All fee amounts in the plan are to be defined in this
currency. A subscription plan can only be assigned to
customers, accounts and products using the same
currency.

General Info tab

Field Description
Invoice Line | The subscription plan name as the end-user will see it
Description | on the invoice.
Subscription | Specifies from which date subscription charges will

Is Activated

apply:
e At the given start date — the first billed day is the
subscription start date.
e At the account’s first usage — charges are applied
only from the later of the subscription start date
or the account first usage date.

Activation A one-time fee applied when the subscription is
Fee activated.

Minimum Time interval (in months) during which the subscription
Subscription | must remain uninterrupted so as to avoid penalties.
Period

Early A one-time fee applied if the subscription is cancelled
Cancellation | carlier than the minimum subscription period.

Penalty

Subscription | Defines the way subscription charges are applied to a
Charges customer’s account:

Applied e At the end of the billing period - The customer

is charged the full subscription fee at the end of
the billing period.

e DProgressively - A prorated service charge is
applied on a day-by-day basis, depending on the
time the service was used during this period. For
example, if the monthly subscription fee is
$9.99, a progressive charge of $0.33 will be
made daily, so that on the 10" day the
subscription charges will total $3.33.

e In advance - Subscription charges are applied in
a such way that when a billing period is closed,
the customer is charged for N consecutive
billing periods following the current one. For
instance, if N is set to 2, and the customer has a
monthly billing period, subscription charges for
May and June will be made when the April
billing period is closed.
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Periods In
Advance

Only available for subscription plans charged in
advance; specifies for how many periods advance
charges should be made.

Round
Charged

A pattern that defines the rounding of the amount
charged for a billing period (e.g. when the monthly

Amount subscription amount is $10.00, but the service was only
used for 10 days, it is desirable to round the applicable
charge of $3.33333). This pattern takes the form
XXX000. An X (to the left) means that the digit(s) in
this position will be left unchanged, while a zero (to the
right) means that this position will be rounded. For
example, XXXXX.XX000 means that the amount will
be rounded up to two decimal places, so that 1.2345
becomes 1.24. Note that rounding is always done
upwards.

An extended description of this subscription plan.

Description

Periodic Fees tab

In this tab you may define recurring fees which are applied to your
customers while a subscription is active, as well as special promotion
periods. The rate structure is organized as a table, where columns define
the rates for different billing periods, and table rows specify the rates for
different phases of the customer’s lifetime. The table of periodic fees
must include at least one row (marked Default Rate) which specifies the
normal rates applied by default. If you wish to define a special promotion
(e.g. a reduced rate for the first three months), you may insert an extra
row into the table to cover this period.

Gl @M Edit 'Traveller's Plus' Subscription Plan

» | [# add | [@ save | [d Save & Close | ® Close Bl Logout B Log

Name Traveller's Plus Currency LUSD

Managed By Administrator only

General Info | Periodic Fees

Monthly Billing Bi-weekly Billing Weekly Billing Daily Billing

Edit UpiDown Default/promotional rate Delete
N Fee, USD* N* Fee, USD " N Fee, USD " N* Fee, USD ™

El & First N billing periods 1 0 2 0 4 0 30 0 %

lE‘ = Following N billing periods & 499 12 289 26 1.36 180 025 lz‘

IE‘ Default Rate unlimited  9.99 unlimited  5.49 unlimited  2.99 unlimited  0.49

Monthly Billing Bi-weekly Billing Weekly Billing Daily Billing
1 month{s): 0uUsD 1.2 bi-week(s): 0uUsD 1.4 weekis): 0 USD 1.30 day(s). 0uUsD

2.7 month(s). 4.99 USD 3.14 bi-week(s). 2.89 USD 5.30 week(s). 1.36 USD 31.210 day(s): 0.25 USD

S.unlimited:  9.99 USD 15 unlimited:  5.48 USD 31.unlimited: 2.99 USD 211.unlimited: 0.49 USD
Field Description
Default/Promotional | Specifies whether this is a rate which applies for a
rate certain initial period, which rate which follows it
(additional promotion), or if it is a default rate.
N Promotion span — the number of billing periods
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covered by this fee.

Fee Amount of the fee.

After you have edited a specific row, click Il Save to confirm that you
have finished editing this row. (You still need to save the whole form —
use bl Save in the toolbar for this.)

S ,. For your convenience, the periodic fee table in Edit mode provides auto-
population of the fields:

e If you type a value in one of the span (N) columns, a re-calculated
value will be entered automatically in all other empty columns. For
instance, say you plan to define a special promotion for the first
month. If you type 1 in the N column under the Monthly billing
period, the N columns for Bi-Weekly, Weekly and Daily billing
periods will be automatically filled with 2, 4 and 30 respectively.

e If you type a value in one of the Fee columns, a re-calculated
value will be entered automatically in all other empty columns. For
instance, when defining a special promotion for the first month as
mentioned above, if you type 9.99 in the Fee column under the
Monthly billing period, the Fee columns for Bi-Weekly, Weekly
and Daily billing periods will be automatically filled with 4.995,
2.331 and 0.333 respectively.

Also, below the table in which you enter periodic fees you may see
another table providing an extended explanation of the fee structure.

Products

A product is a combination of services that you provide to a customer for
a price. For example, you decide to sell calling cards with 10 cents/minute
calls to the Czech Republic for calls to a local access number in New
York, and 15 cents/minute + 50-cent connection fee for calls to a toll-
free line. In this case, your product will include two types of service:

e access via the local New York number, and

® access via the toll-free line,
with price parameters associated with each service.

Accessibility is the main component of a product definition. It specifies
where your customers are allowed to use a service and how they should
be charged for it. Accessibility allows you to specify the following
parameters which define an access point:
1. The type of service provided.
2. The node on which the service is used. What exactly does “node”
mean in this context? If, for example, a customer calls to gateway
A, enters his PIN, and makes an outgoing call which is terminated

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com 105



PORTA 4 Billing100° Adjusting Billing Parameters

on gateway B, is he using a service on node A, node B, or both?
The correct answer is that the service is regarded as having been
provided at the point where authorization was performed. In this
example, since PIN authorization is performed on node A, it is
node A which must be listed in the accessibility.

3. Identification of the access code (method) on that node. This
parameter allows you to use different rate plans for the same
service. For example, you may choose a rate plan according to the
PSTN access number (local or toll-free) that the customer has
dialed. Or you may use different rate plans for outgoing, incoming
and forwarded calls in your IP calls service. (While for services
such as prepaid cards the access code is a number, for other
services any string may be used, so long as it is one provided by
the application handling the call).

4. Originating line information (this is applicable only to the voice
call service, where the call originates on the PSTN network). You
can separate accessibility entries based on originating line
information (e.g. whether the call was made from a home phone
or a pay phone). Make sure your telecom provider supplies you
with this information in the call setup.

o} G H Add Product
> e Save | ® Close Objects H Logout
Product Name [EssyCall | currency

1By Administrator only ¥
General Info ‘ Maintenance Fee |

Breakags I

Overdraft Protection |Debit. sccoumcs only v|

Account Defaut ACL | kecount sslf-cars ~|

Default Discount Flan |Hone v

Info LIRL [

Description

The basic information for defining a product is as follows:

Field Description
Product The logical designation of the product.
Name
Currency The currency in which the product will be maintained.
To edit a currency, delete all accessibility entries for this
product.

Managed By | Administrator only (default) means that this product
will be used for your direct customers and is accessible
only to your administrators. Select a PortaBilling reseller
to assign this product for use by a particular reseller.
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Breakage This value should be set by the administrator based on
the currency and minimum price per minute. It is used
in Account Management to obtain a summary of
“depleted” (practically unusable) accounts.

How it works: An account user could have a very small
balance, e.g. 0.015. This is not enough to make calls to
most destinations, except perhaps calls to technical
support and certain local calls. Thus, even though the
account’s balance is not yet zero, the account is basically
unusable (and the customer will probably never use it).
The administrator is interested in how many accounts
are in this state, i.e. how many accounts are depleted.

Overdraft e None — When the locking of funds is requested,
Protection this will be done separately for each session, and
will not affect other sessions; so, effectively,
there will be no “locked” funds. This method
provides backward compatibility with “Fraud
Protection Off” mode in previous releases. For
obvious reasons, it is not recommended for
general use.

e Debit accounts only — Fund locking is done
only for debit accounts. This is identical to
PortaBilling’s default behavior in Maintenance
Release 18 and older.

e All accounts — Fund locking is done for all
account types.

Account Which ACL should be assigned to new accounts created
Default ACL | with this product.

Default Which Discount Plan will be used with all the product’s
Discount accounts by default.

Plan

Info URL URL to an external website describing product features.

Customers can access it by clicking on the Product
Info link in the main menu of their self-care interface.
Description | Product description.

Maintenance Fee

In most cases, you will use subscription plans rather than maintenance fees to apply
periodic charges to your customers.
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[HN=] Add Product ! ‘ ‘
» | [ save | ® Close I Logout
Product Name |smartcall Prepaid |*  currency [usp - Us Dollar ~|
Fee 0.05
€l Effective From [mmadistely |"
(Y¥YY-MM-DD) t

Field Description
Period Defines how often to apply the maintenance fee. The
maintenance fee will be charged on the first day after an
account is used for the first time, or on the date
specified in the Maintenance Charging option, and
thereafter according to a specified period, e.g. every
week.
Fee Only defined when a maintenance period is set; the
amount to charge any account using this product
according to the schedule defined by the maintenance
period.
Effective Defines when the maintenance fee starts to be applied.
From

Product Accessibility

Accessibility defines where users of this product can use the service, and
how they will be charged for it.

Tariff per Access Point

By default, you define different ways of charging for your service based
on the way the service is accessed (a combination of parameters such as
node, access code, etc.). For example, when a user calls your gateway via a
toll-free access number, a different (more expensive) tariff will be applied
than if he were calling via a local access number.

el il M Edit Product 'TalkPlus - prepaid card" ©

» [# Add | [d Save | gl Save & Close | % Close Rate Lookup | [E Clone Dbjects B Logout | B Log

Product Name |Ta\kPIus - prepaid card Currency USD

Managed By  Administrator only

| General Info | Maintenance | Online Signup | Accessibility | Subscriptions | Service Features | Motepad ‘

Flease define at least one accessihility entry
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[l 4 Add Accessibility to Product 'TalkPlus - prepaid card' ©

> e save | [l Save & Close | & Close Objects bf] Logout
n
m Product Currency  USD
n
n
m Senvice [veice calls v Node [Cisco-cW-La-01 v
B pAccess Code [18005557878 | Info Digits [ amy v
n
n
B Authorization Chunk I:l UsD
n
n
m Default Tariff * iTalkPlus - premium rates
n
v
ey [l M Edit Product 'TalkPlus - prepaid card" ©
" [# Add | [d Save | [g] Save & Close | ® Close Rate Lookup | [E Clone Objects B Logout | B Log
Product Name |TaIkPIus - prepaid card |x Currency USD

Managed By  Administrator only

| General Info | Maintenance | Online Signup | Accessibility | Subscriptions | Service Features | Motepad |

Voice Calls

Edit Hode Access Code Info Digits Routing/Rating Delete
IE‘ Cigco-GWi-LA-01 18005557878 AR ANY — TalkPlus - premium rates Iz‘
lE‘ Cisco-GiW-1A-01 120255590590 AN ANY — TalkPlus - standard rates |3|

NOTE: The Accessibility tab is invisible in Add New mode, and will appear only when
editing an existing product.

To add a new Accessibility entry:

1. Click the 21 Add button to access the Add Accessibility screen.

2. Choose a Service.

3. Choose a Node where the service will be provided.

4. Type in the Access Code value (if required) and select the
appropriate value from the Info Digits menu.

5. In the Default Tariff drop-down list, you can choose a specific
tariff that should applied to the customer.
For the Voice Calls service, you can also choose the special entry
Assign Tariff per Routing Plan, in order to define additional
tariff — routing plan combinations. A specific tariff will be applied
based on which routing plan was used for a particular call.

6. Click the el Save button.

Assign Tariffs per Routing Plan

For a voice call service, you can also choose to apply a different tariff
based on which routing plan (i.e. which set of vendors — cheaper or more
expensive ones) was used to terminate the call to the PSTN network.
Thus if a customer chooses to use premium routes, he will be charged
more, while if he uses a routing plan that includes low-cost carriers, he
will be charged less.
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[ @& (= Add Accessibility to Product "EasyCall’

> el Save | [gl Save & Close | 3 Close Objects M) Logout

Product Currency ~ USD

Service [voice calls v Node [Partastr ~|
Access Code | | Info Digits \ ANY ~ |
Authorization Chunk [ |usD
Default Tariff * H

Assign Tariff per Douting Dlan <. am

FasyCall

Petail - cheap routes

Retail - premium

I [H | Add Accessibility to Product "EasyCall’
13 [l Save | [l Save & Close | @ Close Objects B Logout
n
® product Currency ~ LISD
n
n
" Seniice [woice calls v Node [Porcastr >
n
m Access Code [ | Info Digits [anry v
n
u " "
w AuthorizationChunk | |usD
n
: Default Tariff * ihssign Tariff per Bouting Pla
n
. Click"Bave” 10 enable adding routing plans and tarifs
n
m Edit Routing Plan Tariff Delete
n
= |

P Logout
Product Cul
: The list of Routing Plans will be populated with default routing plans of accounts that have
Senice this product assigned. Please select a tariff for those routing plans. You will be able to M
Access Coc change it Iater. =
Tariff | zasyraly ~|
Authorizatic
| [ ok ][ cancel |
Default Tari
Click "Save" to enable adding routing plans and tariffs.
Edit Routing Plan Tariff Delete

Switching from the “simple” use of one tariff for outgoing calls,
regardless of the routing plan, is a step that requires attention to detail.
You are already able to assign any routing plan to any customer; and in
MR19 all accounts will automatically be assigned the same routing plan
that was previously assigned to their customer. If the administrator now
reconfigures the product to use “tariff per routing plan”, but does not
take into consideration that some customers had a particular routing plan
assigned to them, and thus omits that routing plan from the accessibility,
an unpleasant situation may arise. Now when a customer with an account
whose routing plan has been omitted tries to make a phone call without
specifying a selection code, the call will be rejected, since the product’s
accessibility effectively says: “We don’t want customers of this product to
use this routing plan!”. In order to prevent this happening through an
operator error, PortaBilling pre-populates the table for routing plan/tariff
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mapping with all the routing plans currently assigned to accounts of this
product. You then have a clear overview of all the routing plans that are
being used, and can decide which tariff should be applied to each of them.

o) [ M Edit Accessibility of Product 'EasycCall'

» | @ Add | @ Save | [ol Save & Close | & Close Objects ¥ Logout | B Log

Product Currency UsD
Senvice woice Calls Node [ Poxtaszr ~|
Access Code [ Info Digits | axre ~|
Awthorization Chwmk | |UsD
Default Tariff * ‘Assign Tariff per Routing ¥

Edit Routing Plan Tariff Delete

| Il |
El Al Aailable Routes EasvCal [*
EL Cheap EasyCall IE‘

[ M Edit Accessibility of Product 'EasyCall'

b [ M Edit Accessibility of Product 'EasyCall'’ =
[ [ Add | @ Save | [glgSave & Close | @ Close Objects o) Logout | B Log
Ld
*
Product Currency ~ USD 0’
‘0
Senvice voice Calls 0. Node [Portag1r ~|
Access Code [ * | Info Digits [ aary v
*
‘0
Authorization Chunk l:lUSD 0‘
’A
Default Tariff * [assign Tarifs per Routing g
.0
Edit Routing Plan * o Tariff Delete
= M pe—" v [Fasycall  emll ]| [
I Easylall
E: All Available Routes e ——— IE‘
Eh Cheap Retail - premium E
[
u

3 [# Add | & Save | [ Save& Close | @ Close Objects Pl Logout | B Log

Product Currency ~ USD
Service Vaice Calls Node [partaste |
Access Code [ Info Digits [ are v
AuthorizationChunk [ |usD
Default Tariff * |4ss19n Tariff per Pouting v

Edit Routing Plan Tariff Delete

\ Il ]
= Al gwailable Routes EasyCal &
IE‘ Cheap Retail - cheap routes E‘

To edit the Accessibility list:
1. Click the (=] (Edit) button
2.
down lists

Type in the Access Code value, if any
Click the kel Save button

&
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Subscriptions

This tab allows you to define a list of subscription plans which are
mandatory for this product, so that these subscriptions will be
automatically applied to every account to which this product will be
assigned.

MEEGHA

Edit "SmartCall Prepaid' Product

» | B Add | | Save | [gl Save & Close

® Close Rate Lookup M Logout B Log

Product Name |smartCall Prepaid .

Currency LUSD

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com

Managed By Adminisirator only

| General Info ‘ Maintenance Fee ‘ online Signup ‘ Accessibility | Subscriptions | Notepad |

Edit Subscription Delete
ol |smerccall subseriptio [
Traveller's Plus |

NOTE: The Subscriptions tab is invisible in Add New mode, and will appear only when
editing an existing product.

To add a new Subscription entry:
1. click the B Add button
2. choose a subscription plan from the drop-down lists
3. click the bdl Save button

Online Signup

Online signup allows automated creation of accounts (and customers, if
necessary) when an end-user fills in a subscription form and payment card
information and then, having successfully completed the subscription
process, receives the credentials necessary to make phone calls.

M B E G A

> | @ Save | [& Save & Close | & Close Rate Lookup

Edit "SmartCall Prepaid' Product

) Logout B Log

Product Name [SrartCall Prapaid :

Managed By  Adrinistrator only

Currency USD

| General Info ‘ Maintenance Fee ‘ Online Signup ‘ Accessibility | Subscriptions | Notepad |

HTTF. [hetpst//demo. portaone. camy subscribe. trnl |

Validation Madule | |

Gontinue URL  [https://demea.partaane com/finalize_sianup. html ]

Numerous online signup frontends can be developed using a combination
of the “HTTP_REFERER” and “Validation Module” fields.

Read about “How to configure online web signup” in the PortaBilling
Administrator Guide.

Service Features

You can define the default values of service attributes for all accounts
which this product will be assigned to (naturally, you can override them at
the account level later on).
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Edit 'SmartCall Prepaid' Product
® Close 0Objects

Rate Lookup Clone F) Logout

Product Name |srmartcall Prepaid | currency usD

Managed By  Administrator only

| General Info | Maintenance | Online Signup ‘ Accessibility ‘ Subscriptions | Motepad ‘ Service Features

Service Type Speed Limit | Tes 5

voice Calls R Rate
\ncnm.ing Calls TX Rate
Outgning Calls

WiLFi

Clone Product

Product configuration is an important step, since you need to specify all
the accessibility entries properly in order to ensure the correct
functionality. To minimize the amount of work required to create new
products, PortaBilling100 allows you to create them as clones of existing
ones. In this case, PortaBilling100 will copy all the tariffs used in an old
product and generate a replica of it. The new product will have exactly the
same accessibility entries, except that they will now refer to the newly
created tariffs.

Administrators can clone all existing products within the environment,
while resellers are limited to cloning only those products they have access
to. Any modifications in the newly created product will not affect tariff or
rate data configuration within the old product.

To clone a specific product, click the Clone button in the toolbar on
the Edit Product page. Give the new product a name, then click the el
Save button.

G Edit 'SIP accounts' Product
> [ Ssave | [l Save & Close | & Close Rate Lookup | [E Clone Pl Logout | B Log
. l‘
Product Name [SIP sccounts | Currency USD “
Managed By  Administrator only “
*
General Info | Maintenance | Online Signup | Accessibility ‘ subscriptions | MNotepad ‘
Account Defaull ACL | sccouns self-care v
Default Discaunt Plan | Fone -
Info URL [
Description

G M Clone "SIP accounts' Product

- el Save | [l Save & Close | ® Close ) Logout

Name " [S1P accounts (cloned)
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NOTE: Cloning may take a significant amount of time, depending on the amount of
data involved. The new product will appear in the product list only after the cloning is
complete.

Vendor Management

Vendors are your service providers, e.g. termination partners or incoming
toll-free line providers. Every time a call travels from your network to a
vendor (via telephony or VolIP) there is a cost associated with it, and at
this point PortaBilling will charge the account and customer for the call,
as well as calculate your termination costs.

On the Vendor Management screen, you can view a list of all registered
vendors. This list provides the following information and activities:

G M Vendor Management
[ Add | ® Close Objects P Logout | B Log
Search
| Czearch |
xDRs Hame Connections Currency Balance E-mail Delete
(2] Arbinet 2 UsSD  0.00000
[©] iBasis BN UsSp  0.00000
8] sIP-to-SIP calls 1 UsSD  0.00000
[B] woxbone 1 UsSp  0.00000
Column Description
xDRs Click the View (@) icon to go to the xDR view page for
this vendor.
Name The vendor’s name.

Connections | Click the connections icon to be taken to the
connections management page for this vendor. The
number next to the icon shows the number of
connections defined for this vendor.

Read more in the Connections section below.

Currency The currency in which the vendor’s account is
maintained and paid.

Balance The vendot’s current balance.

E-mail E-mail contact for the given vendor.

Delete Click the delete (EI) icon to remove the vendor. The

delete button will only appear if there are no xDRs or
connections defined for the vendor.
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Add/Edit Vendor

G M Add Vendor
> [ save | [gl Save & Close | & Close F Logout
Vendor Name ‘X-Telecom N Currency

Address Info | Additional Info | User Interface |

Company Mame | | Comtact | ]
wws. Prone
e [ w[ ] | fe [ ]
Last Name ] Atphone | ]
Address 11 Broadway, #710 At Contact [ ]

E-mail billing@x-telecorn. net

Province/State
Postal Code

oty
CountryiRegion

The Add Vendor page allows definition of a new client entity within
PortaBilling. The information required is split into two tabbed sections:
Address Info and Additional Info. The Edit Vendor page also contains
the Notepad tab for making notes. The following information is required
at the top of the form:

Field Description
Vendor Name | Defines the vendor name as it will appear within the
PortaBilling system. This is distinct from the
Company Name field in the Address Info tab.

Currency A currency must be specified by selecting it from the
drop-down list of available currencies.

Opening The starting balance for the vendor.

Balance

The information in all the other tabs is optional, and need not be specified
when creating a vendor.

Maintenance

The Maintenance tab allows the administrator to correct a vendot’s
balance.

Field Description
Action Manual charge: Use this transaction to adjust
the vendot’s balance in case of non-call related
charges from the vendor. For instance, if the
vendor is charging you for an equipment
purchase.
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Manual refund: Use this transaction if you
have received credit to your account. For
instance, if you complained about the vendor’s
service quality and have agreed for certain
funds to be credited toward future services.

Amount Amount to charge/refund.

Visible comment A comment on this transaction visible to the
vendor in the xDR browset.

Internal comment An internal comment on this transaction; not
visible in the xXDR browser, and only accessible
directly from the database.

Additional Info

Field Description

Billing Period | Defines the frequency of invoicing for this vendor.

Offset Balance | Defines the customer for automatically offsetting the
with Customer | vendor’s balance (if this vendor also sends you traffic,
1.e. he is also your customer). You may only choose a
reseller or retail customer defined with the same

currency.

Minimum When the balance reaches the threshold value, the
Amount to current vendor’s balance will be applied as credit to
Offset the chosen customer and reduced to zero. xDR

records for both the vendor and the customer will be
created for this transaction.

User Interface

The User Interface tab content is identical to that described in the User
Interface subsection of the User Management section of this guide.

Accounts

When you send traffic to the vendor’s network, both parties are interested
in securing the connection so that no one else can send traffic to the
vendor, as this would then be billed to your account. When using SIP, it is
possible to do this in a very convenient and secure way: by using digest
authentication. In this case, the vendor will provide you with a
username/password, which will be used to authorize every outgoing call
from your network to this vendor. Here you can enter information about
such accounts, so that they can be provided automatically by billing to the
SIP server.
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(=] Edit Vendor

» [# Add | [ save | [o Save &Close | ® Close | B =DRs | 30 Connections Pl Logout | B Log

Vendor Name “ Opening Balance 0.00000 USD

Balance 18.68368 USD

| Address Info | Maintenance | Additional Info ‘ User Intetface | Accounts ‘ Motepad |

Edit Hame * Login * Password Delete
\ Ml ] |
El Jim Turmer jirmvoip s [¥]
= Paul Allat pallot s ™=

Definitions

Network

VoIP network - one or more VolP entities that belong to a
single operator.

Connection
Point of change of network ownership. Defined as a set of

physical and logical parameters i.e. IP, Port, Timeslot, Call Type,
Call Direction, etc.

Operator A | Operator B

Cost A ' Revenue B

Cost A = Revenue B

Operator

Network owner. Responsible for internetworking and wholesale
in its network.

A connection defines the point where a call travels between the networks
of two operators, one of whom is a PortaBilling owner. At this point, we
will create an xDR for the vendor (the other operator) describing our

costs. Also, if this was an outgoing call, we will create xDRs for both the
account and the customer.
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You can access connection information directly from the main menu. In
this case, all connections defined in the system will be displayed.

Connection Management

» | & Close Objects Ml Logout | B Log
Vendor Service Type Type Search
Y v |[voice cal1s v | v [ | Csearch |
Description Vendor Service Type Type IPMode{Port) Transl. Rule Outgoing Rule CLITransl. Rule CLD {dnis) Tariff Delete
Arbingt Arbinat Voice Calls  VolP toVendor 4567 Arbingt |E|
Arhinet2  Arbinet Yoice Calls  VolP to Vendor 5.7.8.9 S 2345630, SM1 234568, Arhinet |E|
ihasis iBasis Voice Calls  VolP to Vendar  114.5.6.90 iBasis termination |z|
sip2sip SIP-10-SIP calls Voice Calls  YolP to Vendor - SIP-UA SIP-to-SIP calls Iz‘
voxbone  Voxhone Yoice Calls  VoIP from Yendor PortaSIiP YoxBone DIDs Iz‘

Alternatively, you can access a list of connections for a particular vendor.
To do so, click the |75 icon next to the vendor name in the vendor list, or
click >3] Connections in the toolbar on the vendor info screen.

Vendor Management

* | @ add | @ Close Dbjects P Logout | B Log
Search
—

xDRs  Hame  Connections Currency Balance E-mail Delete

(D] Arinet UsD  0.00000

] iBasis ?‘ usp 000000

O] SIP-to-SIP calls 1@ USD  0.00000

(D] vorhone 1 USD  0.00000

2] %Telecom o

.
.
® UsD 000000 hiling@ctelecomnet [%]
.
.

\J

G M 'Arbinet’ Connection Management
> @ Add | ® Close Objects PH Logout | B Log
Service Type Type Search
Voice falls v | amv | | Cezareh )
Description Service Type Type IPHode(Port) Transl. Rule Outgoing Rule CLI Transl. Rule CLD (dnis) Tariff Delete
Atbinet woice Galls VoIP to Vendor 4.5.6.7 Arbinet %]
Arbinet 2 Woice Calls VolP to Vendor 5.7.8.9 S 234560, S 234569, Arbinet |z|

To edit a connection, simply click on the connection description in the
table. To add a new connection, first go to the list of connections for a
specific vendor, then select 2 Add.
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M B B G

Add Connection for "X-Telecom’

» [ save | [o Save & Close

® Close objects Pl Logout | Bl Log

CLI Translation Rule I:l

Description [%-Telecom termination 8
Service Type | Voice Calls |
Type | PETH to Vendor ~|®

port
coypn |
Hide CLI Mode
Translation Rule
Y

Field

Description

Description

A logical description of the connection.

Service Type

The type of service this connection is used to transport
(voice calls, Internet connectivity, etc.).

NOTE: While services are used to represent and bill your
customers’ activities to them, you use service types to define a
connection, since in this case it is important to know what actual
(physical) service was provided.

The type of this connection. The available types depend
on the service type chosen above. For the Voice Calls
service, the applicable types are:

PSTN from Vendor - Vendor-related expenses
for delivering calls from your customers to your
network (e.g. toll-free lines) via a PSTN trunk to
your gateway.

VoIP from Vendor - Vendor-related expenses
for delivering calls from your customers to your
network (e.g. foreign DIDs) via VoIP to your
SIP server.

PSTN to Vendor - Your expenses for
terminating calls on a vendor’s network via a
PSTN trunk on your gateway.

VoIP to Vendor - Your expenses for
terminating calls on a vendor’s network by
sending them over an IP network to his gateway
Of Proxy.

Other available fields on the Add Connection form vary depending on
the service type and type of connection chosen.
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Connections with Voice Calls Service Type and PSTN

Type

Add Connection for "X-Telecom'

MEBE G E

e Save | [g] Save & Close | ® Close Objects

P Logout

Description |s-Telecom termination ©
Service Type | Voice Calls |
Type | PSTH to Vendor v =

Fort
Taritt

1SDN 0%
H-Telecom
Capacity [20
Hide CLI Mode
Tranglation Rule
Outgoing Rule I:l
CUTranslatonRule [ |FA@]

Field

Description

Node

Name of the node used for this connection. Not
available for “VolP to Vendor” connections.

Port

Only on PSTN-related connections. The specified port
for PSTN origination or termination. The port can be
set using wildcards:

» 2 - match any symbol

‘%’ - match any sequence of symbols

The wildcard symbols ¥’ and ‘?* should not be used.

Tariff

The tariff used to calculate the cost of terminating calls
via this connection.

Capacity

The number of simultaneous sessions this connection
can support. This parameter is only used to correctly
scale the load graph for the connection, and not for
actual call handling — this is done by the gateway itself.

The following

column is only available for “PSTIN from 1V endor” connections:

CLD

Specifies the access number the customer dialed in
order to reach your network.

Info Digits

Info Digits is ISDN Originating Line Information sent
by the gateway, which allows accounts to be billed
depending on where the call is originated from. Simply
associate the corresponding tariff with any OLI in
Accessibility.

Please note that the gateway should be configured to
support OLL

The followin

column is only available for “PS'TIN to 1Vendor” connections:

Hide CLI
Mode

Describes how outgoing calls for which privacy has
been requested by the caller should be displayed to the
vendot.

Clear caller info — PortaSwitch will remove all
information about the caller from the call
initiation info sent to the vendor.
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Use private headers — The outgoing call
initiation request will contain special flags
requesting the vendor to hide the caller
information from the call recipient.

Translation
Rule

Rule applied to convert a number from a vendor-
specific format into the unified format used in billing.

Click the wizard icon to launch the Dialing Rules

wizard; click the test icon to pop up the Test Rule
window.

Outgoing
Rule

If necessary, a received number can be modified before
sending it to the vendor (for example, if a tech prefix is
required). This is only applicable if the node which
routes the call retrieves routing information from
PortaBilling (e.g. PortaSIP or MVTS). This will be filled
in automatically if you use the Dialing Rules wizard.

CLI
Translation
Rule

Translates the CLI (ANI) to a vendor-specific format
when routing a call to the vendor’s network.

Connections with Voice Calls Service Type and VolP

Type

MEE LM

Add Connection for "iBasis'

> @ save | [gl Save & Close | ® Close

Description | Termination to iBasis |~ Type [voIr to Vendor v

Service Type |Voice Calls & -

General Info

Routing Protocol

Hew criteria

Routing Criteria

Remnote IP 192.168.0.100

3 |
=] T
&
3
I
5]
@
o
< < E <

RTF Proyying Optimal
Tariff Vendor tariff
Capacity o
Hide CLI Maode Clear caller infa
T—
Translation Rule
Outgaing Rule
CU TranslatonRue [ ]
Field \ Description
The following column is only available for “V 0IP to Vendor” connections:
Routing Defines what routing criteria will be applied to this
Criteria connection.
Remote IP IP of the remote gateway. The value in this field should

take one of the following forms:

e An IP address, e.g. 23.45.67.89
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This is required if the remote gateway uses a
port different from the standard one.

e Special keywords ANY or SIP-UA

e Prefix with IP address and port, in the form

PREFIX:<prefix>[@[<gwname>/]<ip>[:<por
t>]]; e.g. PREFIX:1234@1.2.3.4:5061;
Such a combination of prefix-based and IP-
based connection is used for both prefix-based
billing and routing. This may happen if the same
gateway without Radius capability is used to
terminate calls to several vendors.

RTP Describes the NAT traversal capabilities of the remote

Proxying gateway:

e Direct - RTP stream should be sent directly to
this node; RTP proxy should not be used.

e Optimal - This node is capable of NAT
traversal; no RTP proxying is required unless
specifically requested.

e OnNat - This node is not capable of NAT
traversal; engage RTP proxy if the other party is
behind NAT.

e Always - When sending a call to this node,
always engage RTP proxy, so that no media
stream goes to it directly.

Tariff The tariff used to calculate the cost of terminating calls
via this connection.
Capacity The number of simultaneous sessions the connection

can support. This parameter is used only to correctly
scale the load graph for the connection, and not for
actual call handling — this is done by the gateway itself.
Hide CLI Describes how outgoing calls for which the caller has
Mode requested privacy are to be displayed to the vendor.

e (lear caller info — PortaSwitch will remove all
information about the caller from the call
initiation info sent to the vendot.

e Use private headers — The outgoing call
initiation request will contain special flags
requesting the vendor to hide the caller
information from the call recipient.

Vendor Defines which username/password should be used for
Account authotization of calls via this connection.

Translation Rule applied to convert a number from a vendor-
Rule specific format into the unified format used in billing.

Click the wizard icon to launch the Dialing Rules

wizard; click the test icon £ to pop up the Test Rule
window.
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Outgoing If necessary, a received number can be modified before
Rule sending it to the vendor (e.g. if a tech prefix is required).
This only applies if the node which routes the call
retrieves routing information from PortaBilling (e.g.
PortaSIP or MVTS). This will be filled in automatically
if you use the Dialing Rules wizard.

CLI Translates the CLI (ANI) to a vendor-specific format
Translation | when routing a call to the vendor’s network.
Rule

The following two columns are visible only if you are using multiple
protocols in your system and have the ShowConnectionProtocol feature
enabled. By default this option is turned off, and every connection is
assumed to be SIP-capable only.

Field Description
H323 Check if this connection is capable of handling H323
calls.
SIP Check if this connection is capable of handling SIP calls.

Connection Load

PortaBilling automatically updates load graphs based on the number of
calls going through a connection. To access the load graph for a specific
connection, open the connection details page and click the il Load icon
in the toolbar.

Customer Classes

A customer class is a definition of various properties (e.g. invoice terms)
which can be easily applied to a large number of customers.

On the Customer Class Management screen, you can view a list of all
currently defined classes. This list provides the following information:

[i] M Customer Class Management

» | @ Add | ® Close P Logout B Log
Managed by Search
e ¥
Name Managed by Description Delete
Enterprise Administrator only Enterprise Customer Class

European Union Administrator only European Union Customer Class Iz‘
Morth American  Administrator only Morth American Customer Class

Retail Administrator only Retail Customer Class Iz‘
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Column Description
Name The name of a specific customer class
Managed by | Administrator only (default) means that this class will
be used for your direct customers, and is accessible only
to your administrators. Select a PortaBilling reseller to
assign this class for use by a particular reseller.
Description | A logical description of this customer class.

Add/Edit Customer Class

The Add Customer Class page allows you to define a new customer class
within PortaBilling.

Add Customer Class

# Close Objects ] Logout

Name [Retail 1P

Managed by | Administrator only

Inwice Termp

Terms

Invoice Grace

Closing Tirme

Billing Petiod

Desctiption

General Info | Taxation

Send Statistics

Send Invoices

Inwoice Notification Intervals
Invoice Re-send Intervals
Re-collect Intervals
Suspension Time

Suspension Warning Time

Charge Credit Card When The

‘ Summary Only v ‘

late ‘Bas1c invoice (with call details v‘

‘Due on receipt - ‘

[10.5.3

Period

| Days

5 | Days

1

Days
Days
Days

| Days

Is Clogsed

For our retail customers,
using SIF services

The following parameters are available:

Field Description
Name Name of the specific customer class.
Managed by Administrator only (default) means that this class

will be used for your direct customers, and is
accessible only to your administrators. Select a
PortaBilling reseller to assign this class for use by a
particular reseller.

The following specifies various parameters to be assigned by defanlt to customers within

this customer class:

Send Statistics

Defines what kind of xDR statistics should be
delivered to the customer by email:

Full Statistics — Send a CSV file with a
complete list of xDRs.
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e Summary Only — Do not send a full list of
xDRs, only a brief summary.

e Do Not Send — Do not send any statistics by

email.
For more details see Additional Info in the Add/ Edit
Customer section.
Invoice Choose either “Do not create invoice” (in this case
Template no invoices will be created, only CSV xDR statistics)

or a particular invoice template.

Terms Description of the invoice terms for a customer to be
printed on the invoice.

Send Invoices | Defines whether a PDF copy of the invoice should
automatically be sent to the customer when a new
invoice is created.

Invoice Grace | Invoice terms, ie. how many days after invoice

Period generation payment is expected.

Invoice Comma-separated list of numbers; each number
Notification represents a number of days prior to the invoice due
Intervals date when a notification regarding an unpaid invoice

should be sent. For instance, 14,7,3 means that the
customer should receive a notification 14, 7 and 3
days before the due date. (Obviously, if the customer
pays after the first notification, no further
notifications will be sent).

Leave this field empty to disable notifications
completely.

Invoice Re- Comma-separated list of numbers; each number
Send Intervals | represents a number of days after the invoice due
date when a notification regarding the overdue
invoice should be sent. For instance, 0,7,14 means
that the customer will receive a notification on the
due date and then 1 and 2 weeks later. (Obviously, if
the customer pays after the first notification, no
further notifications will be sent).

Leave this field empty to disable notifications

completely.
Re-collect Comma-separated list of numbers; each number
Intervals represents a number of days after the invoice due

date when an attempt should be made to charge a
customer’s credit card for the invoice amount due.
For instance, 0,3,10 means that PortaBilling will
attempt to charge the customer’s credit card on file
on the due date and then 3 and 10 days later.
(Obviously, if one of the charge attempts succeeds,
no further attempts will be made).

Leave this field empty to disable re-collect attempts
completely.
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Suspension How many days after the due date will the

Time customer’s services be suspended if the invoice is still
unpaid. Leave this field empty to disable service
suspension.

Suspension How many days after the due date should notification

Warning Time | of possible suspension of services be sent to the
customer. Leave this field empty to disable such
notification.

Closing Time | How many days after the due date will the customer’s
account be closed if the invoice is still unpaid. Leave
this field empty to disable automatic account closing.
Note that, if defined, the Suspension Warning
Time must be less than the Suspension Time, and
the Suspension Time must be less than the Closing

Time.
Charge Credit | Automatically charge the customer’s credit card on
Card When file for the full amount due when his billing period is
Billing Period | closed — as a result, an invoice will be created with a
Is Closed zero amount due.
Description A logical description of this customer class.

Customer Management

On the Customer Management screen, you can view a list of all registered
customers, or use search filters to display a specific set of customers only.

Filter value Description
ANY All customers registered in the system
Direct Customers Customers directly owned by your company

(who have a business relationship with you,
receive bills from you, and pay to your
accounts). This may include both resellers and
retail customers.

All Resellers Only customers of the reseller type.

All Retail All retail customers; this includes your own
retail customers and those of your resellers.

Direct Retail Only retail customers who are owned by your
company.

Sub-customers of All sub-customers of a specific reseller.

Reseller NNN

Representative Only customers related to a specific
representative.

Search Filter by name and contact details. When you

enter a value in the search field, all customers
who have the search string in their customer
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name, company name, first/last name or
contact info (e.g. state, city, country, zip code,
phone, email, login) will be displayed.

Advanced Search

Allows you to specify complex search
conditions (see more info below)

The screen provides the following information and activities:

Gl Customer Management
> Add Customer Add Reseller | & Close Objects P Logout | B Log
Type Representative Search Advanced
[Direct Customers v | aare ~[ |[(search ]  search
xDRs Hame Accounts / Subcustomers Currency Type  Credit limit Balance E-mail Status Delete
8] calshop#is £ UsD  Reseller 0.00000
[©] John Doe nsD Retail o.nnnnn
[B] JohnLao £ UsD  Reseller 0.00000
(2] Marysmith = UsD Retall 5000000 373000 marsmithéhotmail corn
Column Description

xDRs Click the View (@I) icon to go to the xDR view
page.

Name The customer’s name.

Owned By The name of the reseller owning the customer (none
are displayed if the Direct Customers filter is
applied).

Accounts/ Click the Accounts [Z=F icon to go to the Account

Sub-customers

Management screen (for retail customers) or the
sub-customers icon & for the Sub-customers
Management screen (for resellers).

If there are no accounts under the customer, the
icon is changed accordingly to ==/, so that you can
easily see this. The same applies to resellers; in this

case the “no sub-customers” icon " is shown.

Currency The currency in which the customer’s account is
maintained and billed.
Type The customer may be either a reseller or a retail

customet.

Credit Limit

The credit limit applicable to the customer’s account
(if any).

Balance The customer’s current balance.
E-mail E-mail contact for this customet.
Status The status of the customet’s account.

A . . .
The £ icon will appear if the customer’s credit has

been exceeded. The customer blocked ° icon
means that all accounts of this customer have been

administratively blocked. The il icon means all
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services to this customer have been suspended

. . 1.
because of an overdue invoice, and the # icon
means that this customer was closed.

The frozen % icon means that periodic payments
for this customer have been suspended due to
repeated errors (for instance, the customer canceled
his credit card and did not enter the information for
his new card in PortaBilling).

Delete Click the delete (E) icon to remove the customer.
The delete icon will only appear if there are no
xDRs, accounts or sub-customers owned by the
customer, or other entities (products, tariffs, etc.)
managed by the customer.

Advanced Search

In advanced search mode, you can specify an unlimited number of search
conditions. Every condition applies to a particular field (e.g. customer’s
ZIP code). Click on M Add a new search condition to add another

condition.
[ Customer Management
» [# Add Customer | (8] Add Reseller | ® Close Objects P Logout | B Log
Type Representative Search Backta

[pirect customers v || > | (Semrh ) Eimple search

[# Add a new search condition Advanced Search Criteria

‘Name v ‘ ‘Beglns Wi W | |JDhn ‘ IE‘

|ciey v [1= v [mewvork I

Beging with

¥DRs Hame Accounts / Subeu Contains ey Type  Creditlimit Balance E-mail Status Delete
B calishop# s - i Reseller 0.00000
[B] John Doe & Usp  Retail 0.00000
[B] John Lao & UsD  Reseller 0.00000
@ Wary Smith (] sn Retail  A0.00000 3.73000 mary smithg@hotmail com
Operation Description
Is The value of the field in the customer information
must match the search criteria exactly.
Begins with The value of the field in the customer information

must start with the specified value (e.g. if you enter
the filter value “John”, customers with the names
“John” and “Johnny” will be selected).

Contains The value of the field in the customer information
must contain the specified value somewhere (e.g. if
you enter the filter value “Eric”, customers with the
names “Eric”, “Erica”, “Maverick” and “American”
will be selected).

Is empty The corresponding field in the customer information
must be empty.
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All search operations are case-insensitive, so you can enter “Eric” as a
search criteria and, even if the customer’s name was originally entered as
“eric” or “ERIC”, you will still see him in the list.

All conditions work in conjunction, so in the case of multiple search
criteria the customer’s record must satisfy all of them in order to appear in
the result list.

During a search operation using auxiliary fields (e.g. fax) or the “contains”

A comparison, the database cannot use indexes. This will result in a full table
scan, meaning an increased load on the server and a longer time to
produce the final result. Please avoid using such search operations if not
necessary.

By clicking on Back to simple search you can switch the form to its
original mode.

Add/Edit Customer

The Add Customer page allows you to define a new client entity within
PortaBilling. The information required is divided into four tabbed
sections: Address Info, Additional Info, Payment Info, and Self-Care
Info. The information on the top of the form is required . Information on
all the other tabs is optional, and need not be provided when creating the
customer. Once created, the customer cannot be changed from a retailer
to a reseller, or moved under another resellet.

M Edit Customer

» | Il save | gl Save & Close | @ Close | E] #DRs Accounts | & E-PaymentsLog | [] Invoices | EJ Terminate * Logout | B Log

Customer Name b Opening Balance 0.00000 USD
Blocked F Balance 2.00000 USD
Type Retail Customer Class

Taxation ‘ Abbreviated Dialing ‘ Subscriptions | Notepad | Service Features

Address Info | Maintenance ‘ User Interface ‘ Dialing Rules | Additional Info ‘ Payment Info | Custom Fields

compayhame [ | | comat [ |

T T — 7] S e —

Address 1830 Bothell Way NE, #3 Atcontact | |
S

ProvincerState l:'
Postal Cade | |

o E—
CountryRegion

Field Description
Customer Defines the customer name as it will appear in the
Name PortaBilling system. This is distinct from the
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Company Name field in the Address Info tab.

Blocked Blocks a// accounts of this Customer.

Currency The currency must be specified by selecting it from the
drop-down list of available currencies. Once saved, the
currency cannot be changed.

Opening The starting balance for this customer.

Balance

Type This can be either “Reseller” or “Retail”.

Customer The customer class assigned to this customer.

Class

Address Info

The Address Info tab provides most of the commonly required contact
information. Also note that you may enable your account manager to
receive a copy of every e-mail sent to the customer by entering his e-mail

address in the BCC field.

Maintenance

The Maintenance tab allows the administrator to cotrect a custometr’s
balance (this tab is only available in Edit Customer mode).

Edit Customer

| save | [l Save&Close | @ Close | B xDRs Accounts

M B B G M

(@ E-PaymentsLog | [ Invoices | E3 Terminate *l Logout

Customer Name b Opening Balance 0.00000 USD

Blocked F
Retail

Balance 2.00000 USD

Customer Class | Default custemer class v

Tyvpe

Taation | Abbreviated Dialing | Subscriptions ‘ Notepad ‘ Service Features

Address Tnfo | Maintenance | User Interface | Dialing Rules | Additional Info | Payment Info | Custom Fields

Action No action Action Description

No action

Marual charge

visible Comment |Marwal refund
E-Commerce Payment

Credits the customer's balance. Use this when receiving a payment from the Custamer. A
Manual Payment allows the custorner to make mare calls,

Amaount

E-Coumerce Refund
Authorizacion Only
Capture Payment

Internal Comrment

Promotional credit

Field Description

Action Manual Charge: Debit (increase) the customer’s
balance in PortaBilling100; for instance, if you are
selling SIP phones to a customer. This means the
balance will be changed so that the customer is able
to make fewer calls.

Manual Refund: Credit (decrease) the customer’s
credit balance in PortaBilling100; for instance, if the
customer files a complaint and you agree to give

him credit toward future service use. This means
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the balance will be changed so that the customer is
able to make more calls.

E-Commerce Charge: Transfers a given amount
from a customer’s e-commerce account to a
company merchant account and issues credit
toward the customer’s balance in PortaBilling100.
E-Commerce Refund: Transfers a given amount
from a company merchant account to a customer’s
e-commerce account; for instance, if a customer
files a complaint and you agree to a refund.
Authorization Only: Verifies whether the
customer’s e-commerce account is valid and
reserves a given amount. This will return a
transaction ID, which may be used later in a
capture payment transaction. This transaction will
not affect the customer’s balance in
PortaBilling100, nor the customer’s e-commerce
account. Note: the transaction ID will be written to
the customer’s Notepad entry.

Capture Payment: Transfers a given amount from
a customer’s e-commerce account to a company
merchant account and issues credit toward the
customer’s balance in PortaBilling100. This requires
the transaction ID obtained via an Authorization
Only transaction. The amount must be equal to or
less than that in the corresponding Authorization
Only transaction.

Manual Payment: Credits the customer’s balance.
Use this when receiving payment from the
customer. Manual payment allows the customer to
make more calls.

Promotional Credit: Credits the customer’s
balance. Use this when giving the customer credit
toward future service due to a sales promotion. A
promotional credit allows the customer to make
more calls.

Amount

Amount to charge/refund.

Visible
Comment

A comment on this transaction visible to the
administrator as well as the customer, in the xDR
browser or on the invoice.

Internal
Comment

An internal comment on this transaction; not
visible in the xDR browser, and accessible only
from the database directly.
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Additional Info

Edit Customer

MEEEDHA

» | [ Save | [ Save&Close | @ Close | E] xDRs

Accounts | 5 E-Paymentslog | [ Invaices Objects ] Logout

Blocked O
Type Retail

Customer Name [ofm oo |

Opening Balance 0.00000 USD

Balance 0.00000 USD

Customer Class ‘Defaul: custousr class (¥

Taxation ‘ Abbreviated Dialing ‘ Subscriptions | Notepad ‘ Service Features

Address Info | Maintenance | User Interface ‘ Dialing Rules | Additional Info ‘ Payment Info

Routing Plan

| peante >

Billing Period ‘ nonthly v |

Discount Plan

[mone v

Mest Billing Date 2007-12-01

Subscription Discount Rate I:l %

ShiftBilingDate To @ | |wwrvmmion

Send Stalistics ‘Cusbﬂmer class' default V|

Representative

[mor dezinea v

Invaice Template

|customer class’ default |

TaxiD l:l Send Invoices ‘Cusbumer class' default V|
Creation Date 2007-11-2507:53:38
Field Description
Discount Plan | Volume discount plan to be applied to this customer.
Subscription Amount of discount applied by default to all

Discount Rate

subscriptions of this customer (assigned either directly
to a customer or to one of his accounts).

Representative | Assigns a representative to this customer. See the
Representatives section for more information.

Tax ID Customet’s tax ID.

Callshop Defines whether callshop features (timer, receipt, etc.)

Enabled are available. Not available for direct retail customerts.

To use the callshop functionality with accounts of a
particular sub-customer, you should first enable this
option for the reseller, then enable it for the sub-
customer as well.

Creation Date

The date and time the customer was created (read-
only).

Billing Period | Defines the frequency of invoicing for this customer.

Next Billing Read-only field; displays the date when the customer’s

Date current billing will be closed (and invoice and statistics
generated).

Shift Billing Applicable only for “monthly anniversary” and 30-day

Date billing periods; allows you to set the billing date to a

different day of the month in the future (see below for
more details).

Send Statistics

Defines what kind of xDR statistics should be
delivered to the customer by email:

e Customer class default — Use the settings for
the customer class.

e Full Statistics — Send a CSV file with a
complete list of xDRs.

e Summary Only — Do not send a full list of
xDRs, only a brief summary

e Do Not Send — Do not send any statistics by
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email.
Invoice Defines the invoice template for this customer.
Template Choose Customer class default in order to apply the

invoice template defined for this class, and so avoid
defining an invoice template for each customer
specifically. See the Templates section for more
information.

Send Invoices | Defines whether new invoices should be delivered to
the customer by email. Customer class default — Use
the settings for the customer class.

Regarding statistics, the default choice is Full Statistics, whereby the
customer receives an e-mail after the billing period has closed, including
an attached CSV file containing all the calls made by his accounts. If
invoices are generated for this customer and invoice delivery is enabled,
an invoice will also be attached to the e-mail. The CSV file containing all
the calls may be rather large, so it is possible to use the Summary Only
option. In this case, the customer receives only a brief summary of calls
by e-mail. Finally, it is possible to disable e-mail statistics by choosing the
Do Not Send option. Note that these options only affect the delivery of
xDR files by email. The actual statistics files will always be generated and
accessible for download from the administrator interface or customer self-
care.

Shifting the billing date may be required if, for instance, your customer
has a monthly anniversary billing cycle in which his billing period closes
on the 3" day of each month. Since this may be inconvenient either for
customers or your administrators (who are busy with corporate reports
during the first week of the month), it may be desirable to change the
billing date to some other day of the month. In this case, you can specify a
new date between today’s date and the date when the current billing
period will close. Upon reaching this date, an “intermediate” invoice will
be created (covering the period from the end of the previous billing
period to that date), and subsequent billing will start from that date in the
normal way.

Payment Info

The Payment Info screen defines customer payment characteristics. In
addition to customary payment information (e.g. preferred payment
method, credit card number), there is also a Credit Limit field. If left
empty, no credit limit is enforced. Otherwise, if Radius authentication is
enabled, calls exceeding the limit can be denied. Also, if a Balance
Warning Threshold is defined and the customer balance reaches this
value (defined either as an amount or as a percentage of a positive Credit
Limit value), an alarm e-mail will be sent to the customer owners (i.e. the
system administrators if the customer is direct, or else the reseller).
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A

[} Edit Customer
» | il Save | gl Save&Close | @ Close | B #DRs Accounts | (] E-PaymentsLog | [] Invoices | EJ Terminate ) Logout | B Log
Customer Name ’ Opening Balance 0.00000 USD
Blocked (| Balance 200000 USD
Taxation ‘ Abbreviated Dialing ‘ Subscriptions | Motepad | Service Features
Address Tnfo | Maintenance | User Interface | Dialing Rules | Additional Info | Payment Infa | Custom Fields
cret L
Balance ¥yarning Threshold I:l
Preferred Payment Method
Gt Cars o [sssbssssctsss | B Dato 01 ) 2000 ]
G £y

Name On Card [Mary Smith :
N T —

n
Country |L|'NITED STATES v‘
State |m. - Washington v‘

Postal Code  [38453 :

Read the Retention Restrictions carefully before using this section

The Preferred Payment Method drop-down contains a list of available
payment methods. Some of these, e.g. Cash and Cheque, are “virtual”
methods that do not allow manual e-commerce transactions from the
administrator interface, payments from customer self-care, or running
periodic payments. Any other online methods will be available only if a
payment system with such methods has been defined, and is assigned to
the same currency as the customer’s currency. Other Payment Info fields
depend on the currently selected Preferred Payment Method, and may
vary accordingly.

NOTE: There are a few payment systems which use external authorization. If such a
system has been chosen as a preferred method, no other payment information details
may be entered. This is because the payment processor does not allow the system to
store and reuse customer payment credentials. For example, if you add a payment
system with the Moneybookers payment processor and VISA payment method, and
then assign it to the currency USD, customers defined in the USD currency and using
VISA as their preferred payment method will not be able to enter their payment
credentials. Therefore, it will not be possible to run periodic payments for them or
make manual e-commerce transactions with them.

NOTE: Only resellers, direct retail customers, and their accounts are allowed to use a
company’s payment systems and payment methods for e-commerce payments, both
manual and periodic. A reseller should define his own payment systems and assign
these to the appropriate currencies in his self-care, so that those payment systems will
be used by his sub-customers and their accounts.

Retention Restrictions

IMPORTANT! A merchant may not use account and transaction
information for any purpose other than assisting completion of a payment
card transaction, or as specifically required by law. Merchants may collect
a payment card number and expiration date independently of a payment
card transaction only with the express consent of the cardholder. A
merchant may only retain this information for the sole purpose of
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facilitating future payment transactions. A merchant must not provide this
information to any other person, except for the sole purpose of assisting
completion of a payment card transaction.

You may click the O] Invoices button in the toolbar to quickly access the
list of all customer’s invoices.

User Interface

The login and password information for Customer Self-Care refer to the
credentials required on the self-care web page. An easy-to-remember yet
secure password may be generated automatically by clicking the Auto
button.

Check the “Periodic payment management enabled” option to enable the
customer himself to manage periodic payments on the Customer Self-
Care interface (this does not prevent the administrator from editing this
information!). The Periodic Payment tab will appear only if the
customer’s currency can be processed by at least one of the existing
payment systems, and if the customer’s preferred payment method has
been set to any available online method which allows storage of his
payment credentials.

Check the “Dialing rules management enabled” option to enable the
customer himself to manage dialing rules on the Customer Self-Care
interface. This option is not available for resellers.

Date & Time Format
PortaBilling allows the administrator to define both input and output date
and time formats for each customer registered in the system.

By making changes to the date and/or time format on this page,
customers will be able to enter dates and times in the desited format
throughout the entire PortaBilling100 Customer Self-Provisioning
Interface, on invoices, and so on (see the screenshot below).

See the User Management section for examples of date and time format
usage.
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Edit Customer

» | i Save | [l Save&Close | @ Close | B xDRs Accounts | (E E-Paymentslog | [] Invoices | E Terminate *l Logout | B Log
Customer Name i Opening Balance 0.00000 USD
Blocked F Balance 2.00000 USD

Tyvpe Retail Customer Class | Default customer class v

Taxation | Abbreviated Dialing | Subscriptions ‘ Notepad ‘ Service Features

Address Tnfo_ | Maintenance | User Interface | Dialing Rules | Additional Info | Payment Info | Custom Fields

Login Time Zone |Ameri:a/Van:ouver v‘
Passward Wieh Interface Language | en - English ~|

[] Periodic Payments Management Enahled

[ Anbreviated Dialing Management Enabled

Output Format

Dats [ | [zo08-12-3:1 ~|
Tirme [HHz4:m1:55 | [User pefinea ~|
Date &Time  [\rYv-MM-DD HH24:MI:35 | |User Defined ~|
Input Format

Data [ | [2008-12-a1 v
Time [HHz4:m1:55 | [User pefinea ~|

Periodic Payments

NOTE: The Periodic Payment tab will appear only if a suitable payment system has
been set up, and the appropriate online payment method has been selected as the
customer’s preferred payment method.

Periodic payment management allows the administrator and customers to
set up the following parameters for automated periodic payments.

All registered payments for a customer are listed. The Effective drop-
down list allows you to define whether only current payments (“Now”) or
all payments ever processed (“~>Now”) will be shown.

Choose (“Now->%) to see “future” payments, or “All” to list all
payments. (“Now”) is the default value for this filter. The information in
the chart below is provided in the payments listing. To add a new
payment, click the [ Add button.

G M Edit Customer
» | @ add | @ save | [ Save&Close | ® Close | E] xDRs | (3 Accounts | & E-PaymentsLog | [] Invoices Objects *[ Logout | B Log
Customer Name ’ Opening Balance 0.00000 USD
Blocked O Balance 0.00000 USD
Type Retail Customer Class | Mass-market customers ~|
Taxation | Abbreviated Dialing | Subscriptions | Notepad ‘ Service Features

Address Info | Maintenance | User Interface | Dialing Rules | Additional Info | Payment Info | eriadic Payments

Charge Gredit Gard When The Billing Period Is Clased
» Effective

Edit Accepted A'“L‘:;;'I'J"“’ Frequency TR HEESHE RS v?vvfﬁnrx;n \'VV\T-CI'V;M-DD '}‘r';'l“';;g Frozen Discontinued Delete
2007-12-10 [#0.00 | |Balance privenw | [po.00 | [zo07-12-10] [2008-03-31] Mot Applicable [ F] K
Field Description

Amount Specity a fixed amount to be paid, or click the Pay
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Balance @ icon (not available when the frequency is
balance-driven) to pay the current balance with a
certain periodicity.

Frequency Balance-driven, weekly, or monthly.

Balance Only available when the frequency is balance-driven.

Threshold Payment will be triggered when the balance is higher
than the specified threshold.

From, To Dates when the payment will remain active. Click the

Date stopwatch ¥ icon to make the payment active
immediately.

Service Features

Using this tab, the administrator can activate/deactivate various features
of the services provided to customers. Note that features are defined per
service type (the physical service provided to the user) rather than per service
(the name used in the billing configuration and “visible” to the end-user).
Thus if you decide tomorrow to bundle your VoIP services under a
different name, and create a new service called “Internet Telephony”
rather than the old name, “Voice Call”, you do not actually have to
change the configuration settings for any of your customers.

& [ ™ Edit Customer :

» el Save | [ol Save&Close | @ Close | B xDRs | (T Accounts | ] E-Paymentslog | [ Invoices | E} Terminate Objects P Logout | B Log
Customer Name ’ Opening Balance 0.00000 USD
Blocked (] Balance 0.00000UsD
Type Retail Customer Class
Taxation | Abbreviated Dialing ‘ Subscriptions | Notepad ‘ Service Features | Permitted SIP Prosies
Address Info | Maintenance ‘ User Interface ‘ Dialing Rules ‘ Additional Info ‘ Payment Info
Sowcelwe | ygpaven
EIERAR Legal Intercept
Data Service
Dial-up Internet e He e
Meszaging Serice Parc Prafb:” l:l
Internet Access ReleasePrenc [ |
GQuantity Based RTP Proxy
Session Based
Voice Calls Music On Hold | Heme v
Incoming Calls
Outqaing Calls
WiFi

The Service Type links on the left allow you to specify for which service
type you would like to define parameters.

Parameters for the Voice Calls Service Type

Field Description

Voice VPN Charge calls between IP phones in this IP Centrex
according to a special pre-defined rate, rather than
using the destination phone number to look up the
rate.
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Legal Intercept all incoming and outgoing calls of this

Intercept customer for law enforcement purposes.

Call Parking | Enable call parking for this customer’s IP Centrex.

Park Prefix Only appears if Call Parking is activated; allows you to
specify a key combination to park a call.

Release Only appears if Call Parking is activated; allows you to

Prefix specify a key combination to dial from the original
phone which parked a call in order to remove the call
from parked status and continue the conversation.

First Login When a new account (phone number) in this IP

Greeting Centrex environment is provisioned and registers for
the first time, call this phone back and play a pre-
recorded voice message confirming service activation,
giving information about various available options, and
SO on.

RTP Proxy Specifies the RTP proxying policy for this particular
customer. For a description of possible values, see the
Connections with Voice Calls Service Type and 170IP Type
section.

Music On Defines the music on hold to be used with the IP

Hold Centrex environment. Choose None to disable this

feature, or select the default setting for the customer.
To upload your own music, select a file on your local
file system using the Browse button. To rename the
music, enter the desired name in the Music Name field;
otherwise the local file name will be used. The
uploaded music will replace the previous entry in the
list, and is usually enabled within 10 minutes.

Parameters for the Incoming Calls Service Type

Field Description

Voice VPN For incoming calls from phones within the IP Centrex

Distinctive environment, use a ring pattern different from the

Ring default one.

Group Activates the Group Pickup feature, which allows

Pickup phones in the same IP Centrex environment (all
accounts under the same customer) to answer each
other’s calls by dialing a Group Pickup Prefix on their
phones.

Group Only appears if Group Pickup is activated. Specify the

Pickup Prefix | special code for picking up calls here.
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Parameters for the Outgoing Calls Service Type

Field Description
Set CLI to For outgoing calls, always override the CLI (ANI) value
supplied by the IP phone. This is done to prevent
service abuse via CLI (ANI) number spoofing. The
available options are:

e Original CLI — Do not alter the CLI.

e Account ID — Replace the CLI with the
username (phone number) value used for
authorization of the call.

e Centrex Number — Use a different phone
number for CLI (see below).

Centrex When Set CLI mode has been activated for outgoing

Number calls to off-net destinations (PSTN network), this field
can be used to assign one of the other phone numbers
in the same IP Centrex environment as the CLI. This is
typically done so that calls between extensions within
an IP Centrex environment (IP phones of this
customer) will carry the caller’s original CLI, while calls
to PSTN numbers will display a reception/switchboard
number as the CLI. Hint: click on the Centrex Number
field label to invoke a pop-up window, where you can
browse through the customer’s available accounts.

Hide CLI Remove CLI (ANI) information for outgoing calls.

Hide CLI Prefix to be dialed before an outgoing number in order

Prefix to prevent the called party from seeing your phone
number.

Show CLI Prefix to be dialed before an outgoing number in order

Prefix to allow the called party to see your phone number.

Limit Engage real-time checks of the number of concurrent

Simultaneous | outgoing calls made by accounts under this customer.

Calls

Max number | Allow only a specific number of concurrent calls for

of accounts of this customer.

simultaneous

calls

Minimum When a new call starts, ensure that at least this amount

Funds of funds is available. (This reduces the risk of account

Reserved Per
Call

overdrafts.)

Paging / Enable the intercom feature for accounts under this
Intercom customet.

Paging / Only appears if Paging/Intercom has been activated;
Intercom allows you to specify a key combination to answer a call
Prefix on someone else’s extension.
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Dialing Rules

Using this tab, the administrator can define how phone numbers are
dialed by users in this customer’s IP Centrex environment.

@ M Edit Customer "John Doe’

+ | @l Save | [d) Save&Close | & Close | [E] ®DRs Accounts | Z E-PaymentsLog | [ Invoices | B3 Terminate Objects ) Logout | B Log
Customer Name [Johnpoe | Opening Balance 0.00000 USD
Blocked O Balance 1323000 USD
Type Retail Customer Class

Permitted SIP Proxies

Taxation | Abbreviated Dialing | Subscriptions | Notepad | Service Features

Address Info | Maintenance | User Interface ‘ Dialing Rules Additional Info | Payment Info

Enable Dialing Pules ~| Dialing Rules Wizard
Load Sample {Morth America, BC, 10 digit dialing

Routing plan selection enabled

Apply these dialing rules to the number that follows the selection code
“our country code

“Your area code(s)

Always dial the area code as a part of the number

Prefix for accessing the outside phone network

Prefix for domestic calls, but outside ofyour area code (e.g. §, O

International dialing prefix (e.g. 074, 00, 0014}

2R [SRE O
glE 2

o

3

E

Emergency numbers (e.g. 971, 112}

=
&
A

Exceptions fe.0. 98
Mational Exceptions fe.g. *98)

Local dialing number length

il

Convert ANI (CLI) for incoming calls into this dialing format

By default, a new customer will have dialing rules disabled. This means
that the system regards calls arriving from him as being in the E.164
format. If you wish to define the way in which your customer dials phone
numbers, you can use the Enable Dialing Rules option. This will allow
you to enter various dial plan parameters such as an international dialing
prefix or area code. You may type your own number translation rules
instead (as Perl regular expressions) if you select the Use Custom
Translation Rules option.

To define the phone number format which is used by this customer’s
accounts, click Dialing Rules Wizard to activate the wizard.
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Routing plan selection enabled O

Applythese dialing rules to the number that
fallows the selection code

Your country code Sample Settings

Your area rode(s)

Austral
3164
Turcps, Czech Rep., alvays dial using the areacods
number Europe, Czech Rep., local and domestic dialing (obsolete)
North kmerica, 10 digit dialing

North kmerica, BC, 10 digit dialing

Frefiufor dorestic calls, but outside of your Worth kmeriea, Wi, 7 digic dialing

area code (e.0. 1, O

International dialing prefix fe.q. 044, 00, 001 1)

Emergency numbers (e.g. 911, 112)

Exceptions (e.g. *88)

Abways dial the area code as a part of the

Prefix for accessing the outside phone network

Mational Exceptions (e.g. "98)
Local dialing number length

Corwert ANI{CLI for incoming calls into this O
dialing format

Check Yourself

To call 1234567 outside of your office, but within the same

1234567
area you dial

Tocall long distance 5 1234567 (within your country) you dial 5 1234567

Tocall 1 405 1234567 internationally you dial 1405 1234567

The upper part of the wizard screen allows you to enter important dialing
parameters, such as your international dialing prefix. Several sample
settings are provided for your convenience. For instance, in order to load
sample settings for “traditional” North American dialing, select “North
America, WA, 7 digit number dialing” and click Load Sample. Click
Clear to reset all parameters. Click Reset to revert to the last saved
settings.

In the bottom part of the wizard screen you can check whether you have
described the numbering format correctly. Make sure for all three
examples provided (local, domestic and international call) that this is the
way you want to dial the numbers.

Abbreviated Dialing

Here the customer may define a list of phone extensions for his IP
Centrex environment, plus create abbreviated dialing for external phone
numbers. The Abbreviated Dialing feature works with both SIP and
H.323, with adequate support from either the SIP Server or Cisco TCL
IVR.

A PortaBilling customer can set up dialing rules as an international prefix,
outside prefix, direct number (e.g. 911), or abbreviated dialing for his
accounts.

NOTE: To be able to add extensions / abbreviated numbers, you should enter the
maximum length of anticipated digits (e.g. 3 in the case of 123-like numbers) in the
Abbreviated Number Length field.
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M B 8 G A

> Add | @ Save | [g Save & Close | @ Close | E] xDRs Accounts | (Z E-PaymentsLog | [J Invoices | E3 Terminate [ Logout | B Log
Customer Name [EasyCall Ltd, Opening Balance 0.00000 USD
Blocked A Balance 0.00000 USD
Type Retail Customer Class | Enterprise v
Taxation [ Abbreviated Dialing | Subscriptions ‘ Yolume Discounts ‘ Notepad { Service Features

Address Info [ Maintenance I User Interface I Dialing Rules I Additional Info ‘ Payment Info [ Periodic Payments

Abbreviated Number Length ‘3 |

Edit Abbreviated #* #To Dial Description SIP Delete
F 188 777700088 Tarvald's Ofice Linksys e ¥
B 189 777700088 Amanda's Office Linksys o
(5] 708 16045673818 Torvald Ericsson |
3] 709 12065346782 Amanda Lee Johns >

To add a new abbreviated dialing numbert, click the 2l Add button and
enter the following information:

Field
Abbreviated #

Description
The number the end-user will dial on his phone
(extension number).
The number that the call will be forwarded to. You
may enter the ID of one of the customer’s accounts

# to Dial

(use the & icon for a pop-up window where you can
see all of them) or any phone number.

If you leave this field blank, then the abbreviated
number is considered to be a direct number, or “dial as
1s”. This is useful for making sure that special numbers
(e.g. 112) are never converted by other translation
rules.

Note: Phone numbers must be entered in the E.164
format.

Description of this abbreviated number, e.g.
“Andrew’s IP phone”.

If # to Dial represents the ID of one of the customer’s
accounts, you will see the SIP “lamp” icon here. It will
light up if the account is currently being used by a SIP
UA to register with the SIP server; otherwise it will be

gray.

Description

SIP

Taxation

On this tab you can choose which plugin module will be used to make tax
calculations and set up parameters that affect taxation.
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[ H Edit Customer
» | Il Save | [dl Save&Close | ® Close | [E] #DRs Accounts | /2 E-Payments Log | [ Invoices | E3 Terminate ) Logout | B Log
Customer Name x Opening Balance 0.00000 USD
Blocked O Balance 2.00000 USD
e e Ee—
Taxation | Abbreviated Dialing ‘ Subscriptions | Notepad | Service Features

Address Info ‘ Maintenance | User Interface ‘ Dialing Rules ‘ Additional Info ‘ Payment Info | Custom Fields

Taxation Plug-In | BillSoft, United States

Tyne @ pefault © Business O Residential
Incorporated City Area @ Defaut O Inside O Outside
[ Federal Taxes

[ state Taxes

O County Taxes
[ Local Taxes

Exempt Fram

Since these parameters depend on the specific taxation module and your
local tax laws, please consult your tax attorney for details regarding their
use.

Permitted SIP proxies

On this tab you can choose to which external SIP proxies customer can
forward calls using “SIP URI forward” feature.

» | B add | bl Save | [l Save®& Close | ® Close | E ®xDRs | (&) Accounts | (2] E-PaymentsLlog | [ Invoices | E3 Terminate | 4f5) Objects Pl Logout | B Log

Customer Name “ Opening Balance 0.00000 USD
Blocked ] Balance 0.00000 USD
e Customer Class

| Taxation ‘ Abbreviated Dialing ‘ Subscriptions ‘ Notepad | Service Features ‘ Permitted SIP Proxies ‘

| Address Info ‘ Maintenance | User Interface ‘ Dialing Rules | Additional Info | Payment Info ‘ Custom Fields

Edit SIP Proxy Delete
[3] 193.193.193.100 B
[ sipt supermetiuckyenat B

Add/Edit Reseller

The Add Reseller page allows you to create a new reseller. The form is
very similar to that for Add Customer, as described above. See below for
a description of additional fields not available in the Add Customer form.

Additional Info

Field Description

Default Tariff | When you are subsequently creating products

for Voice Calls | managed by this reseller, this tariff will be assigned by
default for calculating charges to him for calls made
by his sub-customers using this product. This
provides backward compatibility with the reseller
functionality in PortaBilling prior to Maintenance
Release 16, since you will now use different tariffs to
charge resellers based on the product or the
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accessibility entry within a product.

Add/Edit Customer under a Reseller

This is essentially the same as management of customers as described
above, the sole difference being that you can only create sub-customers of
the Retail type.

il [ "John Reseller" - Subcustomer Management

» | [ Add | ® Close b Logout | B Log
Type Representative Search Advanced
| John Resellex [w] [2are [v] Search search
CDRs Name Accounts Currency Type Creditlimit Balance E-mail Status Delete
@] Maw Distributor @ USD  Retail 0.00000 ™

Account Management

An account is a user of a product such as prepaid cards, voucher-based
cards, or credit calling plans. Each account in PortaBilling is associated
with a customer. The Account Management screen, accessible from the
Customer interface by clicking the Accounts = button, shows you a
query screen for listing existing accounts.

Account Listing

Search Filter

There may be a very large number of accounts in the system, so it is
advisable to limit your search using the filter functionality.

Field Description
Account ID | The primary identification for this account; an
alphanumeric string.
Note: the % wildcard symbol may be used.

Batch Logical name for a group of accounts. Select from a list
of all the customer’s batches to enable the batch update
pane.

Curl# Enter control numbers and/or number ranges separated

by commas (for example: 1,3,8-12).
SIP Status | Default — ANY; this function allows you to display either
logged-in or logged-out accounts only.

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com 144



PORTA 4 Billing100° Adjusting Billing Parameters

Batch Update Pane

@ [H%] Accounts of Retail Customer "Alliantel'
> [# Add | [ Account Generator | @ Close Objects 5 Logout
Account ID Batch Ctrl # SIP Status Advanced
I[zo0s =i e V| (o e ] Searh
Batch *1000° Pages: 12 3 4 5 6 18 21011
Selected: Started: 2 Depleted: 2 —
Cirl# xDRs AccountID Idie, days Balance,USD Open. Balance,USD Credit Limit,USD Type Product Status SIP
[ [ petation Date [2008-06-23 |y v-hi-OD 1 (O] 1427928074 431 0.00000 12.00000 Debit abecard Ay
@ M (2005-03-01 |YYYv-Hi-DD 2 (O] 1070220458 1300000 1300000 Debit abe card
O uetimegay) [ | 3 [ 1ou6651257 12.00000 12.00000 Debit abe card
O Zefund [ Ju 4 O] 180z885197 Dehit abe card
ClETET) [ Juo 5 (O] 1114228637 Debit abe card
Block ®
& [B] 1378602837 Debit abe card
Unblock O -
I (O] 1433730901 Debit abe card
L Wumger I B [O] 1955487200 Debit abe card
[ UM Enahled O 8 (O] 1zs1749278 Debit abe card
o E;:QEL:;;VR 10 O] 1479841824 ARE VOL SURE? Debit abe card
0 Time Zane 1 [0 wsem0zzans Debit ab sard
D Product 12 @ 1749310074 Debit abe card
Reapply Product Subscriptions 13 @ﬁ%?‘vzam 13.00000 13.00000 Dehit zhe card
] e “Q@ 1229337147 12.00000 12.00000 Debit abe card
O ctiz . 15 @ 1961342209 13.00000 13.00000 Debit abc card
(i e * . 16 (D] 1650169258 1300000 1300000 Debit abe card
17 [0 1gca166986 13.00000 13.00000 Debit ahe card
18 [O] 1s10574363 13.00000 13.00000 Debit abe card
Field Description
Account ID | The primary identification of this account; an
alphanumeric string.
Ctrl# Enter control numbers and/or number ranges separated
by commas (for example: 1,3,8-12).
ACCOUNTS
S 0 A i
tatus i Zero balance Expired
A4 Not active @ Blocked
A Credit exceeded & Customer blocked (see
Edit Customer)
Ctrl# Click using Ctrl#, or enter control numbers and/or
number ranges separated by commas (for example: 1,3,8-
12).

The batch update pane can be activated by selecting a batch in the filter at
the top of the interface, or by selecting the batch name from the list of
customers’ accounts. The basic functionality of this update pane allows
users to specify which attributes of all accounts in the results set should
be modified. For example, in order to increase the balance of all accounts
by 10 USD, users should:

0 Check the box next to Refund/Chatge to indicate that this is

one of the updates that should occur,

0 Enter “10” next to Refund,

O C(lick the Update Batch button at the bottom, and

0 Approve the changes when the confirmation dialog appears.

When the page refreshes, the changes will be reflected in the result listing.
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A

NOTE: If you perform a balance adjustment before an account is used, it will be
regarded as a change to the opening balance, and will not be reflected in the CDRs.
For example, if you create a prepaid account worth $10, then realize you have actually
sold it to the customer for $20, and so add the extra $10 to the card, it will look to the
customer as if the card originally had $20 on it.

Advanced Search

In advanced search mode you can specify an unlimited number of search
conditions and the system will fetch the relevant accounts. Click on
Add a new search condition to add another condition.

[f] 1 Accounts of Retail Customer "ABC Shuttle Ltd." ©

» | @ Add | @ Account Generator | @ Close M) Logout
Account ID Batch Ctri # SIP Status Backto
ERR Ay v] (Showaccouns ) simale search
[ Add a new search condition Advanced Search Criteria
[erone [v] [Begins wifw| [1504 B
[conzace [v] (= smpey [v] B
[company Wame [v] z= [w] [mec shuttle Lt |
[zogin [v] [concains [w]1 [123 [
Operation Description
Is The value of the field in the customer information
must match the search criteria exactly.
Begins with The value of the field in the customer information

must start with the specified value (e.g. if you enter
the filter value “John”, customers with the names
“John” and “Johnny” will be selected).

Contains The value of the field in the customer information
must contain the specified value somewhere (e.g. if
you enter the filter value “Eric”, customers with the
names “Eric”, “Erica”, “Maverick” and “American”
will be selected).

Is empty The corresponding field in the customer
information must be empty.

All search operations are case-insensitive, so you can enter “Eric” as a
search criteria and, even if the customer’s name was originally entered as
“eric” or “ERIC”, you will still see him in the list.

All conditions work in conjunction, so in the case of multiple search
criteria the customer’s record must satisfy all of them in order to appear in
the result list.

During a search operation using auxiliary fields (e.g. fax) or the “contains”
comparison, the database cannot use indexes. This will result in a full table
scan, meaning an increased load on the server and a longer time to
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produce the final result. Please avoid using such search operations if not
necessary.

By clicking on Back to simple search you can switch the form to its
original mode.

Account Info / Add Account

To add a new account, select B Add. For bulk account generation, select
# Account Generator.

The Account Info page provided for the administrator is similar to the
Add Account interface; however, some account details are read-only. The
administrator is unable to modify Type, Batch, Control Number and
Opening Balance. When making changes, the administrator can use the
Notepad tab to provide a comment detailing the reason for these changes
(for example, “product changed, credited $507).

Changes can be confirmed by selecting bl Save or il Save&Close.

B G M Account Info / Retail Customer "SIP Accounts'

- [l save | (g Save&Close | ® Close | B =DRs | (@ E-PaymentsLog | E] Terminate P Logout | B Log

Account ID :lﬁ Product | Usp - SIP accounts v

Blocked [l Balance 074150 USD

User Agent Linksys/SPA341-5138 Contact sip:000100@193.28 87.193:41104

‘ Life Cycle | Subscriptions ‘ Notepad ‘ Service Features ‘

Account Info | Maintenance | User Interface ‘ Subscriber ‘ Aliases | Additional Info | Custom Fields

Custarmer SIF Accounts Credit Limit I:lUSD
Type Credit Opening Balance 0.00000 USD
ViolP Password Refunds 0.00000 USD
E-mail l:l Mon Call Related Charges 0.67000 USD
Batch b1
Cantrol Number 1

Field Description

Account ID | The primary identification of this account. The ID is
read-only by default; you can modify it by clicking the
Edit ID e icon. The maximum allowed ID length is 32
characters.

Blocked Specifies whether the account is blocked or unblocked.
If this is checked, the account will be unusable; it is
usually unblocked automatically when the account is
used for the first time.

Product The product providing pricing plans for this account.

Balance The balance for this account.

User Agent | If this account is currently used by a SIP UA to register
with the SIP server, the user agent identification info is

displayed.

Contact The URI of the user agent used by the SIP Proxy to
contact the IP phone.
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Account Info

Type

The account type may be “Debit”, “Credit”, or
“Voucher”. Debit is usually associated with prepaid
cards. Credit is an account that will be invoiced for
incurred costs. Voucher accounts are “refill coupons”
for other types of accounts.

Credit Limit

Only available when the account type is set to “Credit”.
Defines the credit allowance in the account’s currency.

VolP
Password

The password used to authenticate any calls made using
this account.

E-mail

If an account has e-mail info associated with it, the
owner of the account can reset the password for self-
care access, and the new password will be sent to this e-
mail address.

Batch

Accounts are grouped into batches. If a new batch name
is provided in the text field, a new batch will be created
when you add the account. Otherwise, an existing batch
should be selected from the drop-down list.

Control
Number

Read-only. The sequential number of the account in the
current batch. Batch name and control number uniquely
identify an account, and are often used for prepaid
calling cards.

Zero
Balance
Date

Applicable only for debit accounts; specifies when the
account has used up all of its available funds.

Opening
Balance

The opening balance for this account.

Refunds

The amount refunded to the account owner.

Non-Call
Related
Charges

Charges not directly associated with calls the account has
made; for instance, a maintenance fee or login fee.

Maintenance

M EEGF

Account Info / Retail Customer 'SIP Accounts'

» el Save | [l Save & Close | ® Close | [Z] «DRs | (& E-Paymentslog | E3 Terminate

M Logout | B Log

Blocked

T —

User Agent Linksys/SPAS41-51.8

Product | Usp - SIF accounts -

Balance 074150 USD
Contact sip:000100@193.28.87 183:41104

‘ Life Cycle ‘

Subscriptions | Notepad | Service Features ‘

‘ Account Info ‘ Maintenance ‘ User Interface ‘ Subscriber ‘ Aliases ‘ Additional Info | Custom Fields ‘

Action

Amount

Visible Comment 3

Internal Comment

Action Description

Manual charge
Manual refund

-Comuerce Payment
E-Commerce Refund

Authorization Only
Capture Payment
Marual payment
Promotional credit

Field

Description ‘
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Action Manual Charge: The debit account balance in
PortaBilling100; for instance, if you are selling SIP
phones to a customer. This means the balance will be
changed so that the account is able to make fewer calls.
Manual Refund: The credit account balance in
PortaBilling100; for instance, if the account files a
complaint and you agree to give credit toward future
service use. This means the balance will be changed so
that the account is able to make more calls.
E-Commerce Charge: Transfers a given amount from
an account’s e-commerce account to a company
merchant account and issues credit toward the account’s
balance in PortaBilling100.

E-Commerce Refund: Transfers a given amount from
a company merchant account to an account’s e-
commerce account; for instance, if a customer/account
files a complaint and you agree to a refund. This
transaction will not affect the account’s balance in
PortaBilling100.

Authorization Only: Verifies whether the account’s e-
commerce account is valid and reserves a given amount.
This will return a transaction 1D, which may be used
later in a capture payment transaction. This transaction
will not affect the account’s balance in PortaBilling100,
nor the account’s e-commerce account.

Capture Payment: Transfers a given amount from an
account’s e-commerce account to a company merchant
account and issues credit toward the account’s balance in
PortaBilling100. This requires the transaction 1D
obtained via an authorization only transaction. The
amount must be equal to or less than that in the
corresponding authorization only transaction.

Manual Payment: Credits the account balance. Use this
when receiving payment from the account owner.
Manual payment will allow the account to make more
calls.

Promotional Credit: Credits the account balance. Use
this when you are giving the account owner a credit
toward future service due to a sales promotion. A
promotional credit will allow the account to make more

calls.
Amount Amount to charge/refund.
Visible A comment on this transaction visible to the customer
Comment in the xDR browset.
Internal An internal comment on this transaction; not visible in
Comment the xDR browser, and accessible only from the database
directly.
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User Interface

G = Account Info / Retail Customer 'SIP Accounts'

» | i@ save | [ Save& Close | ® Close | E] #DRs | & E-PaymentsLog | E} Terminate ) Logout | B Log

Account ID I:lrﬁ Product |USD - SIF accounts v

Blocked O Balance 0.74150USD
User Agent Linksys/SPAS41-51.8 Contact sip:000100¢@193.28.87.193:.41104

| Life Cycle | Subscriptions ‘ Notepad ‘ Service Features ‘

Account Info | Maintenance | User Interface | Subscriber | Aliases | additional Info | Custom Fields ‘

Lo cupereame =
Password wieh Interface Language | en - Englich >
s Lov
Output Format
Dale [ | [z008-12-a1 v
Time [HHzaMLsS | [oser pefinea v
Date £Time  [*rrr-MM-DD HHZ4:ME:SS | | User Defined ~|

Input Format

Date [ | [z008-12-31 ~|
Time |HHza M5 | [oser pefines ~|
Login Account login for the account user interface. Click the

Account ID button to make the login identical to the
Account ID.
Password User interface password for the account.

Access Access level assigned to the account.
Level
Time Zone | Time zone for the account.

Web Displays the account user interface in a particular
Interface language.

Language

Subscriber

The Subscriber tab provides most of the commonly required contact
information for the account’s owner.

) ] Account Info / Retail Customer 'John Doe'
» [ Add | [d Save | [l Save & Close | ® Close | [E xDRs | /Z E-PaymentsLog | EJ Terminate Objects M Logout | B Log
Account ID |:li Product [USD - EasyCall v
Blocked F Balance 0.00000USD
User Agent ——————-—eoeemeev Comtact ———— e
Life Cycle | Subscriptions ‘ Notepad ‘ Service Features

Account Info ‘ Maintenance ‘ User Interface ‘ Subscriber ‘ Aliases | Additional Info

Edit Alias ID Allow authentication/registration Delete
|420555673456| O %]
[E] 44555087654 Mo ™
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Alias ID Contains alternative IDs for this account.

Allow Defines whether this ID can be used independently

authentication/ | for authentication and registration (e.g. having two IP

registration phones concurrently registered to PortaSwitch, one
using the main account ID and the other using an
alias) or, alternatively, it can only be used to forward
calls to the main account (since only it can register).

If you need to create multiple aliases (e.g. a customer with his own IP
PBX who buys a range of DIDs to be forwarded there) you can use the
Alias Generator to produce aliases in a similar way as with the Account

Generator.
) ] Account Info / Retail Customer 'John Doe'
» [ Add | [d Save | [l Save & Close | ® Close | [E xDRs | /Z E-PaymentsLog | EJ Terminate Objects M Logout | B Log
Account ID |:li Product [USD - EasyCall v
Blocked F Balance 0.00000USD
User Agent ——————-—eoeemeev Comtact ———— e
Life Cycle | Subscriptions ‘ Notepad ‘ Service Features

Account Info ‘ Maintenance ‘ User Interface ‘ Subscriber ‘ Aliases | Additional Info

Edit Mlias ID Allow authentication/registration Delete
| 4205556734560 O %]
[E] 44555087654 : Mo ™

] Logout

Number of accounts )

Allow authenticationiregistration []

Account Info

Generation method (O Randam

) Beguential
(= DID Inventary

DID Owner Batch | EasyCall usexs v
Starting 00 [4410000002 |

NOTE: that aliases are generated as a background task, so it may take a few minutes
before they appear in Account Info.
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(o PEEBEIHA

Account Info / Retail Customer 'John Doe'

* | @ Add | 6 Save | o] Save & Close | ® Close | E] #DRs

 E-Payments Log | E3 Terminate Objects *1 Logout

O —

Product |USD - EasyCall v

Blocked O Balance 0.00000USD
User Agent oo [Eontactie
Life Cycle ‘ Subscriptions ‘ Notepad ‘ Service Features ‘ Follow Me
Account Info | Maintenance | User Interface | Subscriber | Aliases | Additional Info

Generate Aliases

Edit Alias ID

Allow authentication registration Delete

[E] 4410000002
[E] 4410000003
[E] 4410000004
[E] 4410000008
[E] 4410000008

MNo
No
MNo
No
MNo

[ W A [

Additional Info

M E B GOJ

Account Info / Retail Customer 'SIP Accounts'

» el Save | [nl Save & Close | & Close | [E] ®DRs

42 E-PaymentsLog | E Terminate P Logout

Blocked

secomm [0l

User Agent Linksys/SPAS41-51.8

Balance 074150 USD
Contact sip:000100@193.28 87.193:41104

‘ Life Cycle |

subscriptions ‘ Natepad ‘

‘ Account Info ‘ Maintenance ‘ User Interface ‘ Subscriber ‘ Aliases ‘ Additional Info | Custom Fields

Service Features ‘

IP Phone
IF Phone Port

Discount Flan

E-commerce Enabled [

Product default v

IP  Phone,
IP Phone
Port

Indicates the IP phone and associated port assigned to
the account. Default — not set.

E-
commerce
Enabled

Allows the account’s owner to make online payments or
set up periodic payments on the account self-care page.
Note: Configuring the account to enable online
payments (both manual and periodic) is done in exactly
the same way as for customers. First you should set up a
suitable payment system.

Discount
Plan

Assign a discount plan to this account. When a new
account is created, it will be assigned by default a
discount plan associated with the account’s product.

Life Cycle

MEBGEHA

Account Info [/ Retail Customer "SIP Accounts’

» | Il Save | [ Save&Close | ® Close | Bl ®DRs | {3 E-Payments Log | E3 Terminate

*l Logout

Product | Usp - SIP accownts i

Balance 0.74150 USD

P —
Blocked [

User Agent LinksysiSPAG41-51.8 Contact  sip:000100@193.28.87.193:41104

| Life Cycle | Subscriptions | Notepad ‘ Service Features

| Account Info | Maintenance ‘ User Interface ‘ Subscriber | Aliases | Additional Info | Custom Fields

[ Activation Date ‘WW_MM_DD Issue Date 2008-03-17
[ Expiration Date [2005-03-17 | vyy-MM-DD GLiEtli=a0 e 10 05 I

Last Usage 2008-05-26 09:07:19
Life Time o ldays

Last Recharge
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Activation The date from which the account is usable.

Date

Expiration | The date from which the account will be unusable. If

Date you do not want the account to expire, leave this field
blank.

Note: This date is assumed to be in the billing server’s
time zone, not the account’s.

Lifetime Relative to the activation date, the account will expire on
first usage date + lifetime days. If you do not want to
use this feature, leave the field blank.

Issue Date | The date when the account was created.

First Usage, | The date when the account was in use for the very
Last Usage | first/last time.

Last Specifies the last time the account was recharged using a
Recharge voucher (either via the self-care page or IVR).

Service Features

& [HN| Account Info / Retail Customer 'John Doe'

*» | i@ Save | [ Save & Close | ® Close | E] xDRs | & E-Paymentslog | B Terminate Objects ] Logout | B Log
Account ID l:'i Product [USD - SupersIP v
Blocked O Balance 0.00000USD
User Agent - (171 |t A —

Life Cycle | Subscriptions ‘ MNotepad ‘ service Features | Follow Me

Account Info ‘ Maintenance ‘ User Interface ‘ Subscriber | Aliases | Additional Info
SR ssooviated humper [ ]
Voice Calls

Incoming Calls RTP P

o
Outgoing Calls W mEmomer = L
Music On Hold | Custoner's default ~|

You have the option of expressly specifying the value of a given
parameter or using the “Customer default” option. In the latter case, this
parameter is assumed to be the value defined in the customer’s
configuration (the global value for this IP Centrex).

Field | Description
The oice Calls section

Associated | Specifies the number to be sent back to the IVR in an
Number authorization confirmation. For example, this might be a
redirect to a technical support number in an IVR
application. Another example might be a quick-dial
number for prepaid accounts. (In this case, the redirect
number may be maintained via web self-provisioning.)
Legal Intercept all incoming and outgoing calls of this customer
Intercept for law enforcement purposes.
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RTP Proxy | Specifies the RTP proxying policy for this particular
customer. For a description of possible values, see the
Connections with V'oice Calls Service Type and 170IP Type

section.
Music On Defines the music on hold to be used with the account.
Hold Choose None to disable this feature, or select the default

setting for the account’s customer. To upload your own
music, select a file on your local file system using the
Browse button. To rename the music, enter the desired
name in the Music Name field; otherwise the local file
name will be used. The uploaded music will replace the
previous entry in the list, and is usually enabled within 10

minutes.
The Incoming Calls section
UM Allows the account user to access the unified messaging
Enabled system. See the PortaUM Administrator Guide for more
details.

Please note that if an account has UM Enabled
activated, there will be an additional link next to it on the
administrator interface: Manage UM Account. By clicking
on this you will go automatically to the account’s UM
administration pages. This is extremely useful for
helpdesk people, since they can quickly check the
configuration of an account’s auto-attendant, call queues,
and the like.

Also note that it may take a few minutes before an
account is fully provisioned in PortaUM. Thus if you
click on the link immediately after activating UM
Enabled, it most likely will not work yet.

Forward Assigns a call forwarding mode to this account:

Mode e No Forwarding: Disables call forwarding entirely.

e Follow-me: Enables standard follow-me
forwarding.

e Advanced Forwarding: Activates advanced call
forwarding mode.

e TForward to SIP URI: Replaces the Follow-me
tab with a simplified Forward tab, where you can
enter a forwarding destination as a CLD@IP.

e TForward to CLD: A simplified type of forwarding
where you specify a single phone number to
which calls will be sent.

Maximum | When you select follow-me or advanced call forwarding,

Forwards you must also provide a value for the Maximum

Forwards parameter, so as to limit the number of

concurrently active forwarding destinations allowed.

Please note that you do not have to limit the total
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number of phone numbers entered, but rather the
number of phone numbers active at any given moment
of time. For instance, a user may have a list of 20
numbers, each active in its own time period, some
temporarily turned off, and so on. When call forwarding
is done, PortaBilling will compute a list of numbers
which may be used at that moment, and choose only the
first N in the list, where N is the number specified in
Maximum Forwards.

Timeout, How long the IP phone will ring before a call goes to

sec follow-me numbers (if any) or voicemail.

Call Enables selective call processing / conditional call

Processing | forwarding features.

Enabled

Default Specifies the method of processing incoming calls to this

Answering | account if selective call processing has been disabled, or if

Mode none of the selective call processing rules apply.

Voice VPN | For incoming calls from phones within the IP Centrex

Distinctive | environment, use a ring pattern different from the default

Ring one.

Present Display caller info on incoming calls.

Caller Info

Disable Forcibly disables call waiting (even if it has been enabled

Call on the phone).

Waiting

The Outgoing Calls section

Set CLI To | Account ID: for outgoing calls, always override the CLI
(ANI) value supplied by the IP phone with the username
value used for authorization. This is done to prevent
service abuse via CLI (ANI) number spoofing.
Centrex Number: Use a different phone number for
CLI (see below).

Centrex When Set CLI mode has been activated for outgoing

Number calls to off-net destinations (PSTN network), this field
can be used to assign one of the other phone numbers in
the same IP Centrex environment as the CLI. This is
typically done so that calls between extensions within an
IP Centrex environment (IP phones of this customer)
will carry the caller’s original CLI, while calls to PSTN
numbers will display a reception/switchboard number as
the CLI. Hint: click on the Centrex Number field label to
invoke a pop-up window, where you can browse through
the customer’s available accounts.

Preferred The language the user prefers when interacting with an

IVR IVR application.
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Language

Favorite
Numbers
Enabled

Allows you to define a list of phone numbers for this
account, so that calls made to these numbers by the
owner of the account will be charged according to a
special FAV rate.

Eo11

Activate emergency services for this account

Hide CLI

Remove CLI (ANI) information for outgoing calls.

Hide CLI
Prefix

Prefix to be dialed before an outgoing number in order
to prevent the called party from seeing your phone
numbet.

Show CLI
Prefix

Prefix to be dialed before an outgoing number in order
to allow the called party to see your phone number.

Call
Barring
Enabled

Activates the Call Barring feature (a new Call Barring tab
will appear, where you can configure destinations which
this user is not allowed to call).

Default
Routing
Plan

The routing plan to be used for outgoing calls when the
end-user dials a number without using a specific selection
code.

Follow-me

& [ E &G HF

» | @ add | @ Save | [@ Save&Close | ® Close | E] %DRs

Account Info f Retail Customer 'John Doe’

i@ E-PaymentsLog | B3 Terminate Objects *[ Logout | B Log

Blocked F

e —

{1 YT | e ————

Product |USD - EasyCall v

Balance 0.00000 USD
CONEACt ~---mmrmmomemememeee e

Life Cycle ‘ Subscriptions ‘ Motepad ‘ Service Features | Follow Me

Account Info | Maintenance ‘ User Interface | Subscriber | Aliases | Additional Info

order @ as listed
O Random
O simultaneous

Edit Up / Down

Hame *

Destination * Keep Original CLI {T§ Active BT Timeout, sec® 0ff Delste

|cell phone

| [14255553485 | From 09:00 until 22:00

RN = L

This tab is only available when Forward Mode on Service Features tab
is set to Follow-me or Advanced Forwarding.

Order

Specifies the order for redirecting a call.

As listed: call every active follow-me number from the
first (topmost) number to the last, until the call is
answered.

Simultaneous: call every active follow-me number from
the list at the same time until the call is answered.
Random: use a random order.

Edit

Click the Edit IE' icon to edit the follow-me number
details. To add a new number to the list, click the 2] Add
button.

Up, Down

Click these buttons to move a row before the previous
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one or after the next one in the list.

Name

The name of the follow-me number (e.g. “Mobile
Phone”).

Destination

Specify a number for redirecting calls, formatted
according to the customer dialing rules.

Keep
Original
CLD

(This field is only available in Advanced Forwarding
mode.) When forwarding a call to another account, this
ensures that the originally dialed number is still present
in the call information. A remote IP PBX, which
registers only a single account (phone number) to
PortaSwitch, but receives incoming calls to multiple
phone numbers (all of which are forwarded to the main
account), can then correctly deliver these calls to internal
extensions.

Keep
Original
CLI

If switched on (by default), a call is forwarded with the
CLI of the original caller. So if A calls B, but the call is
forwarded to C, C will see that it is A who is calling.

The alternative is to put B’s phone number in the CLI of
the forwarded call. This is a popular feature for multi-
tenant attendants. Phone numbers for company A
(18005554545) and company B (12025556767) are then
forwarded to the same secretary, who can see the actual
DID dialed by the customer on her phone, and answer
accordingly.

SIP Proxy

(This field is only available in Advanced Forwarding
mode.) Enables you to choose one of the SIP proxies
defined in the Permitted SIP Proxies properties for the
customer.

Active

Defines the period when the number is active, ie. is
allowed to receive a forwarded call. Click the Active link

or wizard [#] icon to create the first period definition or
add the next one using the Period Wizard (this is
virtually the same as the Off-peak Period Wizard in Edit
Tariff). Click the Always button in the wizard to make
the follow-me number active permanently. Click the

. TEST | .
Test Period € icon to run a period test.

Timeout

Specify the amount of seconds to wait until a call is
answered. Following timeout, the call will be redirected
to the next follow-me number or disconnected.

Off

Check this option to temporarily disable forwarding to a
follow-me number.
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Forward

G M Account Info / Retail Customer 'SIP Accounts'

> el Save | (gl Save & Close | ® Close | [E] xDRs | (& E-Paymentslog | B3 Terminate M Logout | B Log

Account ID |:|£ Product |Usp - SIP accownts b2

Blocked O Balance 074150 USD
User Agent Linksys/SPA941-5.1.8 Contact sip.000100@193.28.87.192:41104
‘ Life Cycle | Subscriptions ‘ Notepad ‘ Service Features ‘ Forward ‘

‘ Account Info ‘ Maintenance ‘ user Interface | Subscriber | Aliases ‘ Additional Info ‘ Custom Fields ‘

s —
Tirmeout, sec 1

Keep Original CLD

This tab is only available when Forward Mode on Service Features tab
is set to Forward to SIP URI or Forward to CLD.

CLD/SIP Here you will enter CLD or two parts of the SIP URI:

URI e The CLD part may contain only digits, the
letters A-D, and the signs # and *.

e The address part should contain a valid IP

address (four numbers separated by dots, e.g.
12.34.56.78)

Timeout Specify the amount of seconds to wait until a call is
answered. Following timeout, the call will be redirected
to the next follow-me number or disconnected.

Keep Allows you to preserve the originally dialed number
Original during forwarding. This is useful when forwarding a call
CLD to a remote IP PBX. For more details, see the PortaSIP

Administrator Guide.

Call Processing

[H=] Account Info / Retail Customer 'SIP Accounts’
» | @ Add | i Save | [l Save &Close | ® Close | E xDRs | @ E-PaymentsLog | E Terminate *) Logout | E Log
Blocked  [] Balance 0.74150 USD
User Agent Linksys/SPAS41-5.1.8 Comact sip:000100(@193.28.87.193:41104
‘ Life Cycle ‘ Subscriptions ‘ Notepad | Service Features ‘ Call Processing ‘

‘ Account Info ‘ Maintenance ‘ User Interface ‘ Subscriber | Aliases | Additional Info ‘ Custom Fields ‘

Edit UpDn From To Time Window Action Off Delete

[ 123 ANTWHERE weekend gam-2pm  Ring, Torward, voicemail &

Ifa call does not match any of the above rules, itwill be processed in the following way: Ring, forward, voicemail

This tab allows you to define a list of rules for handling incoming calls to
this account. It is only available when Call Processing Enabled box is
checked on Service Features tab.

From Allows you to select a condition applicable to an
incoming phone number (phone number of a person
trying to contact you). Click on the column header with
the corresponding rule to invoke the wizard, which will
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enable you to define a new rule or change an existing
one.

Allows you to select a condition applicable to a dialed
phone number (one of your phone numbers that a
person trying to contact you has dialed).

Time
Window

Allows you to select a condition applicable to the time
when a call is made.

Action

Specifies which actions should be taken if a particular
phone call satisfies the conditions for this rule.

Off

Allows you to temporarily disable a rule without actually
deleting it (so it can be used later on).

Volume Discounts

MEBEGEH

Account Info / Retail Customer "EasyCall Ltd."

[ 3 el Save | [g] Save & Close | @ Close | [E] »DRs | & E-Paymentslog | E3 Terminate ! Logout | B Log

Account ID l:lé Product |USD - SIP Subscribers v|

Blocked Fl Balance 0.00000 USD
User Agent LinksysiSPAG41-5.1.68 Contact sip:7777000886192 166.1.2:5060
Life Cycle | Subscriptions | Yolume Discounts | Motepad | Service Features | Forward ‘ Call Processing

Account Info | Maintenance

User Interface Subscriber Aliases | Additional Info ‘ Payment Info | Periodic Payments

Destination Group  Service
Europe Voice Calls

US&Canada  Voice Calls

Threshold Used inil Current Di: Hext Di: Level Di Info
5USD 0uUsD 55D 100% (forfree) 0% (normal rate)
200 minute 0minute 200 minute 100% {for free) 0% (normal rate)

Destination
Group

Information about discounts used and remaining is
shown, grouped by Destination Group names. Fach
name represents one group included in the volume
discount plan assigned to the account.

Threshold

The threshold value for the currently used discount
level. When an account’s internal counter reaches this
value, the next level discount will start to be applied
according to the discount scheme. When the counter
reaches the last numeric threshold value, it will be shown
here. N/A means that there is no numeric threshold

defined in the scheme, or no scheme has been defined at
all.

Used

The current value of the account’s counter associated
with this destination group.

Remaining

The amount remaining before the threshold value.

Cutrrent
Discount

The value of the discount currently applied to the
account.

Next
Discount
Level

The value of the next level discount.

Discount
Info

Click the information [£]icon for a textual
representation of the discount scheme.

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com 159



PORTA 4 Billing100° Adjusting Billing Parameters

Subscriptions

FIEEBDA Account Info / Retail Customer 'SIP Accounts'
[2] add | i Save | i Save & Clase | @ Close | (5] woits | L) E Paymentsiog | B Terminate M Logout | B Log
Accoumt 1} ol T T R S — -
Blocked [ Balance 074150 USD
User Aot LinkeysiSPAA41-5 1 8 Contact ip 000100193 28 87 18341104
Life Cycle subscriptions | hatepad | [ a |

Account Info | Maintenance Ulnlmufacelsﬂucrller Aliases | Additional Info l.unum!lelrkl

Eitin Subseription Diacount Rate, . Start Date’  Activation Date Finksh Date  Bllled Ta  Obligatory Close Delete

Peiwing Subsciiptions

Active SubsCriptions

[®] ko subseription 2008-04-11 20080411 20060430 (D)
Closed Subscripions

This tab displays the subscription plans currently applied to this account.
Subscriptions are divided into three groups

Pending Subscriptions displays subscriptions which are not
active yet (i.e. they will be activated sometime in the future).
Active Subscriptions displays currently activated (and billed)
subscription plans.

Closed Subscriptions displays subscriptions which have already
been closed.

Subscription | Choose one of the available subscription plans from the

list.
Discount Enter a discount rate for this subscription. If you leave
Rate, % this field empty, it means that the discount rate defined

in the customer information should be applied. If you
enter any value, it will override the customer discount
rate. 0 means no discount (i.e. the rate defined in the
subscription plan is applied).

Start Date Enter the desired subscription activation date:
immediately, or sometime in the future.

Activation (Read-only) Displays the date when the subscription was

Date activated.

Finish Date | Enter the date when this subscription should be

automatically canceled.

Billed To (Read-only) The date to which subscription charges have

already been applied.

Mandatory | A flag indicating that this subscription comes from the

account’s product, and so cannot be closed until the
account has this product assigned to it.

Close

Allows you to close one of the optional subscriptions.
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Call Barring

M AccountInfo [ Re Customer "John Doe

[ e save | [gl Save & Close | ® Close | [E] »DRs | & E-PaymentsLog | B Terminate Objects P Logout | B Log
Account ID I:|.£ Product [USD - EasyCall v
Blocked O Balance 0.00000 USD
User Agent Contact --------------oooeeeeo
Life Cycle | Subscriptions ‘ Motepad | Service Features Follow Me

Additional Info | Call Barring

Aliases

Account Info | Maintenance | User Interface | Subscriber

Premium numbers

Tal-free numbers [

This tab is only available when the Call Barring feature for Voice
Calls/Outgoing has been activated on the Service Features tab. Here
you can enable call barring for specific classes of phone numbers.

Account Generator

The Account Generator should be used when large numbers of accounts
are to be generated (for example, when issuing prepaid cards) so that
individual accounts need not be entered manually. The account 1Ds will
be generated either sequentially or randomly, as will the web password, so
as to prevent possible defrauding. The generation process will run offline,
so that the accounts are not visible from the Account Management page
until the process is complete. The customer will then receive an e-mail
notification regarding completion of the task, as well as another e-mail
listing all the accounts in CSV format, including the values “Batch”,
“Control Number” (a sequential index), “PIN” (account ID), “Web
login” (by default identical to the account ID) and “Password” (web
password).

[ M Account Generator for Retail Customer "EasyCall Ltd."

» | [E Generate | ® Close *l Logout
Number of accounts [1000 | Product [vsp - Easycall pre-paid civ|
Blocked | Opening Balance '

Account Info | User Interface ‘ Additional Info | Life Cycle | Service Features |

Tipe @ pebit O credit Ovoucher

Generation method & Random
O Sequential
O DID Inventary
D Prefix
1D Length -
WolP Password ) Empty
& Auto Generated

() Auto Generated Digits Only

Balch [Fasycall-2007-12 |[Hew baten =

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com 151



PORTA 4 Billing100° Adjusting Billing Parameters

The Account Generator interface is very similar to Add Account, with
the following exceptions:

Field Description
Number of Accounts | The number of accounts to be generated.
(replacing Account ID)
Account Info tab
Generation method Random will produce unique unpredictable

account IDs with a specified length and prefix.
Sequential will create accounts with
incremental IDs, e.g. if the starting ID is
specified as 55540000, it will create accounts
55540000, 55540001, 55540002 and so on; see
below for more details.

DID Inventory will generate accounts by
assigning account IDs from the available
DIDs in a specific DID batch; the user has the
option of choosing the starting DID.

ID prefix Preset leading digits in the account ID; leave
empty to make the account ID totally random.

ID length Total ID length, including ID prefix.

Starting ID Only available in sequential generation, and
always numeric.

VoIP Password Can be generated automatically, or left empty

to allow end-users to login using account ID
only (typically used for prepaid cards). The
“Auto-generated digits only” option allows
you to create sufficiently secure passwords
(with a specified password length) consisting
of digits only, so that they can be entered from
a phone’s touchpad.

User Interface tab
Login Can be set as identical to the account ID, or
left empty to disable access to the account
self-provisioning interface.

Password Can be generated automatically, or left empty
to allow end-users to login using account ID
only.

Assigning an Account ID

Choose Random if you want a relatively small amount of unpredictable
IDs within a large enough range of possible numbers. Please note that
“random” means not only “generated randomly” but also “difficult to
guess”; therefore, the ratio between the number of generated PINs and
the number of total possible PINs should be sufficiently low. For
instance, PortaBilling will refuse to generate 5,000 PINs with ID prefix
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33333 and ID length 9, because in this case there are 10,000 possible
PINSs; if we generate 5,000 actual pins, there is a 50% chance of using
someone else’s PIN just by entering one wrong digit. Thus, in the
example above, the PIN length should be set at 10 or even 11 digits (with
a 5% or 0.5% chance of guessing the PIN, respectively). Note that
random account PINs are never generated with leading zeroes, as these
zeroes could be truncated when working with PIN data in programs like
Microsoft Excel.

Choose Sequential if you want to generate a large number of accounts at
once. You can choose the starting ID for the first account to be
generated, and the system will generate IDs sequentially by an increment
of one. If a given account ID is already used, it will be skipped and the
system will continue until it generates the specified number of accounts.
For example, if you requested 100 accounts with the starting ID prefix
“10000007, and there are already three accounts within the defined range
(1000010, 1000011, 1000012), the first generated ID will be 1000000, the
second 1000001, and the last 1000103. Account ID length is always the
same for all generated accounts. So if there is not enough room to
generate the specified number of accounts (e.g. you request 1,000
accounts with starting ID 999900), generation will not begin and a
warning e-mail will be sent immediately.

Callshop Features

G M Accounts of Retail Customer "Callshop 1°
» M Add | M Account Generator | & Close P Logout
Account ID Batch ctri# SIP Status Advanced
[ || sare ¥ || aare v|(shev Accounts ] 2earch
xDRs Timer Receipt AccountID Idle, days Currency Balance CreditLimit Type Product Batch Status SIP
012370001 usD 14.36000 Credit Callshop booth callshop? °
* glsamnnz usp 17.14594 Credit Callshop booth callshop1
EI ) https://demo.portaone.com - PortaBilling100 -- Super¥olIP Call Inc. — PortaDne, Inc. - Mozilla Firefox [Z]() %)

[ [m

Callshop Receipt
# Close

&, Printer friendly

o198 Callshop booth 1
15 Narayam ave

Jamhalar 04747 TaxID: 312749317246

&) ol [ ] (o] o] B & [l o]
PIIRRI2RIIRY

From To Country  Date/Time Charged time Amount, USD
019870001 380847332164 UKRAINE 2007-12-1008:10:04 7.58 1.19500

» Total Charged Time, min.sec 7:58  Total Charged 1.20 USD

Feetain this copy for your records

Done dema.portaone com Y

The account list screen can be used by a callshop operator to track calls
made in callshop cabins, to block an account after a call has been placed,
and to print receipts for services provided. When a user wants to place a
call, the operator clicks the Start Timer & icon, which automatically
unblocks the account. After the call, when the user is ready to pay, the
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operator clicks the Stop Timer & icon, and the Print Receipt icon
appears. Clicking this icon will initialize the receipt pop-up.

NOTE: Callshop features are not available for accounts of direct retail customers. In
order to enable these features for accounts of a reseller’'s sub-customer, both the
reseller and the sub-customer must have “Callshop enabled” on.

E-payments Log

This form is not directly accessible from the main menu, since it should
be accessed in the specific context of:

the whole environment (accessible from Company Info) — this

allows you to see charge attempts for any direct customer;

a specific customer (accessible from Customer Info) — this

allows you to monitor charge attempts related to a particular

customet;

a specific account (accessible from Account Info) — this allows

you to monitor charge attempts related to a particular account.

Adjust the search parameters to see a list of all transaction attempts (by
default, only transactions for the current day will be displayed, so the
values in the From/To fields may need to be changed) and then press the
Search button.

FEEEDBE E-Payments Log
r | & close | 4 objects MO 1 ogout.

Erom Mmonoooe B To Mmoo 3 Test Mods Payrment Systen Paymmen Satus Seamch

varanravar onvasaoer [ a i E ]

?un“: 12 Tolal 2

mr Dale | Time Cuntomer | Account Amount  Currency Payment Method Paymeond Sywlem

82 0SM42007 1855618 & Cal Parking 1 ush m 1 hooooocy =% 2Chackdut DD

M OSNAO0T 135746 & BVE Callg 4 UsD 3 AN0TeeeeI7 ¥ TastProcesaor

0 OSNA00T 135242 & EVBSIP Calls & usD [(EE a00Teecod0XT ¥ TestProcessor

74 05M4007 135239 & EVBSIP Calls 407 Ush j 4007 oooeddd 7 % TostPFrocessor

0 DSAO200T 115619 Parking 12417 usD gg A weeac 07 Y ICheckOut DD

T 0SN200T 120935 = Call Parking 31 usD ﬂ 1 xeoec 30T ¥ 2CheckOul DD

76 OSNOZ007 129703 & Can Parkin 323 uap  EEEE 1aoeec? E¥ 2Chackiut 0D

75 0SNI00T 120603 & Cal Farking 313 UsD E‘g A 00oaciT % ICheckOut DD

T4 0SA00T 115014 & Cal Parking 55.56 usp gg 1xeee0T ¥ 2CheckOut OD

T3 0SNO200T 115030 & Call Parkin Il &5 48 usD m 1 xoooc 30T =% ICheckOul DD

73 0SMG007 114846 & Cal Parking 54 56 ush m A wooec 307 =% 2Chackdut DD

T OSAI00T 114638 & Cal Parking Srili] UsD E Axeea 0T ¥ TastProcesaor

TO OSNG2007 114525 & CalParking 127303 usD [ R 9 TestProcessor

69 0SNO007 114443 & Ca Parking 12313 uap m QRN =% 2CheckOut DD

68 DSHOI00T 114437 & Call Farking AF UsD E‘g A 00oaciT 9 ICheckOut DD

BT OSMO200T 114411 & Call Parking -1213 usD E 1xeed0T ¥ 2CheckOut OD

BE  OSNO200T 114348 & Can Parkin usn  [EERY 1oeecn? % 2ChackOut 0D g

65 OSHGR007T 114254 & Cal Parking 5455 Ush m A wooec30T % Hhackdut DD alnd

Column Description
Date/Time Specifies when the charge attempt occurred.
Customer/Account | Specifies to which customer or account the charge
was applied.

Amount Gives the total amount of the transaction.
Currency Specifies the currency used in the transaction.
Payment Method The icon on the left specifies which type of
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payment method was used (e.g. VISA or
MasterCard); the actual card/account number is
displayed in the “safe” form (some of the digits are

masked by an x).

Payment System Specifies the payment system used to carry out this
transaction.

Test Indicates whether this transaction was done in
“test” mode.

Status Indicates the result of the transaction:

e Succeeded — the transaction was successful,
funds were transferred.

e Tailed — the transaction has failed (click on
Failed to get further information, such as
the error code or a response from the
remote payment processor).

e Authorized — a “check funds” transaction
was successful (but no actual charges were
applied to the credit card and no balance
modification in the billing was done).

e Incomplete - when using payment systems
with "external authorization" it is possible
that a transaction was interrupted (e.g. user
has pressed the "cancel" button when
entering credit card info on the remote
processor website).
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Call Trace

The call tracing utility allows you to determine the characteristics of a
specific call when you know the h323-conf-id or the destination, which
may be specified exactly, or using a wildcard. (For example, all calls to
England may be specified as “44%” in the destination field). A date range
for the search must be specified; however, it is highly recommended to set
it to the smallest range necessary, in order to reduce waiting time and
server load. Ideally, the search window should contain one day only.

To initiate a query, click the Trace Call button. If no results appear, try
broadening the query. When the results appear, locate the desired call
within the result set. If there are too many results, they will be divided
across pages, although in this case it is advisable to narrow the query.

Bl G & Call Trace

*» | ® Close Objects PH) Logout
. Destination [ |®¥10min
H323-conf-id
‘ B from VHT-HM-DD HHZ4:ML:55
BT VHT-HM-DD HHZ4:ML:55
Pages: 1 2 3 4 5 6 7 8 8 10 11 = >| Total 17
View 'g;‘;:‘ CLifani) CLD(dnis) Country  Description 'c':'r'r':i ms?‘i’r:':“ "m“i'::';‘;';' Amount  Account  Customer  Vendor m:;:::ﬁ“
[B] [E] 4810747061 16047576761 A:Jﬂuema e Gt 2m UUE wtelecom  ¥-Telecom Sn‘ﬁlsns Ng:’g’fﬂ';;"
[B] [E] 1s5eac46551 360457644772 UKRAINE Proper  “luinie  AREANDe 0:00 0USD 56.78.90.1 Efﬂi’:ﬁg’g Superhlet | Userbusy
[B] [E] 20760324908 16040211301 A'r”ﬂue’:‘:a Hpeinns Ae10% 000 0USD 46.79.90.1 Efﬂi’:ﬁg’g Sn‘ﬁlsns -
B [E] szzeveneeic 360497714137 UKRANE  Proper 005006 2006100 .00 0USD 46.78.90.1 Efﬂi’:ﬁg’g Sn‘ﬁlsns Nﬁl’g":”'nu;"
[B] [E] szas4291708 350443433612 UKRANE  Proper  C0el0S Z0EINGG g L Q‘E 56.78.90.1 Efﬂi’:ﬁg’g Sn‘ﬁlsns Nﬁl’g":”'nu;"
B [E] eo07azzesss 360204255778 UKRANE  Proper 005006 20061006 .00 0USD 100004 Ca”j’g“# SuperNet | User busy
B [E] 41207420672 360041355050 UKRANE  Proper 005006 20061006 .00 0USD 100003 Ca”j’g“# SuperNet -
[B] [E] sesz1301662 16040789435 A'r”ﬂue’:‘:a A | A 2 L ”Zjﬁ 56.78.90.1 Efﬂi’:ﬁg’g SuperNet Nﬁl’g":”'nu;"
[B] [E] 73618227004 16045068548 A:Jﬂuema e Bt 740 L Hﬁ wtelecom  ¥-Telecom Sn‘ﬁlsns Ng:’g’fﬂ';;"
[B] [E] ssz1c43e6es 4z0sc4ds4sie pgﬁzﬁghp Proper  “l0edbas amme-lioe 228 L 17\26; 56.78.90.1 :Cri’:'fr:n n‘ﬂfn Nf:’ﬂj’ﬂf"

The result listing shows the origination number, the number dialed, the
destination location, connect and disconnect times, duration, account and
customer (in the case of product usage), vendor (in the case of normal
vendor termination), and the call status while disconnecting, which is

color-coded according to the table below. Select the View

to a detailed page describing the call.

Possible Reasons for Disconnect:

icon to go

Reason Colotr Reason Color
Normal completed call Calling side error
Normal uncompleted call Called side error

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com

167



PORTA [4Billing100° Help Desk

Call progress code Network error -”

Call Trace Detail

The detailed Call Trace Results page shows additional call details, such as
the h323-conf-id for the call and the setup time, as well as a detailed
breakdown of the charges applied to each entity (accounts, resellers, and
vendors). You may view the connection details for a particular vendor by

. . 1. . .
selecting the Connection [Zfl icon. On the subsequent Connection detail
page, you may view all connections for a particular vendor by clicking the

Connections icon.

[~} Call Trace Results
» [ ® Close | [E] Error Report | B View log Objects P Logout
H323-confid  D04BIFCY 00462FCY D0462FCY 00002008 Setup time, sec 10
Duration, sec 166
Account Customer Vendor User
uTC 100004 Callshop# 15 Supertet pb-root

Connect Time  2006-10-06 17:14:12 2006-10-06 10;14;12  2006-10-06 10;14;12  2006-10-06 10;14;12  2006-10-06 10;14:12
Disconnect Time 2006-10-06 17:16:58 2006-10-06 10:16:58  2006-10-06 10:16:58  2006-10-06 10:16:58  2006-10-06 10:16:58

* AGCCOUNTS

Account CLigani) CLD(dnis) Country  Description  Setup Time, min:sec Charged time, min:sec Charged amount, USD History Disconnect Reason
100004 43788663571 16046043539 CAMADA British Columbia a0 248 0.28000 10,1+ 271601 armal call clearing

* RESELLERS

Customer CLigani) CLD(dnis) Country Description  Setup Time, min:sec Charged time, min:sec Charged amount, USD History Disconnect Reason
Callshop 15 43788663571 16046043539 Norh America 010 300 015000 1xB0x0. 05+ 2%60%0.05 | Normal call dlearing
* YENDORS
Co. Vendor  CLIGani) CLD(dnis} Country Description  Setup Time, min:sec Charged time, min:sec Charged amount History Disconnect Reason
Superhet 43788663571 16046043533 Marth America 010 246 0.02767 USD  1x1x0.01 +18%¢1x0.01 | Marmal eall elearing
[]

Edit "superNet’ Connection

» | [l save | [g] Save & Close | ® Close Load Objects B Logout B Log

Service Type Yoice Calls
Type volIP to Yendar

RemoteIP [21056782 |
comsety @ -
Hide CLI Mode
“endor Account
TranslationRule | |
T —
CLI Translation Rule l:l

View Billing Engine Logs

The Log Viewer page allows you to see a list of all sessions (voice calls,
Internet access, etc.) processed by the billing engine, and to examine a
detailed processing log for each of them, if required.
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BE Log Viewer

» | & Close M) Logout
Trace a session Browse sessions
H323-Conf-ID | For last [ From PYYY-MM-DD HHZ4:ML:S5

BE Log Viewer

» | ® Close M Logout
Trace a session Browse sessions
H323-ConfID | For last [ From DD-MM-YYYY HH:Mi:SS
i B DY i3S

Start-Time End-Time H323-Conf-ID CLKani} CLDMdnis) User-llame
27-02-2009 27-03-2009 2624E7HE 192811DE 82280011
33:36:42 33:36:42 43CD0D2C 12060000006 0018435538529 12060000006
27-03-2008 27-03-2009 2624E784 182611DE 88050011
233820 333620 13CD00IC 12060000006 0018495538529 12080000006

» | ® Cose ] Logout

Trace a session Browse sessions

H323-Conf-ID [2624E7B6 182B110F 82280011 43C00D2C | For last [ From [27-03-2009  [DOMM-very [15:i44i22 | Hiss

[ To [ze-0a-zoos |Do-Mveey [15:a4:22 | HHEMESS

H323-Conf-ID: 2624ETB6 182811DE 82280011 43CD0D2ZC
CalHD: MzE3ZTe2NzEYY 2By ZowyZU2ZM 21300 0aNAYINTZIMZY. [195138.219.144]

Log level: Expand All Collanse Al

request: Type: "Authorize/INWVITE AuthFail' NAS-IP-Address: "195.138.2149.145" User-Name: "12060000006" Called-
Statinn-Id: "0019485538528" Calling-Statian-d: "1 2060000006"

Mar 27 14:36:42 [0]: Processing request (BE werl.317.2.2,pid97z43)...
Mar 27 14:36:42 [3]: Attributes:

Na5-IP-Address '195.138.219.145"

User-Name '12060000006"
Called-Station-Id '0019495538529"
Calling-Station-Id '12060000006"

h323-conf-id
call-id

'ZBZ4ETEG LBZELLDE 82280011 43CD0DZC!
'MzE3ZTeZNzEYY2EvVacwVeUZMZI30DgSNWYINTZiM2Y. !

Digest-Attributes 'Realn "l95.138.219. 145"

Digest-Attributes 'Monce 5d63a096bE000E66254e16078e8chTd403E™!
Digest-Attributes 'Hethod INWITE™'

Digest-Attributes 'URI = "sip:00194955385290195. 138,219, 145 ; transport=UDP"'
Digest-Attributes ‘Algorithm = "MD5™!

Digest-Attributes 'User-Name = "1206000000&""

Digest-Fesponse 'ad890£445b£8433844L7Edeffb3b05ba’

Field Description
H323-Conf-ID The H323-Conf-ID of a call.

For last Display all sessions in a recent time period.
From, To Choose a specific time period.

If you do not know the H323-Conf-ID for a call you have just made, you
can use the right side of the form to display all call attempts made within a
certain interval (this will also include failed call attempts, which makes it
extremely useful for troubleshooting problems when you are unable to
make outgoing calls, e.g. due to an authorization failure).
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You will see a list of call attempts, with the call initiation time, H323-
Conf-ID and CLI/CLD for each; click on the underlined H323-Conf-ID

to see the billing engine log for it.

Active Calls

The Active Calls page shows calls that are currently in progress or have
been completed recently. It indicates the time the call started, the elapsed
call duration, and who is making the call, and describes which gateways

the call is going through.

Since the total number of simultaneous calls in your system can be quite

large, you can display only a certain subset of all calls, by setting a filter

for:

e Customer — name of the customer who is making a call;

e Vendor — carrier to whom the call has been terminated;

e Node — element of your network (PortaSIP server, gateway, etc.)
the call is going through (e.g. you would like to see all calls
originating on your Cisco AS5300 gateway in New York);

e Call duration — only displays calls lasting for more than a certain
number of minutes.

Active Calls

MEEGEHA

» & Close Objects M Logout

Customer Vendor Hode

- - Search

Call duration greater than, min.

Total 3 calls in progress 12/[ Salect calls | | Cleanup calls prasentation |

Account Customer * Connect Time
18664655093 X-Telecorn 2005-05-26 14:05:30 2005-05-26 14:16:29 00:10:59 9688

&Y 938 -> B TestNode #3-» FEY 762

18664655093 A-Telecom 2005-05-26 23:.07:55

Disconnect Time Duration CLI CLD

762

Vendor

BestWolP Best PSThto Vendor [

Connection

00:13:38 888 762 Global¥olP  WolP Connection

EEY 935 -> EEBVOIPSOLUTIONS-outhound -= B3 Test Mode #5 -= €89 762

2005-05-27 05:22:41 001853 988 TE2
S 000 -~ R TR
Field Description
Account Account ID of the call originator.
Customer Customer who originated the call.

The Call-ID used to trace callback calls
when one logical call consists of several
independent SIP calls.

Connect time

Disconnect time Empty if the call is still in progress.

Duration The total call duration.

CLI Calling station ID (ANI) for the
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originator.

CLD Called station ID (DNIS) — the
destination numbet.
Vendor Cartrier used for call termination.

Connection Specific connection for this vendor.

Checkbox By ticking this checkbox for a particular
call, you can group several active calls
into a single group for further operations
(e.g. remove them from the active call

registry)

The line below these fields shows a schematic call flow diagram.

Sometimes a call displayed in the active calls registry may have already
been disconnected (the most common reason for this being that one of
your gateways was rebooted and calls were cut off, although billing never
received accounting records about this). In this case, you are able to clean
up such “stalled” calls from the web.

NOTE: A cleanup operation only affects billing’s internal registry of active calls, and
will not disconnect a call that is still in progress.

If you want to delete such calls, just mark all of them (using the checkbox
in the column on the far right) and press the “Cleanup calls presentation”
button. The “Call duration greater than, min.” option allows you to auto-
select calls with a duration greater than the entered value, so that you can
quickly select suspiciously long calls.

SIP Log Viewer

The SIP Log Viewer page allows you to view billing logs of PortaSIP calls.
You need to know the Call-ID of the specific call in order to trace it. If
you do not know the call-id (e.g. you just made a phone call from a SIP
phone and it failed), you can display all call attempts for a recent period
and locate the call-id of “your” call according to CLD or other
parameters.
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B &G H

og Viewer

» | @ Close
Call-lD
but not H323-Coi

Another Call-D
optional, e.g. for callback c:

Search log file for

Output format

Porta3IP node 13Z.168.0.55 - Forta5IF v
Trace a call
7e4f5zad-edfd3c15@192.168.0.55
Show call attempts
alls Forlast [ --szrzcT—- |v|
today ™ Use carefully for large interval,
may produce huge list of calls
include log file for the previous day in the search i
o d E g Filter do not show selftest calls
(=) only text log
(7 log with call diagram
experimental, does not work for all calls

Text-only log:

v

27 Jul 00:00:14/GLOBALS
RECISTER sip:de
Wia: SIP/2. 04D
From: ;tag=4033
To:

Call-TD: 237306
CSag: 10 REGIST
Contact: ;expir
Vser-Agent: Cis
Authorization:
Content-Length:

27 Jul 0O0:00:14/2375060
27 Jul 00:00:14/2379060

User-Hame

Digest-Realn
Digesc-Nonce
Digest-URT
Digest-Method

Digest-Response
Service-Type=
Cisco-AVPair

27 Jul 00:00:14/2379060
h2z2-billing-mo.
Cisco-AWPair
Cisca-AWPair

h3Z3-currency
naza-preferred-

Calling-Station-Id

Digest-User-Name

Digesc-Algoritha

h3Z3-return-code

ser: RECEIVED message from 21974 184.194:10581:
wo.portacne. com SIPF2.0
T 152 168.0.138:5060

208185

03642192 165. 0. 1358
ER

=s=3500

co ATA 186 w3.1.1 acasip (0408234)

Digest usernane="18667478647711", realn="deno. portacne. con' nonce='4Zeccodcelelbzelicalzafaals
a

364@192.168.0_138/5er: processing REGTISTER receiwed from 215 74 184 1594
354@192 168 0_138/ser: sending &% request for 186674785647711, method REGISTER:
'lEEE74TEEATTIL"

1186674 7864771L"

‘lE66747864771L"

‘demec.portacne. com'
‘4zefoscelelbZellcalZzef95312a4030501hES o2

‘sip:demo portacsne. com'

'REGISTER'

e

' e54B0Z 480755281 be33o£7010b57 1S "

‘Sip-Session'

‘call-id=Z3790603640192. 162.0. 138"

364@192 . 168.0_138/sar: ALL ragquest accepted,
del 'h323¥-billing-model=0"
‘h323-ivr-in=Tariff-Apolla STD'
‘h3Z3-ivr-insavailable-funds:S996007. 08"
‘h3Z3-return-cods=0'

‘h3Z3-currency=TST'
‘haza-preferred-lang=en'

processing response:

lame

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com

172



PORTA [4Billing100°

Help Desk

Log with call diagram:

410l ok R o

|

|<= (B? Z00/T) J' TWITE —--—-| il
| @ (B7 200/T) 100
@-> i{E? Z00/T) 100 Trying ——>|

@-> iBa 200/T) 180 Ringing —>|

! @ (Ba 200/I) 180
| I<- (ks 102/1) 120
| <= {ha 102/I) 180 Ringing —@

@-» {Ba 200/I) J 200 0K - |
|

|

|

I+ (Ba 200/A1 ACK
rtpproxy: pre-filling callee's address with 70,

I%= {ka 102/I) J 200 OK —————I
1 0 |=- (Ba 20074 ACE ==
14:10:20 @-+ (fa 10Z/A) ACH ==
14:10:20

-
I
@ (ks 10Z/L) ACH
|

=
"
w
5
"
"

|+ (Ba 201/B) BVE
14:10:22 |<- {Ba ZOL/E) BYE -
14:10:22
14-10-77  le— (Fa 010N FVR

TEPEET UIEE e
I<- (B? Z00/T h THVITE ------ @

@ (Ba 200/I} J' 200 0K

1<= (k2 102/} J 200 0K
a

|
12:10:22 G-~ {Aa 103/B) BYE ----——-—i
laslp:zz | G- (ka 103/B) BYE
le:10:22 | 1+ (ks 103/B) 200
14:10:22  |<- {Aa 103/B) 200 0E -———-—-mf @
lazlg:zz | 1
14:10:22  reovrosy: BIP stams: 7% in from calles. 79 in from caller
14:10:22  rtpproxy: sessimm on ports 35132/35134 is cleaned up

TZo oo IoaoE

erying - x|
|
|
Tinging —-x |
Hinging ---@

68. 12

f-> Aecounting —------——————x|

77777777777 @ 1
| 1
@-> Accounting --------———-==>|
i |

INVITE sip:400@216.231.44.34 SIF/2.0

To: <sip:400@Z16.231.44. 34>
Call-ID: zleOc92d-42e946d8@197. 168.0.53
CSeg: 101 INVITE
Max-Forwards: 70

Bxpires: 240
User-hgent: Linksys/PAP2-3.1.7(LSd]
Comtent.-Length: 428

17 May 14:10:17/GLOBAL/ser: RECEIVED message from 70.68.128.186:34714:

Via: SIP/2.0/UDP 192.166.0.53:5061 branch=
From: asutoprov 401 <sip:lZ060000401@Z16.231.44_34=;tag=13d16dz38842930c0]

Comtact: autoprovw 401 <sip:lZ060000401@19Z.168.0.53: 5061

&llow: ACK, BYE, CANCEL, INFO, INVITE, NOTIFY, OFTIONS, REFER

Z9hG4bK-4a8856d4

Field

Description

SIP Environment

The PortaSIP node (virtual SIP instance)
whose log files will be processed.

Call-ID

The SIP Call-ID (typical format is
XXXXX@some.domain or XXXX@IP).

Another Call-ID

The Call-ID used to trace callback calls
when one logical call consists of several
independent SIP calls.

Search log file for

The day when the call was made.

Include log file for the
previous day in the
search

This option extends the search by adding
the previous day.

Output format

Raw text log, or with diagram.

Show call attempts for
last ...

Displays all call attempts on this node, so
that you can find the call-id for a call and
use it to obtain log information.

Account Info

The Account Info page is provided for Help Desk staff responsible for
answering questions from account holders. The interface requires the
account holder to give the Help Desk an account ID or a batch and
control number. The Help Desk operator can also browse xDRs for this

account by selecting the Browse xDRs @ icon.
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Gl M Accounts of Retail Customer 'EasyCall Ltd."

» ® Close ¢ Logout
Account ID Customer Batch Ctrl # SIP Status Advanced
[ |[fasyall tea. & [any ¥ || arr | (Shev Accounts | 3earch
XDRs Account ID Idle, days Currency Balance Credit Limit Type Product Batch  Status SIP
@ 12061234568 usD 17.84581 Credit SIP Subscribers EBagyrall
@ 120612345681 usp 331129 Credit SmartCall - residential SIP easycall @
@ 12061239876 USD 0.00000 Credit SmartCall - residential SIP easyeall
@ 12061239877 USD  351.56001 Credit Retail SIP easycall
16041231007 Alias
@ 16041231018 usD 0.00000 Credit Wholesale XCHG - Gold easyall
@ 16041234567 usD 10.00000 Debit  SIP Subscribers easycall
@ 16041234568 180 usD 14.62056  20.00000 Credit SIP Subscribers eagyrall A
@ 16041234569 usD 0.00000 Debit  SIP Subscribers EBagyrall @l
@ 16041234570 USD 0.00000  10.00000 Credit SIP Subscribers easycall
[O] 1043102255 USD  10.34800  10.00000 Gredit SIP Subscribers easycall 2y
[B] 1spaszezss USD  10.34800  10.00000 Credit SIP Subscribers easycall &
[©] 16045831234 USD 1034800 1000000 Credit SIF Subscribers easyeall Ay
@ 777700088 1 uso 0.00000 Credit 3P Subscribers easycall @
@ 777700089 usD 0.00000 Credit SIP Subscribers easycall

Once specified, clicking on Account ID will take the user to the Account
Info for that account.

Gl M Account Info / Retail Customer 'EasyCall Ltd."

» | i@ Save | [@ Save&Close | @ Close | B #DRs | & E-Paymentslog | B3 Terminate *) Logout | B Log

° Accountid [ i el Product [vsp - swarecals - resicemy

Biocked  Blocked Balance 2.31129 USD
User Agent --------------memeomeeeeeeee [0 11 7 To: SRS —
Life Cycle ‘ Subscriptions | Notepad

Account Info | Maintenance | User Interface | Subscriber ‘ Aliases | Additional Info

Customer EasyCall Ltd Credit Limit l:l uso
Tyne Credit Opening Balance 0.00000 USD
YoIP Password Refunds 0.00000 USD
BTl l:l Maon Call Related Charges 331128 USD
Batch easyeall

Cantral Number 3

The majority of account details on the Account Info page are read-only.
This interface is similar to the one accessible via the customet’s Accounts.
Help Desk staff has the ability to modify only Web Password, VoIP
Password, Account Balance, Time Zone, Redirect Number, Blocked
Status, and Preferred Language. When making such changes, Help Desk
staff should also provide a comment detailing the reason for these
changes (for example, “user unable to call due to network outage, credited
$5”). Changes may be confirmed by clicking el Save or &l Save&Close.
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6 . Statistics
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Graphs

The default timeframe for all graphs is 30 hours. The dates above the
graph are the boundary timeframe for the current graph. If the graph is
shown in more than one color, a legend for color use will be displayed
below the graph. If there are two graphs, captions will be provided on the
left. The use of navigation is explained in the table below.

Icon Description

Q Zoom Out. Click the icon or the top part of the graph to see
a 50% longer time interval.

Q Zoom In. Click the icon or the bottom part of the graph to
see a 50% shorter time interval and a more detailed graph.

¢ Back in time. Click the icon or the left part of the graph to
move back in time by 50% of the current timeframe.
|:> Forward in time. Click the icon or the right part of the

graph to move forward in time by 50% of the current
timeframe.

Reports

The middle portion of the report screen is a one-year calendar.

PortaBilling keeps reports for one year, after which they are removed
from the system. The current month is displayed in the bottom right-hand
corner of the calendar.

T.ook at the following diagram of a calendar:

S .//./

» Mar2002 » D
'\# Mo Tu e ThFr SasSu
1 21

W 45678910

1 1112 13 14 15 16 17

12 A28 8M

LhsdfiaanHn

1. If present, this arrow notifies the user that a report for this month
is available for download by clicking the month link.
2. Three-letter abbreviation for the month, followed by the year.
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3. If present, this arrow notifies the user that two semi-monthly
reports are available for download by clicking the links on the

right.

4. Click this icon to download statistics for the first half of the
month.

5. Click this icon to download statistics for the second half of the
month.

6. The number of the week in the current year. No report was
generated for this week, so there is no link.

7. Same as 0, but here a report has been generated and may be
downloaded by clicking the link.

8. The day of the month. No report has been generated, so the link
1s inactive.

9. Days with linked reports are bolded and underscored. Click to
download the report.

If a report is available, the corresponding link is bolded and underscored.

NOTE: Links are not displayed if reports have not been configured.

System Load

The System Load graph provides a general overview of the billing system
status in terms of the number of call attempts per minute and the total
volume of calls per day.

E G H System Load

» | ® Close P Logout

Thu Oct 5 21:05:17 2006 ¢ QQ ¢ Fri Oct 6 21:05:17 2006

calls/minute
w
8

22:00 00:00 02:00 04:00 06:00 ©08:00 10:00 12:00 1400 16:00 18:00  20:00
@ Billable Calls M Zero duration calls

Wed Sep 6 21:05:17 2006 ¢ QQ ¢ Fri Oct 6 21:05:17 2006

280 k

240 k
220 k
200 k
180 k

Daily minutes

H
&
2
=

Week 36 Week 37 Week 38 Week 33 Week 40
@ Billable Calls (min)

The Calls/minute graph at the top shows the number of calls, and is
broken down into “Billable” and “Zero Duration” calls.

The Daily minutes graph shows the total call volume (in minutes) that
passes through your system per day.
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Database

The Database Load graph shows the load (in number of queries) and the
number of active threads on the master and slave databases. This
information may be useful in the event that database interactions seem
slow, or for other debugging scenarios.

G HA Database Load

| ® Close P Logout

Thu Oct 5 19:20:56 2006 ¢ QQ ¢ Sat Oct 7 07:19:49 2006

400
350
360
250
200
150
160

Master

00: 08 06: 80 12: 00 1800 00: 80 96: 00

slave

00: 00 06: 00 12: 00 1s:00 00: 00 06: 00
@ humber of queries M Mumber of connections

Connections

The Connection Load screen provides the user with access to load graphs
for all connections set up in the system. To view the graph, select the
vendor to whom the connection being searched has been assigned from
the list on the left side of the screen. Also, the search feature may be used
by entering the vendor’s name in the search field and clicking the Search
button. For a search wildcard, the symbol “%’ can be used.

After locating the vendor, all connections related to him will be displayed
on the right side of the screen, grouped similarly as on the Connection
Management screen: PSTN from Vendor, VoIP from Vendor, PSTN to
Vendor, and VoIP to Vendor. Click the description under the
corresponding connection type to view the Load Graph for a given
connection.
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(R Connection Load
» | @ Cose bl Logeut
Vendor PSTH from VYendor WolP from Wendor PSTHto Vendor VolP to Yendor

sl ermination

Airtel Softswitch fro Ainel Citus

Alex :

Asia Telecomn -

ATET | |

AET tost .

v

G H Connection Load

» | & Cose P Logout

Airtel Softswitch fro Airtel Cirus

Fri Oct 6 03:35:20 2006 ¢ QQ ¢ Fri Oct 6 21:42:00 2006

108% = 170 calls

[:}
06: 00 08: 00 10:00 12: 00 14:00 16: 00 18: 00 20: 00
M Lload M Setup Time M ASR (Load Threshold = 5 %)

Defined in terms of connection threshold, the connection utilization
graph shows the saturation of your connections, as well as the setup time
and ASR.

ASR

The Vendor ASR reports screen gives the user easy access to downloads
of all ASR reports that have been defined for a vendor. Reports for the
desired vendor may be found by selecting the vendor from a list on the
left side of the screen, or by entering the vendor’s name in the search field
and clicking the Search button. The wildcard symbol ‘%0’ may also be
used for the search.

Download Options
The default report download format is CSV. Check the box next to the

ZIP Dicon to download zipped CSV files.
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Vendor ASR reports

* | ® Close Custom Query M) Logout
A% Download Options =1}
Airtel
Ales Nov 2005 Dec 2005 Jan 2006 Feb 2006
T #MoTuWeThFrSaSu  #MoTuWeThFrSaSu  #HoTuWeThFrSaSu  #BHoTuie ThFr SaSu
Pe— “4 123458 4% 1234 52 1 5 12345
ALSL 45 7 8 910111213 49 56 7 8 91011 12345678 667 8 9101112
AET test 4614151617181920  $012131415161718 2 9101112131415 713141516171819
4721222324252627  $119202122292425 316171819202122 820212223242526
48282930 2262728293031 423242526272829 92728
53031
» Mar 2006 » Apr 2006 » May 2006 » Jun 2006
#MoTuWeThFrSaSu  #MoTuWeThFrSaSu  #HMoTuWeThErSaSu  #MoTuWeThFrSaSu
E] 12345 13 12 181234587 2 1234
15769101112 1434567809 195 91011121314 2856 7 § 91011
M13141516171819  1510111213141516  2015161718192021  2412131415161718
1220212223242526  AB17191920212223  MZ2232425262720 2810202122232425
132728293031 1724252627282930 2293031 262627282930
» Jul 2006 » Aug 2006 » Sep 2006 » Oct 2006
4Mo Tute ThFr SaSu #MoTuWe ThFr SaSu #Mo TuTe ThFr SaSu & Mo Tufe ThEr SaSu
26 12 3 123456 ¥ 123 8 1
21 3456789 3278910111213 3% 4 567 8910 #£2345678
2£10111213141516 3314151617181920 $711121314151617 M 0101112131415
2917181920212223 3421222324252627 3#8181920212223724 4216171819202122
3024252627282930 3528203031 3252627282030 @ 4323242526272820
31 ] 443031
™
A B c D E F G el
1 |Destination _|Cnuntry Description Calls Billable Calls ASR; % Duration; min:sec ALOCQ
2 247 Ascension lsland 2 0 0 0:00
3 |Mot Matched Unable to match in tar 255 1/0.3921560627 45025 11:37
4 |SUBTOTAL 257 1/0.3591 05056365759 11:37
4 355 ALBAMIA Proper 1 0 0 0:00
6 |SUBTOTAL 1 0 0 0:00
7 54 ARGENTINA | Proper 2 0 0 0:00
g 541 ARGEMTIMNA, 1 0 0 0:00
9 2411 ARGENTINA ~ Buenos Aires 4 3 75 2313
10 | SUBTOTAL 7 3 42.8571428571428 2313
374 ARMEMIA Proper =) 3 10.3448275862063 1:11
12 |SUBTOTAL =) 3 10.3448275862063 1:11
13 61 AUSTRALIA Proper 7 2 28.5714285714286 426
14 B11 AUSTRALIA Mobile 1 1 100 0:35
15 B129 AUSTRALIA Sydney 1 0 0 0:00
168 | SUBTOTAL 9 3 33.3333333333333 9:01
17 43 AUSTRIA Proper 17 B 35.29411764705858 72:05:00
18 431 AUSTRIA “ienna 3 1 12.05.2005 14:26
19 43650 AUSTRIA Mohile 1 1 100 0:04
20 |SUBTOTAL 26 & 30.7692307692308 86:34:00 v
W o+ v ) Sample / <& J Bl

Custom Query

The Custom Query utility, which can be accessed by clicking the Custom
Query & button, enables you to view ASR and cost/revenue information
for all calls going from selected customer(s) to selected vendoz(s). This
query can also be filtered by destination and a precise time interval. The
Split selector allows the report to be divided into hourly and daily
intervals.

Select a customer or vendor, or a destination (which may be specified
exactly), or use a wildcard. (For example, all calls to England may be
specified as “44%” in the destination field.) A date and time range for the
search must be specified. To initiate the query, click the Show results
button.
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M B B G A

» | ® Close

Custom Query

P Logout

& Erom
=2 el
Snlit

Vendor

Airtel

Customer | ALL

Destination |3

2006-10-05 | ¥¥yY-MM-DD

2006-10-06 | ¥yY-MM-OD

Mo split ¥

00:00:00 | HH24:MI:55

00:00:00 |HH24:ML:55

Show results

Vendor(s) /
Customer(s}

2006-10-05 00:00:00 - 2006-10-06 00:00:00 Ajrtel 13758
ALL 13758

Interval Calls  Billable Calls Duration, min:sec ASR,% ALOC, min:sec CostRevenue, USD

5859
5859

6557315
B857315

42459
4259

1
1

423261
927229

The results table contains two rows, one each for the customer and the

vendor.
0 Calls
O Billable Calls
0 Duration, min:sec
O ASR (Average Success Rate)
0 ALOC (Average Length of Call), min:sec
0 Cost/Revenue, in the PortaBilling ownet’s currency

The Custom Query utility is a tool for monitoring various parameters of
your current call flow. It should not be used to obtain billing statistics for
a particular vendor (use the xDR statistics for the corresponding vendor),
and should never be used to obtain information such as “total minutes
for a particular customer”. Since this report operates with the vendor’s
xDR, it will provide figures according to the vendor’s time rounding, not
the customer’s. This can make a significant difference (e.g. your vendor
uses 1 second rounding, while customers are billed on a per-minute basis).

Cost/Revenue

The Cost/Revenue reports screen allows users to easily download all
Cost/Revenue reports that have been generated in the system. Reports
are grouped by the following call types:
O By customer and destination, subtotal per country (default)
By customer and destination, subtotal per customer
By customer and destination, subtotal per country
By vendor and destination, subtotal per vendor
By destination

O O0O0Oo

The active selection is highlighted in green.
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Cost/Revenue reports

) Logout

By customer and destination, subtotal per country Downioad Options 2

By customer and 1, subtotal per custarmer

By vendor and destination, subtotal per country Nov 2005 Dec 2005 Jan 2006 Feb 2006
. #MoTuWeThErSaSu  #MoTuWeThFrSaSu  #MoTuWeThFrSaSu  #HoTuie ThErSaSu
Byvendar and destination, subtotal per vendar
M 122456 B 1234 52 1 5 12345
By deslinaton 4% 7680910111213 49567891011 12345678 66769101112
4614151617 181920 012131415161718 2 9101112131415 712141516171819
ANI1229324252627  5119202122232425 31617 1819202122 82021222324 2526
48222030 52262728293031 423242526272820 92728
53031
Mar 2006 Apr 2006 May 2006 Jun 2006
#MoTuieThFrSaSu  #Mo TulWe ThFr SaSu #Mo TulWe ThFr SaSu # Mo TuWe ThFr SaSu
3 aif 2| E <) 5 % 12343567

106 7 8 9101112
111314151617 1819

1220212223242526
132728203031
Jul 2006 Aug 2006 Oct 2006
#Mo Tu¥We ThFr Sa Su # tio TuWe ThEr SaSu

3 1
02345678

M 9101112131415

216171819202122
432324252627 2829
M“3031
[ | C D [ E T F H I ! I J kTR
1 [Country !Dascr\ptmn Calls Gross rargin USD Rated sec.Rated min. Total Cost USD Total Revenue USD -
| 2 UNITED STATES | llingis 31 0.02236 e 0.01430 0.03666
| 3 |UNITED STATES California n 165841 4691 43 1.10124 275965
| 4 |UNITED STATES Texas 2 0.21031 618 39 0135965 0.345996
| 5 UNITED STATES ~ Mew York 23 0.20831 621 13 0.13832 0.34663 ~
| B |UNITED STATES llinois 32 0.8041 783 58 017030 097440
| 7 |UNITED STATES lllinais 32 0.4879 1358 24 031200 073990
| 8 UNITED STATES | Mew Jersey 122 0.10215 288 a7 0.06783 0.16998
| 9 |UNITED STATES Massachusetts 24 0.05207 124 123 0.03458 0.08665
| 10 UNITED STATES  Kentucky 42 0.15623 AEE 21 0.10374 0.25997
| 11 UNITED STATES  Connecticut 2 0.02002 9 25 0.01330 0.03332
| 12 |UNITED STATES South Carolina 12 0.38057 132 32 025270 063327
| 13 UNITED STATES ~ Arkansas 74 2.38757 7131 93 1.58536 3.97203
14 UNITED STATES Mew Jersey 41 0.04407 131 47 0.02926 0.07333 -
W o« v Py sample < ] Bl

Custom Reports

The Custom Reports section allows you to manage and execute custom
report queries.

Custom Reports

[@ Add | ® Close | & Run Queue Ml Logout

B Log

Type Search

ANV

|

Hame Type Description Run Delete

First Dial MP countries  Most Popular Gountries  Most Popular countries for First Disl m E‘

On the initial Custom Reports screen, you can view already existing
reports. To execute one of them and see the result immediately, click the

Run icon for a particular report. Click the * Run Queue button in
the toolbar to see information about scheduled report execution.

Custom Report Queue

13 b Logout | B Log
Edit  User Query Hame Start Time Periodic Last Run Status  Suspend Delete
¥¥YY-MM DD HH22:MESS
IE‘ demo-toor First Dial MP countries 2007-12-11 00:00:00 Monthly = Waiting . IE‘
lE‘ demo-toar First Dial MP countries 2007-12-11 06:21:00 2007-12-11 06:21:02 Completed = lz‘
IE‘ dermo-toor First Dial MP countries 2007-12-11 06:23:00 2007-12-11 06:23:02 | Running - Iz‘
IE‘ demo-toor First Dial MP countries 2007-12-18 00:00:00  Weekly 2007-12-11 0D6:19:071 | Wiaiting = IE‘
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Click H Add to create a new report by choosing the type of report (one of
the pre-defined types) and whether this report should be created as a
clone of some existing report (inheriting all parameters defined in that
teport), or just as a blank copy. Press il Save to proceed in defining the
report.

B G Add Query

» | d save | ® Close 5] Logout
-

Type Most. Popular Destinations ¥
As copy of DEFAULT QUERY %

Description

This report displays ten the most populer destinations in which
calls were made for specified customer nthe specified time it

This report chooses the customer's or account's CDRs and sums
CDR charged_amount, COR. charged_time and simutaneousty
courts the guartity of calls for sach separate courtry. The resut
list i sorted in accordance with sorting method on Outaut Formats
Teb.

Input Parameters: Customer, From date, To date
Output Fields: Caurtry, Calls, Minutes, Cost
Detault oreisring (descent) by Courtry

[H] Edit "New Query" query

> el Save | [l Save & Close | ® Close | E} RunHTML PO Logout | B Log
Name Mew Query N i [aure -

Report Type Most Popular Destinations

Query Info | Input Parameters | Output Data |

Send Report To Owner \ | Descriptioh

Send Copy Ta I ] This report displays ten the most popular
destinations: in which calls were made for specified
customer inthe specifisd time limt.

This report chooses the customer's or account's
Description CDRs and sums COR.charged _amourt, COR
charged_time and simutaneausty counts the
quartity of calls for each separate courtry. The
result list is sorted in accordance with sorting
method on Output Formats Tab,

Input Parameters: Customer, From date, To date
Output Fields: Courtry, Calls, Minutes, Cost
Detault ordering (descent) by Courtry

On the Edit query page, you can alter various parameters of this query.
Click the [f Run HTML button in the toolbar to run the query and
immediately see the result in your web browser.

Query Info Tab

Field Description
Send Report To If this check box is ticked, after every query
Owner execution the user who executes the report

will receive a copy of the report result by
email. (Make sure you have defined your email
address in the user settings.)

Send Copy To Send a copy of the report result to another
email address.
Description General description of this report.
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Input Parameters Tab

The contents of this tab are based on a particular report, and allow you to
manage report parameters, e.g. for “Most popular destinations” you are
able to specify the date range and customers.
For input parameters which contain date/time values, there are two
methods of entering values:
® You can type in a specific value, e.g. “01-Jan-20077; this value will
always stay the same for any report execution.
® You can specify a moment in time as an offset from the scheduled
report execution date. For instance, you can set up the
“Customer’s most popular destinations” report to run every night
at 5 am, and specify that it should cover an interval from 21 hours
to 10 hours prior to the report time. As a result, you will always
receive a report that includes calls made by the customer during
business hours on the previous day. Parameters may also be
populated automatically with a date after the actual report time:
for instance, every Monday you can run a report to obtain a list of
invoices that will become overdue during the next seven days.

Output Formats Tab

This tab includes two separate areas: Output Format, where you can
define how the values of columns should be presented in the report, and
Data Sorting, where you define how the report data should be sorted.

Column Description
Column Name of the report column.
Visible Whether this column should be included in

the report. If you uncheck this option, the
given column will simply be skipped in the
report result.

Format Formatting of the column data (e.g. whether
the total number of minutes should be
displayed as 380 or 380:00).

Post Processing This field functions like the post-processing
Rule rules in templates (for more details, see the
PortaBilling Templates Guide). It allows you to
modify the actual value extracted from the
database before it is shown in the report. For
instance, if the value in the database gives the
total number of seconds, you can divide it by
00 to display the value in minutes to the user.
Suppress Dup If activated, duplicate column values in
adjacent rows will not be displayed — see the
example below.
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The Suppress Duplicates option allows you to make your reports more
readable by removing excess information. Compare the two datasheets
below, in which the same data is shown, but where the right one has
Suppress Duplicates enabled for certain columns.

5 Microsoft Excel - Book1 L EX

i) pile Edit View Insert Format Tools Data lwindow Help 9] File Edit Wiew Insert Format Tooks Data Window Help

i -8 x E -8 X%

P B G oArial \;- EHEEAna\ ~ 10 v\n1g\§§§|;v

Al - A2 - #& CIECHREPUBLIC
A B | A [ B [ c oI _Ep
IHCnunlr Destination _Description Minutes 1 |Countr Destination _ Description Minutes
2 |CIECH REPUBLIC 420 Proper 16703:00 I (C7ECH REPUBLIC 420 Proper 1670300
3 |CIECH REPUBLIC 420601 Mabile 6893:30 3 420601 Mobile 622330
4 |CIECH REPUBLIC 420602 Mobile 429500 4 420602 4295:00
4 |CZIECH REPUBLIC 420603 Mobile 14823:00 5 420603 1482300
6 |CTECH REPUBLIC 420604 Mabile 8924:00 B 420604 8924:00
7 |CIECH REPUBLIC 420609 Premium 45700 7 420609 Premium 457:00
a8
a 5
10 10
11 v 11 -
4 4 » wi\Sheetl [ Sheet2 { Shests / [¢ B W« » »\Sheet1 / Sheetz / cheeta / ¢ >
Ready Ready Sum=+20
Column Description
Column Name of the report column.
Sort Specifies the sorting mode for this column:
A . . .

e 7. - Datais sorted in ascending order
(i.e. Andrew will be at the top of the
list, and Zack at the bottom).

z . ) .

e G. - Datais sorted in descending
order (i.e. Zack will be at the top of
the list, and Andrew at the bottom).

e - This column is not used for data
sorting at all.

Up/Dn If there are multiple columns used in sorting,
their order is very important. Here you can
arrange the sequence of the sort columns. For
instance, if you want to sort data first by
country name and then by the number of
minutes, use the [£] and [=] arrows to move the
Country column above the Minutes column.

Run Queue Tab

This tab allows you to schedule automatic report execution (single time or
periodic) in the future, and to see when a report was last generated. Click
the [ Add button in the toolbar to add a new entry.
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Edit "First Dial MP countries" query

» [# add | [d save | g Save & Close | & Close | E* RunHTML bl Logout | B Log

Name First Disl MP countries i i ‘ lumerica/Vancouver vl

Report Type Most Popular Countries

‘ Query Info | Input Parameters | Output Data | Run Queue ‘ Reports | Notepad |

& Start Time "

Periodic Last Run Status  Suspend Delete
YYYY-MM-DD HH24:MI:55

IEl 2007-12-11 00:00:00
|E| 2007-12-11 06:21:00
|E| 2007-12-11 06:23:00
|E| 2007-12-18 00:00:00

Monthly

Weekly

weitng
2007-12-11 06:21:02 Completed
2007-12-11 06:23:02 | Running

20071211 06101 [aitinG

[ [ [ [

Column

Description

Start Time

Date and time when the report should be
produced.

Periodic

Specifies whether the report should only be
produced once, or generated every day, week
or month.

Last Run

The date when the report was last executed (if

applicable).

Status

Current status of the report:

e Waiting — Report execution has not
started yet, and is scheduled for the
future.

e Completed — The report was to be
executed only once, and this has
already been done.

e Running — The report is being
currently produced.

Suspend

Allows you to temporarily disable report
execution (but not delete the entry from the
report schedule). This may be convenient if
you are leaving for vacation and would like to
avoid having reports piling up in your inbox
during your absence.

NOTE: Start Time specifies only the “preferred” start time for the report. Report
execution will not start earlier than the specified time, but it may start later if there
are some other conflicting tasks at the specified time. For instance, if two reports are
scheduled to be executed at 06:00, only one of them will start at that time, while the
other will start only after the first one has finished.

Reports Tab

This tab allows you to browse results for the ten previous report
executions. Thus, if you did not save the original result, you do not have

to run the reports over again. Click the 8] icon to see the corresponding

file.
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Edit "First Dial MP countries" query

» =l Save & Close | ® Close | E* RunHTML v Logout | B Log
Name [Fustoi v cunvies ' Tanggone | smerica/Vanoer Y]

Report Type  Most Popular Countries

‘ Query Info | Input Parameters | Dutput Data | Run Queue ‘ Reports | Notepad |

Start Time Completion Time  Wiew
2007-12-11 06:23:02 2007-12-11 06:23:02
2007-12-11 06:21:02 2007-12-11 06:21:02 @‘
2007-12-11 06:19:02 2007-12-11 06:19:02
2007-12-11 06:16:20 2007-12-11 06:16:21
2007-12-11 06:16:33 2007-12-11 06:15:33
2007-12-11 06:16:19 2007-12-11 06:15:20 @

Report "First Dial MP countries", "2007-12-11 06:21:02"

» ® Close | ¥ Download

Report Type: Most Popular Countries

Description
Currency: UshDr
- X A N This report displays ten the most popular courtries in which calls were
1mesone RN TAE? made for specified customer in the specified time limt.
Input Values: From To Customer

N This report chooses the customer's or account's CORs and sums
2006-01-01 00:00:00 2007-12-11 06:21:02 EasyCall Lid
¥ CDR.charged_smount, COR. charged_time and simuttaneously courts
the quantity of calls for ssch separate country. The result list is sorted in
aocordance veith sorting method on Output Formats Tab.

Input Parameters: Customer, From date, To date
Output Fields: Country, Calls, Minutes, Cost
Default ordering (descent) by Country

Country Calls Minutes Cost

UKRAINE 13636 79529:36 11524.58
UNITED STATES 6787 383320:07 1174.61
CEZECHREPUBLIC 6754 38936:36 9734.03

Vendor XDR Reports

The Vendor reports screen allows users to easily download all reports that
have been defined for a vendor. Reports for the desired vendor may be
found by selecting the vendor from the list on the left side of the screen,
or by entering the vendor’s name in the search field and clicking the
Search button. The wildcard symbol “/%” may also be used.

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com 187



PORTA [4Billing100°

Statistics

Vendor reports

19 78 310111213
20 1415 16 17 18 19 20
MANBBUBRY
22 38 29 30 31

Sep 2007
#Mo Tu¥e ThFr 5aSu
35 12
3 34567 849
312131415 16
BUBEANRD
HNAHABXEABANN

23 45 678910
241112 13 14 15 16 17
2BW/WANR2HBAH
26 2526 27 2% 2 30

Oct 2007
#Mo TuWe ThFr 5aSu
40 { 234367

F

23496748
28 910111213 14 13
29 16 17 15 19 20 21 22
3023242526 21 8 &
31 30 3

Nov 2007
#Mo TuWe ThFr SaSu
4 12
45 5878 91

6

b | @ Close *l Logout
Unresolved xDRs Download Options @
Jan 2007 Feb 2007 Mar 2007 Apr 2007
ABC #MoTuWeThFrSaSu #MoTuWeTIhFrSaSu #MoTuWeThFrSaSu #MoTu¥eThFr SaSu
— 11234567 5 1234 9 1234 13 1
DID supplier
a:ﬁ%— 28 91011721314 6 6 6 7 8 81011 10 56 7 8 5101 142345678
SN 3VBETBWA0N TRIIWEETE 11213 1B 15E1F 18 45 310 111213 1415
MC| Vendor 42 BUBBHNR SN N BB 2190023425 BEFEHN0N R
Srnarhetwark 529303 9T B 13 26 27 26 29 30 71 HABBNHN
SPT Telecam 13 30
Telegiobe May 2007 Jun 2007 Jul 2007 Aug 2007
WWFi Vendor #MoTuVe ThFrSaSu #MoTuWe ThErSasu #MoTuWeThFrSaSu #MoTu¥e ThFr SaSu
W Telecorm 13 123 43436 22 123 26 1 % 123 435

2678 310112
3313147151617 16 19
MANBBUHE
3507288 30H

Dec 2007

# Mo Tu¥e ThFr 5aSu
® 12
® 3456789
50 10 11 12 13 1415 16
SMIT1B1820N225
62 24 25 06 27 26 20 30
13

Unresolved XxDR Reports

The “Unresolved calls” reports screen is accessible from the Vendor xDR.
It allows users to easily download all available reports for calls which were
not identified as crossing any connection to a vendor. The report

periodicity can be set up on the Company Info screen -> Report Info

Tab -> Reconciliation Period.

> ® Close | [E] »DRs

H) Logout

Download Options 3

¥ Jan 2007

#MoTulfe ThEr SaSu
112344567
2 8 90111213 14
3191617 1819 20 21
4R [BMNHBA AR
52930 3

» May 2007

#MoTule ThEr SaSu
123456
1907 & 901120
20 1415 16 17 16 19 20
NNDBUBKD
2222930 M

= Sep 2007
# Mo TuWe ThFrSaSu
35 112

3 3456784
3710011 12 13 14 15 16
3617 16 18 20 21 22 23
302 25 % 0T 2 2%

= Eeb 2007

#Mo TuWe ThFr SaSu
5 1234
66678 811
712131415 16 17 18
BUANNBHUH
3% B

¥ Jun 2007
#Mo TuWe ThFr SaSu
22 123

23 4 5 6 7 8 810
2411 12 13 1415 16 17
BRWAN 22BN
2629207188 W

» Ockt 2007

#Mo TuWe ThFr SaSu
13348567
a8 81011213 14
a2 15 16 17 1 18 20 21
GUBUBEN K
442930 A

# Mar 2007

#Mo TuWe ThFx 5aSu
9 12314
0 5 67 & 8N
M1273 1418 16 17 18
RUPANNRBAH
1306 N0 ¥ AN

» Jul 2007
#Mo Tule ThEr 5a 5u
26 1

23456 T 8
28 3101112 13 1415
20161716 19 20 11 2
NHUEET BN
M H

» Nov 2007
#Mo TuWe ThFr 5aSu
1 IEERE
45 5 6 T & 91011
46 12 13 14 15 16 17 18
ANPNNRHME
BHATBNN

» Apr 2007
#1Mo Tu e ThEx SaSu
13 1

1923445678
15 910 11 12 13 14 15
16 16 17 15 19 20 21 22
W MM HTHH
18 30

- Aug 2007
#MoTulfe ThEr SaSu

3 12345
32067 8 41011
33131415 16,17 18 19
MANNRLBUKS
3597 2 29 30 3

Dec 2007
#Mo TuWe ThFr 5aSu
48 12
49 34496781
5010 11 12 13 14 15 16
F O R )
52 2405 26 27 28 29 30
13
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Customer xDR Rep

orts

The Customer reports screen allows users to easily download all reports
that have been defined for a customer. Reports for the desired customer
may be found by selecting from the list of existing customers on the left
side of the screen, or by entering the customer’s name in the search field
and clicking the Search button. The wildcard symbol ‘%’ may also be

used.
Customer reports
| ® Cose *J Logout
e |(sears) D options [+] D xDRTwpes & Inwoice () Debit
ABC Shuttle Lid
Callshap 1 = Jan 2007 » Feb 2007 » Mar 2007 = Apr 2007
#MoTuWeThFrSaSu #MoTuWeThFrSaSu #MoTuWeThFrSaSu #MoTuWeThFrSaSu
Galishop Owner 11234567 5 1234 9 1234 13 1
David Welsh 2 6 AW M121314 6 5 6 7 8 81011 10 56 78 4101 12 2 3 456 7T 8
EasyCall Ltd, IBHTBENN T MIE BT 11213141516 718 15 9101112 13 14 15
Jason Bom INBUBBTR VNN RDBNE 2BDABBUE BETEBDH D
John - Prepaid 5030 % T E T B BETBBNH THUBEBTEN
Mary Srmith ) £
Paul'Weekes > May 2007 # Jun 2007 Jul 2007 » Aug 2007
Raj Kumar #MoTuWeThFrSaSu #MoTuWeThFrSaSu #MoTuWeThFrSaSu #MoTuWeThFrSaSu
J;Shume B 123456 2 123 2 1o 12345
= 19 7 8 901213 23 4 5 6 7T 6 910 2¢ 23 456 T8 32 6T 8 4l
SmaeallRE 20 41567161920 24 1112131415 1617 26 §10 111213 1415 33 13 1415 16 17 16 19
Smarthiat NURBUBET BBEVNN DB PETEBINE MAANLBNE S
2 KW A BHBETBHD NBUEBHEHN BTHANN
K
» Sep 2007 » Oct 2007 » Nov 2007 Dec 2007
#MoTuWeThFrSaSu #MoTuWeThFrSaSu #MoTuWeThFrSaSu #MoTuWeThFrSaSu
3 12 01234567 # 1234 4 12
6 345 6T 68 M G 9NN I2131 4 56 78 4101 49 3 456 76 9
AN 2 A4E6 a2 151617181920 20 46 1213 1415 16 17 18 S0 10 11 12 13 14 15 16
BOBVNNNE BUBNBBTE FUDARBUE AT BNAN2 B
WUBHHHENAN 4830 A WAT BB A RUBHTHNN
191

Invoices

The Invoices screen allows the administrator to view all invoices

generated by the system in the current environment. The desired invoice
can be found by its number. Groups of invoices can be searched by

selecting a customer and a date range.

MEEEBS

Invoices

* | ® Close

) Logout

View Ho.  Customer

Search forinvaices entering /mvoice o, OR sefecting Customer and Date range

Inwoice Mo,

Customer
B From
B o

Date: Payment Status Status Re-create Period From Period To

]
_znns-m-m TY-MM-DD
|2006-10-01 |YYYY-MM-DD

Due Date  Amount Due

@ 3 ABC Shuttle Ltd. 2006-10-01 Overdue k2 2006-08-31 2006-09-28 2006-10-01 31 43 EUR
@ 2 ABC Shuttle Ltd. 2006-09-01  Partially Paid k2 2006-07-31 2006-08-30 2006-08-01 3088 EUR
@ 1 ABC Shuttle Ltd. 2006-08-01 Paid + 2006-06-30 2006-07-30 2006-08-01 3047 EUR

© 2000-2009 PortaOne, Inc. All rights Reserved. www.portaone.com

189



PORTA [4Billing100° Statistics

Select the Preview @ icon in the result list to view or print the selected

invoice. The Closed icon appears when an invoice has been delivered
to the customer and cannot be changed. An invoice is considered
delivered when the customer receives an e-mail with the invoice attached,
or clicks the View icon in the Invoice section of the Customer Self-
Provisioning interface. If the invoice is not locked, it will be automatically
updated if the balance changes (re-costing of calls, for example);
otherwise, a new invoice with a re-costing adjustment will be generated.
You can change the status of an invoice manually by clicking the status
icon.

The Re-create ® icon allows you to recreate an invoice. By clicking this
icon you can schedule invoice recreation. This will not affect any changes
except the invoice date, due date, layout attributes, customer and/or
company info, and PDF file renewal. Invoice recreation is useful when
you want to renew an invoice date, or have made some changes to a
particular invoice template, or if certain customer or company attributes
have been changed.
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