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Preface

PortaSwitch® Maintenance Release 54 is the next leap-forward release,
consistent with our “fast releases, precisely on time” ideology.

Where to get the latest version of this guide

The hard copy of this guide is updated upon major releases only and does
not always contain the latest material on enhancements introduced
between major releases. The online copy of this guide is always up-to-date
and integrates the latest changes to the product. You can access the latest
copy of this guide at www.portaone.com/support/documentation/.

Conventions

This publication uses the following conventions:
e Commands and keywords are given in boldface.

e Terminal sessions, console screens, or system file names are
displayed in fixed width font.

Exclamation mark draws your attention to important actions that must
A be taken for proper configuration.

NOTE: Notes contain additional information to supplement or accentuate important
points in the text.

Timesaver means that you can save time by performing the action
described here.

&

Archivist explains how the feature worked in previous releases.

Gear points out that this feature must be enabled on the Configuration
server.

odu
Jeo
U~

Tips provide information that might help you solve a problem.

Trademarks and Copyrights

PortaBilling®, PortaSIP® and PortaSwitch® are registered trademarks of
PortaOne, Inc.
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New Versions of Linux

PortaSwitch® Maintenance Release 54 utilizes Oracle Enterprise Linux
version 7.2. Oracle Enterprise Linux version 7.2 includes a new version
of kernel and an updated collection of applications that offer the
following benefits:

e Taster performance.

e Even better security.

e Better support for modern hardware.

e Higher reliability.

IP Aliasing in PortaSIP® Cluster

Beginning with this release, IP aliasing is a simplest way to migrate
customers from the classic PortaSIP® installation or even from external
providers to the PortaSIP® cluster.

Consider the following example. A service provider has configured a
PortaSIP® cluster and uses it. This service provider then acquires some
new customers but their IP phones are configured to use another
provider’s SIP server — and the service provider would like to migrate
them to the PortaSIP® cluster.

With IP aliasing functionality, the tedious reconfiguration of each
customer’s IP phone is not required. Instead, an administrator configures
the IP address of the external SIP server as an alias to the PortaSIP®
cluster’s IP address.

Along with the IP alias, the administrator can also define additional
transport ports for the following protocols: UDP, TCP and TLS. This
step is optional and only required if standard transport ports for these
protocols are blocked for some reason or cannot be used.

The IP aliasing functionality significantly simplifies the migration

procedure to the PortaSIP® cluster and makes the entire process of
migration fully transparent for end users.

Complete Destination Group Sets

A new type of destination group set, complete destination group set, has
been introduced with this release.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 5
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In a complete destination group set any prefix that is used in the system
belongs uniquely to only one destination group. This allows service
providers to clearly recognize traffic sent through their networks by their
target destinations.

When an administrator creates a complete destination group set, it comes
with a Default Group that includes all the prefixes available in the
system. Upon adding new destination groups in the complete destination
group set, the administrator moves the prefixes from the Default Group
to these new groups.

A destination group in a complete destination group set (except Default
Group) can have sub-groups. This allows the administrator to further
distinguish the traffic flow. For example, to monitor calls sent to
premium-rate numbers in the UK, the administrator defines UK Proper
and UK Mobile sub-groups for the UK destination group. In this case,
the UK destination group contains all of the prefixes added to its sub-

groups.

» | ® Close b Logout B Log
Search: Prefix = Q
Destination Group 1t Description Prefix Country Description Destination Group

= IP-PBX customers 252 SOMALIA Proper Somalia Proper
Default Group (Unassigned Destinations) 25213 SOMALIA Mogadishu Somalia Mogadishu
Gambia 25216 SOMALIA Mogadishu Somalia Mogadishu
- Somalia 25218 SOMALIA Mogadishu Somalia Mogadishu

i [y Semalia Mogadishu 25259 SOMALIA Mogadishu Somalia Mogadishu
[ Somalia Proper

At this time, complete destination group sets can only be used for
configuring the fraud traffic profiles that monitor calling activities for the
purpose of eatly toll fraud detection. However, in the future, complete
destination group sets will be used for configuring volume discount plans,
bundle promotions and tariffs.

Toll Fraud Prevention

Toll fraud becomes an issue when a hacker breaks into a company phone
system and routes unauthorized calls to international (long-distance)
numbers. This type of fraud cannot be stopped by merely compiling an IP
blacklist and, when it occurs, it usually results in substantial losses for the
company. That is why it is important that administrators take timely
measures to prevent it.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com B
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In this release, PortaBilling® presents a solution that promotes early stage
toll fraud detection and sends alerts whenever any potential toll fraud
activities take place.

An administrator defines the destinations that will be monitored for toll
fraud (for example, Algeria and Ethiopia) by configuring a complete
destination group set. Then the administrator creates a fraud traffic profile
and selects the previously created complete destination group set for it.
For each destination group in the set, the administrator configures a
threshold that defines call durations during a span of time that are
considered normal (for example, 50 minutes per day).

Edit Fraud Traffic Profile 'Toll fraud prevention’

» | @ Add | @ Save | & Save &Close | ® Close M Logout | B Log
Name * Toll fraud prevention Description |4 prevent toll fraud
Destination Group Set* Premium-rate
Edit ./ Destination Group® Accumulation Period MNotification Threshold * Delete
[5] ageria day 50 min/day ™
E Ethiopia day 50 min/day E

The administrator assigns the fraud traffic profile to a customer class or
directly to a customer. If required, the administrator can override
thresholds configured in the fraud traffic profile for an individual
customer (for example, if sending larger / smaller volumes of traffic to
monitored destinations is considered normal for this customer).

Whenever the duration of calls exceeds the set threshold, an alert is sent
to the administrator. The administrator can review these automatically
generated alerts on the Alert History page. To locate a specific alert, the
administrator can filter the alerts by customer, customer class, destination
group and time interval.

a & [ Alert History
» | ® Close ) Logout
® Customer John Doe
) Customer Class Dsfault customer class
Destination Group
Time Interval Last month "
& From How - 20 day(s) YYYT-MMDD HH24:MI:SS
& To Hovw YYYY-MM-DD HH24:MI:SS
Search

The same approach is used for early detection of unauthorized calls made
to premium-rate numbers.

This allows service providers to promptly detect suspicious calling
activities and take the necessary measures to mitigate potential losses.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 7
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IMGate in the PortaSIP® Cluster

Starting with this release, IMGate has been embedded into the PortaSIP®
cluster. This simplifies the messaging services configuration and increases
their high-availability.

IMGate is a constituent component of each PortaSIP® cluster processing
node. Therefore, individual configuration of IMGate is not required as it
is configured automatically within the PortaSIP® cluster.

When a MESSAGE request arrives at the PortaSIP® cluster via SIP or
SMPP, the dispatching node delivers it to the active IMGate.

NOTE: To ensure accurate message transfer and delivery, only one IMGate server is
active within the PortaSIP® cluster. All other IMGate servers remain in wajting mode
(ready, but not involved in the work process).

If an active IMGate server becomes unavailable for some reason, the
dispatching node activates the next IMGate server to handle MESSAGE
request processing,.

When an active IMGate server receives a request, it processes the message
according to a defined configuration. Upon processing, IMGate routes
the message to one of the vendors via SIP or SMPP.

PortaSlP -
Cluster :

pﬂ_—b

User

Note that a geo-redundancy solution for IMGate will become available in
upcoming releases.
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Messaging flow

A basic instant message flow looks like this:

A M

User A UserB

SIP,
swep| 1|9

PortaBilling

IMGate 1
(active)

........ Processing Node 1 .. Processing Node 2 ¢

1. User A sends an instant message. The MESSAGE request arrives
at the PortaSIP® cluster dispatching node (1).

2. The dispatching node forwards the request to the active IMGate
(2).

3. IMGate matches the corresponding domain service policy (using
a match pattern) that defines how the instant message must be
processed.

4. Based on the results, IMGate authorizes the message in the
billing engine and receives a routing list for further message
delivery (3).

5. IMGate checks whether the recipient is registered in the network.
If he is, IMGate forwards the message to the dispatching node
informing it about the route (4). If the recipient’s UA is not
registered, IMGate stores the message until the recipient’s UA
sends the REGISTER request to a cluster’s processing node.

6. The message is delivered to user B (5).

7. IMGate sends accounting records to the billing engine to charge
user A for the outgoing message (6).

The unified architecture of the PortaSIP® cluster provides high-
availability of services, simplified network configuration and efficient
scalability. Moreover, the availability of IMGates on each processing node
ensures that SMS and instant messaging services are provided
uninterrupted.

© 2000—-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 9
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Conferencing in Geo-Redundant
Installations

Conferencing services ate fully supported for the multi-site PortaSIP®
cluster configuration as of this release. Information about a conference
room and its participants is stored in the database and shared among the
sites. This makes it possible for users registered on different sites to talk
with each other within the same conference room.

If one of the sites is down or for some reason unavailable, the system
creates a “local” conference room for new users who dial the conference
access number. For example, a conference room is enabled on site A of
your geo-redundant installation and for some reason (power outage, lost
connectivity, etc.), this site becomes unavailable. Users registered on site B
would dial the access number to enter the conference room. The
PortaSIP® cluster of site B verifies that the site A conference room is
unavailable and therefore creates a site B conference room that permits
users to talk with each other.

When the connection between the sites is restored, calls already in
progress are handled by site B until they are completed; meantime, all new
calls to the conference room are routed to site A.

This enhancement adds an additional layer of high-availability and security
to the conferencing services you provide.

Routing Margin Tariff

PortaBilling® supports a “profit-guarantee” mode for routing. The
service provider can define a relative (“‘choose routes that guarantee 5%
profit”) and / or absolute (“choose routes that guarantee $0.05 profit”)
margin between carriers’ and customers’ taritfs. Only those termination
carriers who satisfy a service provider’s conditions for the minimum
required profit will be used.

In some cases, however, setting a single profit margin for all destinations
is not flexible enough for obtaining the best results.

For example, the service can be profitable when a service provider sells it
to customers at “10% above the carrier’ price”. Market research, however,
shows that certain destinations can be charged a higher rate and
customers will buy the service anyway. The service provider sets a higher
price for such destinations (e.g. 25% above the standard carrier’s price),
and now wants to exclude those carriers that produce less profit from the
routing.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 1['
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With this release, a routing margin tariff is introduced that offers service
providers an opportunity to maximize their profits. This is a special
customer tariff that is used exclusively to compare carriers’ prices against
it. Only carriers having prices lower than or equal to those specified in this
tariff will be selected for routing.

The routing margin tariff must be created as ‘applied to customer.” It can
be combined as usual with other profit-guarantee settings. When the
option to use a routing margin tariff is selected, a regular customer tariff is
excluded from the profit guarantee calculation and is used solely to charge
the customer. However, if a certain destination is not present or is
prohibited in the routing margin tariff, the price from the regular
customer tariff is used for profit guarantee calculation.

To enable this feature, on the Configuration server web interface go to
Admin - Routing and set the ProfitGuaranteeTariff option to Yes.
You can enable this option globally for the entire PortaSwitch®
installation, or per individual environment.

Configurations &

Configuration 60’ information x

£ Clone 4 Check/apply Search:

Portaswitch Configuration | PortaMonitor Configuration

To configure the routing margin tariff, complete the following steps:

1. On the Profit Guarantee tab of the Routing Plan page, select
the Replace the actual Customer Tariff with another one for
revenue calculations check box.

2. In the Tariff list, select the tariff against which the vendor tariff
will be compared.

3. Save the routing plan and assign it to the customer.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 11
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@ [E H Add Routing Plan

> [l Save | [gl Save & Close | @ Close | 4f] Objects M) Logout
Name * Standard
Route Categories ~ | Enabled v
Override Routes * | Disabled v

Selection Code

Description Rauting with profit guarantee tariff

Included Route Categories | Profit Guarantee | Routing Filter

¥ Choose only routes which guarantee profit Send reak-time alerts about calls with losses

# Minimum Required Per-minute Profit usp B s e e s o Eesit .
Maximum Allowed Per-minute Loss usp difference under
OR v Overload Handicap USD/min
®  Minimum Required Relative Profit %
Maximum Allowed Relative Loss %

¥ Replace the actual Customer Tariff with another one for revenue calculations
Taift Routingiargini T

Note: This option will averride the Customer’s tariff. Please use with caution
if misused, it may cause losses or inability to complete calls

ZTE Provisioning

PortaBilling® supportts the ZTE provisioning of LTE / 3G setvices to
EPC (Evolved Packet Core) and quota control for these services. You can
combine PortaBilling® as the online charging system and SIM card
provisioning system with ZTE equipment.

When a PortaBilling® administrator makes changes for an account
(creating, blocking, changing product / Internet access policy, etc.),
PortaBilling® immediately provisions updated data to the ZTE HSS
(Home Subscriber Server) or ZTE SPR (Subscription Profile Repository).
HSS then provides centralized user authentication across the network and

SPR manages users’ service policies. This way, user data is always up-to-
date in ZTE.

PortaBilling® can also independently serve as the B/OSS system for LTE
services. It manages customer data (including unified balance), service
configuration details, product / rate tables, etc. for LTE just as for other
services. Therefore, by using PortaBilling® as a unified platform you
reduce your administration costs and improve user experience.

Enhanced Real-Time Billing

In real-time billing for sessions that span several peak and off-peak
periods, it is important to calculate the exact amount of traffic consumed
during each time period.

To manage this task, PortaBilling® now sends the exact time of the
period switch to the gateway so that traffic consumption can be separately
calculated for each period. Then the gateway sends these two figures to
PortaBilling®. This allows providers of such services as LTE, 3G, etc. to

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 12
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introduce precision billing for separate time periods and preserve the
continuity of the connection.

This is how it works:

A gateway sends recurring credit control requests to PortaBilling® in
which the amount of traffic already consumed is reported. PortaBilling®
sends the information about the traffic and time available to provide the
service in the credit control answer. If PortaBilling® detects that the peak
/ off-peak switch will occur during the permitted time, then it includes
the time of the switch in the credit control answer. The gateway then
calculates traffic consumption separately for each period and sends these
two numbers to PortaBilling®. PortaBilling® matches these numbers to
peak and off-peak rates and creates two xDRs for charging the user
accordingly.

NOTE: Your gateway must support the Tariff-Time-Change attribute.
Consider the following example:

The LTE service provider ABC Mobile provides Internet at two rates:
e $20 per gigabyte at peak time (8:00 a.m. — 6:00 p.m.), and
e $10 at off-peak time (6:00 p.m. — 8:00 a.m.).

The administrator defines a 60 minute interval between credit control
requests and permits 1 Gb of traffic per session.

John Doe is an ABC Mobile customer. At 4:25 p.m. he starts to use the
mobile Internet. The gateway sends a credit control request to
PortaBilling® and receives permission to transfer up to 1 Gb of Internet
traffic until 5:25 p.m. At 5:25 the gateway sends another credit control
request informing PortaBilling® that John Doe has consumed 200 Mb.
PortaBilling® decreases the available funds for John Doe by $4 (0.2 Gb *
$20) and permits another gigabyte of usage until 6:25 p.m. The time
switch from peak to off-peak is scheduled to occur at 6:00 p.m., therefore
PortaBilling® includes the time of the switch in the credit control answer.

The gateway continues to transfer data and calculate its amount. At 6:00
p.m. it states that John Doe has used 100 Mb during peak time and resets
the counter. At 6:25 p.m. the gateway states that John Doe has consumed
200 Mb during off-peak time and sends the two numbers, 100 Mb and
200 Mb, to PortaBilling®. John Doe is charged $4 (0.1 Gb * $20 + 0.2
Gb * $10).

To configure the rate switch, define peak and off-peak rates in the
product’s tariff.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 13
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Rates for Tariff 'LTE tariff'

» [#] Add | ® cClose | [&] Upload Tariff Clean up Rates P Logout | B Log
Effective From Destination
Now v Number Prafix Group Country

: I {3 Effective From
Rounding * Unit Price”

Edit  Rate Codes Deseription Off-Peak Periods Wiobytts  USDimepshyte mw;-;ﬁq pa) B @ Dokt

[E] MNETACCESS NotAppiicable e 1 0.02 2016-03-11
Off-Peak: Weekend 1 0.01 05:42:46

To adjust the policy, you write TTC=true in the Description field.

Edit Internet Access Policy 'LTE Access Policy'
[ 3 Il Save | [gl Save& Close | ® Close B Logout | B Log

Name LTE Access Policy Deseription foptions(TTC=trus: )
Managed By Administrator Only

? Access Type Download Rate Upload Rate *
DDﬂ—Peak 100 upps ¥ | [100 Hops v
.Regular 100 Mbps ¥ | |100 Mops ¥
Dle\led 100 Mbps ¥ | |100 Mbps ¥
.E\nckeu o bps v o bps v

This enhanced functionality enables you to provide precise real-time
billing when peak and off-peak periods are involved in your business
models. Besides improving your revenue stream, it will help keep your
accounting organized.

Billing for the Number of Extensions

Beginning with this release, you can measure usage and bill customers for
the number of extensions that a customer defines within their IP Centrex
environment. This parameter is monitored daily and, similar to existing
metrics, is used for displaying consumed resource statistics and calculating
charges.

The introduction of a method to bill for the number of extensions allows

you to fine-tune your Hosted IP PBX solutions and subsequently enhance
your revenue stream.

© 2000—-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 14
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Simplified Definition of Taxes Included into
the Rate

Starting with this release, you can define and edit taxes for the Tax
Included into the Rate taxation method on the Custom Taxes page.
This allows you to avoid the complex post processing rules that were used
in the invoice template prior to this release. Tax editing on the Custom
Taxes page is much easier and now all taxes defined by a customer can be
configured on a single page.

Custom Taxes

[ 3 [# Add | @ Close P Logout | B Log
Edit Name: Tax rate (%) Applied to* Delete
MPE 18 A1l charges 2N E]
[3 FusF 12.30000 Usage Chargss Only ™
[3 eer 25.00000 Usage Charges Only &
B wr 5.00000 All Charges K
[3 urs 10.00000 All Gharges |
ER 3.00000 All Recurring Charges — [%]
3 Taxz 5.00000 All Recurring Charges  [%]

NOTE: Taxes used in the Tax Included into the Rate taxation method are always
applied to all charges (regardless of your selection on the Custom Taxes page).

Once the taxes are created, the administrator can select particular taxes
from the list and assign them to a customer class or a customer on their
taxation tabs.

Edit Customer "SmartCall’

& save | [l Save & Close ‘ ® Close ‘ & xDRs ‘ {0t Batches | &5y Sites | ([ Accounts | (&l E-PaymentsLog ‘ 0 Invoices

M) Logout B Log
& Change Status |

Customer D SmartCall Customer Class Default customer class v
Balance Control Postpaid
Balance 0.00000 USD
Current Credit Limit Not set

Life Cycle Trouble Tickets ‘ Notepad | Service Configuration | Measured Services

Invoices & Taxation

DIDs

Dialing

Address Info ‘ Balance Adjustments | Web Self-Care ‘ Additional Info ‘ Payment Method ‘ Balance & Credits ‘ Custom Fields | Fraud Protection

Tax D Send statistics via email Full statistics v
Taxation Mathod v Generats Invoice POF At the end of billing period v
Apply Name Tax rate (%) Applied to Regular Invoice Template
| FUSF 12.30000 Usage ChargesCnly I =
GCT 25.00000 Usage Charges Only [ ———
o i i el Save | (o] Save&Close | @ Close .
! INT 5.00000 All Charges l
UFS 10.00000 All Charges. Name e mrss
TAX1 3.00000 All Recurring Charges Type Invoice v
v TAX2 500000 All Recurring Charges Managed By Administrator only v
General Info | Taxation
Taxation () N Taxation

Via Taxation Plugin
® Tax Already Included in XxDRS.

NOTE: If you select taxes defined on the Custom Taxes page together with an old
invoice template (created prior to this release), only the taxes defined in the invoice
template are applied.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 15
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Convert an old template

For backward compatibility, taxes included in the rate defined on the
Templates page prior to this release are still editable using the post
processing rules. If you want to define the taxes for an old invoice
template on the Custom Taxes page, go to the Footer tab and apply the
default values to all of the fields. Once you do this, the post processing
rules become available in read-only mode and the taxes must be defined
on the Custom Taxes page.

Edit Template 'Retail customers'

¢ Logout | B Log
. =
@ me Retail customers Features [ [l 2
% pe Invoice
Printable Form  Managed By Administrator Only Description |a templats spplied to retail customers
-
| Media ‘ Page Header & Footer ‘ Header | Fields | Columns ‘ Footer | Groups |
. Target .
Description Colim Format Other Format Rule Post Processing Rule
Currency Abbreviation  HE [ Text v
Tax 1 ¥ 1234.10 v $value = Porta::Format:: Number::backs
Tax 2 l;[ 1224.1¢ hd $value = Porta::Format::Number:ibacke
Tax 3 ¥ 1234.10 v $value = Porta::Format:: Number: :backs
Tax 4 l;[ 1234.18 v $uzlue = Porta::Format::Number: :backe
Tax 5 R (e v svalue = Porta::Format: :Number::backe
Previous Balance Bt (122510 v 9‘
Session charges K (e M svelue = Porta::Format: :Number::backe
Payments Bl [123te v
Subscriptions L <SR FEErT) v svalue = Porta::Format: :Number::backs
Credits / Adjustments I [1234.10 v $ualue = Porta::Format::Number: : backy
Taxes $ 1234.10 v $value = Porta::Format:: Number:icaleT
Subtotal wio taxes ¥ 1234.10 v $value = Porta::Format::Number::backe e

This new method of defining the taxes that are included in the rate is
more user-friendly. Moreover, being able to select the required taxes for
each individual customer is another way to demonstrate excellent
customer service.

Enhanced Huntgroup Management

Starting with this release, IP Centrex configuration is done solely from the
customer self-care interface. This transfers control of IP Centrex
management tools to customers, thus reducing the load on administrators.
Administrators, however, can still log on to a customer self-care interface
and assist the customer with configurations, if needed.

Furthermore, huntgroup management has become more flexible. Now
during huntgroup configuration, a customer can define whether or not an
extension rings when a call arrives at the huntgroup. When inactive (does
not ring during a call to a huntgroup), the extension owner can still make
and receive direct calls and perform call pickup. Of course, a customer

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com /IB
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can further change this extension’s activity within the huntgroup, if
desired, with just a few mouse clicks.

Balance: 1,984.39 USD

Dashboard

Ey Edit: Sales

2z General
yExtensions
hsites

“@Phone Lines
#2DIDs

& Abbreviated Dialing
@, Dialing Rules
AyIncoming Calls

& outgoing Calls

@ Call Logs

& Huntgroups

§8 call Queues

Sldentity

& Music On Hold

9 My Profile

523 TP Centrex Billing Information @ Trouble Tickets
& Help
Huntgroup Number 1000 Hunt Sequence Order ™
Huntgroup Name Sales Caller ID Keep original v
Call Pickup Allowed @
Included Extensions || Included Huntgroups
Set This
Extension Assigned To lgnore Follow-
Order Number Extension Name Phone Line Ringing meNoicemail Group as Del
= Primary
n 102 Amanda Dowson 160493145871 «” Permanently enabled - - X
101 + | John Doe 160404373456 Enabled for sec, delayed for se
© Permanently enabled
Disabled
Update Cancel

<

[Esave | 2 Back
Edit Huntgroup

Web Interface Language:| en - English

v || EasyCall Ltd. (Logn: easycallld ) % Logout =

Edit Huntgroup

Consider the following example:
A customer, “EasyCall Ltd,” has five people working in their Sales
department. John Doe, the head of the Sales department, is leaving for a
week’s vacation starting tomorrow. The company administrator therefore
disables John’s extension from the Sales huntgroup so that his extension
does not ring while he is away.

In a week, when John Doe is back at the office, his extension is again
enabled. However, since John is a lead sales manager, his phone starts
ringing 10 seconds later than his colleagues’ phones (if the call is still

unanswered).

Balance: 1,984.39 USD

Dashboard
Eiy Edit; Sales

424 General
o EXtensions
#isites

3 Phone Lines
#20IDs

& Avbreviated Dialing
@, Dialing Rules
&yIncoming Calls

' Outgoing Calls

@ Call Logs

& Huntgroups

8 Call Queues

&g identity

! Music On Hold

& My Profile

" Huntgroup Number

Huntgroup Name

Call Pickup Allowed

Included Extensions

Extension
Qo= Number
& 102
g 101

[Esave 2 Back
Edit Huntgroup | Edit

Customer Self-Care Portal

\Web Interface Language: en - English

23 IP Centrex Billing Information
1000 Hunt Sequence
Sales Caller ID

v

Included Huntgroups

Assigned To

Phone Line o

Extension Name

Amanda Dowson 160493145 . o Permanently enabled - - x
John Doe 160404373 Enabled for 60 sec, delayed for 10 sec — - x
>
Huntgroup

v || EasyCallLtd. { Logn: easycallitd } | ) Logout +
) Trouble Ticksts

4 Help

Order A

Keep original v

| lgnore Follow-

SetThisGroup | o
meNoicemail ~

as Primary

Thus, the ability for a customer to enable or disable an extension’s activity
during calls to a huntgroup simplifies huntgroup management and
therefore, that of the whole IP Centrex.
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Alerts about Suspicious Activities

Time is critically important when a fraudulent incident occurs. The sooner
one acts, the better chance they have to mitigate possible losses.

Starting with this release, PortaBilling® provides notifications to alert
customers whenever the following events take place:

e A call made from a customet’s account originates from a high-risk
location and is therefore redirected to the screening IVR. The
account’s status is changed to Screened.

e A call made from a customet’s account originates from a high-risk
location and is therefore immediately rejected. The account’s
status is changed to Quarantined.

To automatically notify your customers about these events, the
Fraudulent Activity on Account notification templates must be enabled
in the customer class.

B i @  Edit Customer Class 'IP Centrex customers'

» el save | (gl Save & Close | ® Close ) Logout B Log
Name IP Centrex customers Currency usb
Managed By Administrator Only Description

g

General Info | Regular Invoices | Out-Of-Turn Invoices | Taxation | Measured Services | Fraud Protection | Custom Fields | Notifications

Mail SMS

Notification
Send Template Send Template

— Category: Fraudulent Activity on Account (2 Items)

i

[ System
= System

Account: suspicious activity detected

<

Customer’s account: fraudulent activity detected

— Category: Account Generator (15 ltems)

[Z System
2 System
% System
[ System

Accounts generation error, batch exists
Accounts generation error, cannot access directory

Accounts generation error, cannot create directory

RARCARNC N

Accounts generation error, cannat create new batch

When customers are promptly notified about suspicious activities, they are
able to detect fraud eatly and take necessary protective measures to avoid
possible losses.

Service Wallet Top up by End Users

With this release, end users can transfer money to their service wallets via
their account self-care web interface. Money can be transferred either
from the main balance or covered by a credit card.
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Account Self-Care Portal

Balance: 10.00 USD Web Interface Language: | en - English || 1200055588889 ( Login: 120005558888 } | [ Logout -

iashboard &, My Profile 323 IP Centrex Billing Information

el Make a Payment @Hep

& Balance, USD: 10.00

Amount, USD: | 8.00
@j “minimum payment 0.01 USD

=|Transactions Top-up your Service Wallet
(& Top-up Account

i Mobie Payment Transfer
21 Make a Payment 0

me Discounts

‘Top-Up Amount, minutes Fee, USD

@Payment info = ) %

120 15

Next

Balance, LUSD: 10.00

Amount, USD: | 8.00
) “minimum payment 0,03 USD

Payment Methods
© FEIER@DI@O[TE]  Pav directly with 2ny major Credit Card including VISA, MasterCard, American Express
A direct debit is a financial transaction in which you withdraw funds from a bank
account.

Transfer the amount from your balance
.
1
hd

Back Next

NOTE: To enable service wallet top up for end users, configure the payment method
and enable the e-commerce check box for the required accounts.

Service wallet top up via the account self-care web interface is available
for debit accounts and accounts with an individual credit limit. Note that
end users can top up only their own service wallets (i.e. ones assigned to
them via a product or account).

This top-up functionality for end users improves the user experience,
increases cash flow and decreases the workload on the administrator.

Custom Fields Visibility Control

Custom fields are used for storing additional attributes that supplement
the standard PortaBilling® information. This can be information about a
customet’s bonus, driving license ID, a code name that maps an Internet
customer to a certain vendor, etc. and can be very useful for
troubleshooting.

In some cases an administrator may prefer to hide certain information
from end users. Thus, in the above example, a vendor’s code name is
internal service information and therefore should be visible only to
administrative users.
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With this release PortaSwitch® administrators have the opportunity to
control custom fields visibility. Visibility can be set on the Web Interface
page. The custom fields that existed before the system upgrade to MR54
will be visible by default, however, an administrator can edit their visibility
at any time.

Web Interface

» | @ add Save | g Save & Close | ® Close *0) Logout | B Log

‘Custom Fields
Edit Object Name * Type* Properties Default Mandstory VP! Detete
] Custorner Bonus Min. Length: 4, Max. Length: 5 None =
[ customer Pretered SupportEngineer Narme Text Win_ Lengtr: 1,Wax Lengt: 20 No No =
& customer Intsmet Suppter Text Min.Lengtr: 4, Wax Length: 6 ves No ®
[ Account Driers Lcense 1D Text No ves =
[5] customer  CustomerBonus Text Win, Longth: 4, Max. Length:s  None Yes Yes ]

@ E [ F B w6 { Edit Customer ‘John Doe'

» | @ save | @ savea close | ® Close | B xDRs | #ii Batches | o Sites | @ Accounts | &) E-Payments Log | [] Invoices | G Change Status o0 Logout | B Log

CustomerID John Doe . CustomerClass ~ Retail

Balance Control  Postpaid
Balance 6550895 USD
Current Credit Limit 200.00000 USD

[ fecyde | invoicesa Taxation | Abbreviated Diakng_| [ Hotepsd | [ measured |
| Address o | Balence.

stments | Web 5el-Care | Additional Info | Payment Hethod | Belance & Credits | Custom Fiekds | Fraud Protection |

Custom Fields Custom fields visible to the End User
Preferred Support Engineer Name: Jane Roe Customer Bonus: * None

Interet Supplier: * AB12

This feature appreciably facilitates customer support. Even privileged
additional information that is required for support and troubleshooting
can now be shown on the web interface without the risk of exposing it to
end users.

Other Features and Enhancements

e High-availability mail cluster — To both provide scalable and
reliable mail service and unify the system’s architecture, the
MailProxy component has been introduced into the PortaSIP®
cluster. The Mail-proxy supports IMAP, SMTP and SMTPS
(Simple Mail Transfer Protocol Secure). It runs on the dispatching
node and listens on the usual service ports on the PortaSIP®
cluster’s virtual IP address. When an email arrives through a
particular port, the MailProxy forwards it to an available
processing node where a mail server further handles it.

If you are using email clients such as MS Outlook, Thunderbird,
etc. and they were configured to use a PortaUM® IP address, you
need to reconfigure them using a virtual IP address or the
corresponding domain name of a PortaSIP® cluster.

e Separate service for measured resources — The Services list
now contains a new service and service type — Measured Service.
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This service is used for calculating the charges for consumed
resources, reflected in customer xIDRs and invoices.

Services
> Add | e Save | [dl Save&Close | @ Close Ml Logout | B Log
Edit Name Service Type Rating Base * Base Unit* Billing Unit * s Charge ForUsage’  TaxationCode  Delete
o | session-ime
= (seconds)
[5] Breadband Intemet Access (“ﬁ':;‘:; d“:;’)”‘“d megabyte gigabyte 1024 Yes
Conferencing Conferencing fj:;‘;!:'}m second minute 60 Yes
Data Service [KB] Data Service (q;‘(':s“) byte kilobyte: 1024 Yes
Data Service [MB] Data Service (qb“\“":s“; byte megabyte 1048576 Yes
Diak-up Dial-up Intemet f::;é?’é’s"]”‘f second minute 60 Yes
IPTV IPTV 3‘“;;‘5“3‘ pes. pes. 1 No
Measured Service Measured Service (“u"r"’nsy unit unit 1 Yes
. quantity
Messaging Service Messaging Service (LSRN message message 1 Yes
Quantity Based Quantity Based a‘“:n':‘s“J pes pes 1 Yes
Voice Calls Voice Calls fj;;é?’é’s"]”‘e second minute 60 Yes
WiFi WiFi (5:::5‘;‘;!'5"1”‘9 second minte 60 Yes

Similar to quantity-based services such as messaging, IPTV, etc.,
the rating for a measured service is done based on units — the
amount of resources consumed within a customer’s billing period.

The xDRs with charges for consumed resources are displayed as a
separate section in the xDR browser, allowing customers and
administrators to clearly distinguish among different types of
charges.

e Test dial plan for messaging service — With this release an
administrator can test how a message will be delivered to a
recipient. The routing results are displayed for both SIP and
SMPP protocols on separate tabs. Therefore, the administrator
can manage customers’ message routing and then make
adjustments as needed.

Test Dialplan
Phone Number Service Type Transport Routing Plan Routing Mode Dtz o
[z YYVY.MM.DD HH24:MI:SS
Transport Protocol: SIP | Transport Protocol: SMPP |

# RouteCLD Route To Connection  Penalization (RU®  Preference Huntstop '/ic>  Destination  Country Description Tariff Vendor

ategory USD
1 186655566448 sip: SIP-UA M Defaut 5 N 000000 |  NotAppicable Default Im internal plus. Internal Vendor
2 Sip: 192.168.15.28:2775 SMS Defaut 5 N 015000 1866  NotApplicable NorthAmerica Tol-Free SMSbasic  ZTelecom

¢ Read-only statistics and invoicing settings for resellers —
Resellers view their statistics and invoicing settings on the reseller
self-care web interface. These settings can be defined or changed
for resellers by administrator or top-level reseller, while resellers
define these settings for their subresellers and subcustomers.
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My Company Info
*» | i@ Save | [ Save&Close | ® Close vl Logout

Customer ID |ABC Shuttle Ltd Customer Class pefault customer class
Balance 0.00000 USD
Current Credit Limit 1000.00000 USD

Address Info | Web Self-Care | Additional Info

Life Cycle

Payment Method | Balance & Credits | Invoices & Taxation | Trouble Tickets | Measured Services

Tax D Send statistics via email

Taxation Method As defined by the Customer Class v Generate Invoice PDF
Reqular Invoice Template
Out-Of-Turn Invoice Template | A\

Send Regular Invoices
Send Qut-Of-Turn Invoices

Invoice Number Sequence | rndividual for Customer

¢ Enhanced integration with NetNumber — North American
MVNOs use the NetNumber database for accurate SMS and
MMS routing. This entails storing their DIDs in NetNumber and
keeping them up-to-date.

With this release, PortaBilling® has the ability to notify
NetNumber about the creation and termination of accounts.
Upon receiving a notification, NetNumber updates the
corresponding DID number configuration in their database.
Similarly to how things worked in previous releases, PortaBilling®
informs NetNumber if a number has been ported-in or ported-
out from the system.

The cooperation with NetNumber ensures easy and accurate
routing for SMS and MMS in North America, thereby reducing
messaging transmission costs for MVNOs.

e Account activation date — Regardless of time zone of an
administrator, an account is activated based on the customet’s
billing time zone, i.e. the time zone in which customer’s billing
periods are closed. Time zone of the account web interface is used
only for convenient information representation (e.g. xDRs) and
does not impact the account activation date.

This ensures consistency in billing for the services used by the
account ownet.

¢ Enhanced payment system configuration — When configuring
a payment system in PortaBilling®, you are now prompted to
define only the options relevant for this payment system. For
example, for an external payment processor like PayNearMe, you
enter your account credentials only. For an online payment
processor such as AuthorizeNet, you also specify which supported
payment method(s) you will use and configure data protection.
For your convenience, all payment methods are grouped into card
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types and amount of withdrawal from your bank account (Direct
Debit and e-Check).

E-Payment Systems

Add ‘ ® Close | @ E-Payments Log | ‘ I Logout ‘ B Log
Name Processor Payment Methods Test Mode Delete
AuthorizeNet AuthorizeNet (@] (@D st

General Info Credit and Debit cards

B —— m -
1EX: i
Payment Processor v A v A [~ =]
-]

Processor: * | AuthorizeNet - VISA

Login: *  demo
Data Protection

Password:  seseses
CVV required

v Test Mode
Store card information:

Additional Info
Direct Debit and e-Check

PayPal PayPal Pyt @prest x
General Info Credit and Debit cards

Data Protection
Name: " PayPal

Payment Processor
Store card information:

Processor:*  PayPal -
Direct Debit and e-Check
Login: *  demo
Password:  eeeesess

/] Test Mode

Additional Info

URL suffix:  urlsuffix

:

Page 1 of 1 (& Displaying 1 -2 of 2

This simplifies payment system configuration and prevents human
error.

e Improved credit card verification process — When a customer
or an administrator enters a new credit card number in
PortaBilling®, the system verifies it using the Authorization
Only transaction. This transaction reserves an amount of funds
on the credit card. Then once the Authorization Only transaction
has been successfully completed, it is automatically cancelled,
releasing the reserved funds.

NOTE: The Authorization Only transaction is automatically cancelled for
payment processors that support tokens.

This reduces the time that funds are reserved, thereby permitting a
customer to use this money on other services.
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¢ Improved management of self-care access credentials —
Users who access the PortaBilling® self-care interface, such as
resellers, distributors, vendors and representatives, can change
their passwords only by knowing their previous one. This
improves system security and prevents unauthorized credential
changes.

Representative Info
@ Save | [d Save&Close | ® Close I Logout

Representative [anna Lemerick Currency USD

Initials AL
Address Info | Additional info | Web Self-Care ‘
Login alemerick Time Zone Europe/Pragus v
Password [+ * e Web Interface Language Default Language v

Chawgg Pazsword
-

S Change Password

Output Format

Old Password
Date YYYY-MM-DD

New Password
Time HH24:MI:SS

Confirm Password [sesessses
Date & Time YYYY-MM-DD HHZ
Input Format oK ] [ Cancel ]
Date. Y¥YY-MM-DD 2003-12-31 v
Time HH24:ML:SS User Defined v

e Self-provisioning of DID numbers from the DID pool for
customers — Now customers can provision any DID number that
an administrator has made available. To do this, the administratot
releases DID numbers to the DID pool and grants customers
access to them. Customers then select the DID numbers they
need, filtering them by country and area.

When provisioned, a DID number is added to the customer’s
pricing batch and the customer is charged the DID costs and
markup defined within the batch.

Customer Self-Care Portal

B Enhin || SIP Accounts (g customer

452 TP Centrex

Assigned to Monthly charges Dekte

123000

Fees:
One-time activation fee: 0.00 USD
Monthiy recuring fee: 1.10 USD

’h o

[ Add new DID number )l v
Choose 2 country UNITED STATES OF AMERICA |~ =
Choose an area Washington v
Choose 2 number %

12060261238
12060261240
" 12060261243 r

nc. Al ights reserved

To assign the DID number to an account (phone line), the
customer clicks the 52 Edit icon and selects the desired account.
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Granting customer access to the DID pool adds additional
flexibility to DID number selection, reduces configuration efforts
for the administrator and speeds up the DID selling process for
the service provider.

e Control number length is configurable for.csv files — The
control number is the account identifier in a batch. It is usually
printed on a calling card, so an administrator or helpdesk operator
can easily find the account in the system.

With this release, an administrator can establish the control
number length in the ControlNumberLength field on the
Configuration server so that all cards within a batch will have
standardized control numbers.

NOTE: Enable the ControlNumberFixedLength option prior to adjusting
the length.

In order to arrive at a defined length, PortaBilling® adds a

quantity of zeros before the actual control number. For example,
if the control number length is 4, then the control numbers 1 and
101 will be written in the *.csv file as 0001 and 0101, respectively.

NOTE: Control numbers are padded with zeros only in the .csv file. In
PortaBilling®, they remain as originally created.

This enhancement makes it possible to adjust the control number
length so as to respect a service provider’s specific needs and
wishes.

e DID number removal on the customer self-care interface —
Now when a customer removes a DID number on the customer
self-care interface, the DID number is released from this
customer, and the customer is no longer charged for the usage of

this DID number.
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Customer Self-Care Portal
Balance: 10.97 USD Credit Limit: 1,000.00 USD en - English

[i&] Dashboard 9, My Profile 423 IP Centrex Biling Information
S
£ DIDs
[=1®)

jf{f;::;ﬂ 12085551235 Uw’:gi[;;lﬁﬂs OFAMERCA  Unassigned
20 Stes

< Phone Lines

0 DIDs.

S abbreviated Diaing
[, Dialing Rutes
4incoming Calls

& Outgoing Cals

i Call Logs

& Huntgroups

48 Call Queues

Sy dentty

f Music On Hold

« DD Country Assigned to

© AddDD | | Page  1lof1

]

~ | John Doe Inc. ( Log: johndoeinc) ] Logout =

Monthly charges

tiouse E

@ Help

Delete

1-10f1

The DID number remains in the pricing batch from which it was
allocated. Other customers having this pricing batch assigned to
them can provision this DID number for their own use.

¢ Individual configuration settings for out-of-turn invoices —
Beginning with this release, an administrator can configure out-of-
turn invoices separately from regular ones. The configuration
options are grouped in the Out-Of-Turn Invoices tab in a

customer class.

Edit Customer Class 'Easy Call Ltd."

> | @ swve | @ Savesciose | ® close

Name Easy Call Ltd. Currency ~ USD
Managed By Administrator Only Description

¥

General Info | Regular Invoices | Out-Of-Turn Invoices | Taxation

Measured Services | Fraud Protection | Custom Fields | Notifications

Notify customer about upcoming due date

Invoice Template NrveL v Copy settings from Regular Invoices tab Copy
Send invoices via email | never v - Payment Terms
Paymentis expected within o days after invoice generation

days hefore due date

-~ Payment Collection

Re-send the invoice
Charge using the pre-authorized Payment Method
Suspend the customers services

Send a suspension waming

Suspend the customers services

Close the customer's account

Send a closing waming

Close the customer's account

days after due date
days after due date

days before suspension date
days after due date

days before closing date
days after due date

Some configuration options can be defined for customers

individually.
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(3 [l Save | @ Save&Close | @ Close | B xDRs | {fi} Batches | g Sites | [E) Accounts | (& E-Paymentslog | [] Invoices | ¢ Change Status M) Logout B Log

Edit Customer 'Easy Call Ltd."

Customer ID gasy call Ltd. Customer Class Default customer class v

Balance Control Postpaid

Balance 35714000 USD

Current Credit Limit 1000.00000 USD

Spending Plan 0.00000 USD 0f200.00000 USD used
Activated 2016-03-16 00.00:00
Expires 2016-03-17 00:00:00

‘ Life Cycle | Tnvoices & Taxation ‘ Abbreviated Dialing ‘ DIDs ‘ Subscriptions ‘ Discounts ‘ Notepad ‘ Service Configuration | Measured Services ‘ Override Tariffs ‘

‘ Address Info ‘ Balance Adjustments | Web Self-Care ‘ Additional Info ‘ Payment Method ‘ Balance & Credits ‘ Custom Fields | Fraud Protection ‘

Tax 1D

Taxation Method No Taxation T Generate Invoice POF At the end of billing period (As de ¥

Send statistics via email Do HOT Send (As defined by the Cust v

Reqular nvoice Template [ Fostpaid - o Taxstion v
| Out-OfFTurn Invoice Template | Invoice template residential SIP ¥ |
Send Regular Invoices ves v

| Send Out-CETum Invoices [ o (as defined by the customer Clas v ||

Invoice Number Sequence Default M

This provides more flexible invoice processing and payment
collection control.

Enhanced recognition of dialing rules exceptions — Beginning
with this release, translation rules do not apply for exceptions that
are marked with an asterisk (e.g. *11). This allows you to define
special dial codes (e.g. the access to voicemail number *98 defined
as the exception, is recognized as is, and is not translated).

Other exceptions are recognized as national exceptions and are
marked with the specific country code before the local number
(e.g. the exception 089% that is defined for North American
dialing rules is translated into 1089%; therefore the number dialed
as 0895554125 is changed to 10895554125).

This permits you to fine-tune the system according to your
customers’ dialing habits.

Simultaneous tariff upload — Now administrators can initiate
virtually an unlimited number of tariff upload sessions
simultaneously. The only limitations here are the hardware
resources: the amount of free disk space and available random-
access memory on the PortaBilling® Web server

Prepopulated rules for dialing North America — For your
convenience, dialing rules for North American customers are
prepopulated with common parameters such as Country Code,
International Dialing Prefix and Emergency Number. This
serves to speed up the dialing rule configuration.
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Dialing Rules Wizard

»> l Save | [g] Save & Close | ® Close

Name North American dialing
Description North American dialing Dialing Rules
Australis, Sydney
D/ E.164
Type Residental Europe, Czech Rep., always dial using the areacode
Custom Europe, Czech Rep., local and domestic dialing (obsolete)

®' North America

Internatianal

Allow End-User
to edit Dialing Rules

Service Codes.

J Dialing Parameters

Your Country Code
Interational Dialing Prefix (e.g. 077, 00, 0011)

— Natior

Your Area Code(s)
Prefix for Domestic Calls, but Outside of Your Area Code (e.g 1, 0)
Local Dialing Number Length

North America, 18 digit dialing

North America, BC, 10 digit dialing

North America, WA, 7 digit disling

Ukraine, Kiev, 7 digit dialing 2

[ Clear J

Reset | | Load Dialing Rule

— Check the result

555 1234

123 555 1234

4420 123 4567

will be translated 565 1234
(Iocal call)
will be translated 123 555 1234
(long distance call)
will be translated 44 20 123 4567

(international call)

® 7_digit
10-digit

Check your own number

Test
National Exceptions (e.g. *38, 111%) E—

Translation to E 164-

Emergency Numbers (= g. 911, 12) o11

—Special Prefixes
Prefix for Accessing the Outside Phone Network

Carrier and routing selection enabled

Apply these Dialing Rules to the number that follows the Selection Code:

Remove Selection Code from CLD

¢ Enhancements for the midterm invoice wizard — When
generating a midterm invoice, an administrator now sees this
additional information:
o The previous balance (amount due for unpaid invoices) in
the Summary section.
o A note that all invoices have now been paid (if payment
for outstanding balance has been applied successtully).

e Dialing rules for callshops — Callshop owners can now
configure the dialing rules for their callshops. Dialing rules are
used for converting numbers dialed by end users to the E.164
format for further call processing by PortaBilling®.

This allows callshop owners to use a custom numbering format in
their callshops.

e Rate deletion is logged — Beginning with this release,
PortaBilling® records when a rate was deleted either manually or
during the cleanup procedure. You can find this record by clicking
the B Log button in the upper right-hand side of the Edit Tariff
page. This provides you with an additional tool for
troubleshooting.

¢ Extended notification about active calls — If an administrator
tries to disconnect a call that is not already in progress (the user
hung up) via the web interface, he receives a notification that
shows the ID of this call and the reason why it cannot be
disconnected.
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Active Sessions

> @ close | B3 Remove Sessions x *H] Logout

akweb.portaone.com says:

Account Customer Service Type Sessions.

Unable to find an active call with this call id: bf9b2084- v Ty v [ Search
24eb35e@192.168.192.171. It may have been already L

finished.

Displayed 2 sessions Prevent this page from creating additional dialogs.

Voice Calls ) CL T

View & Account Customer sta 323.cont-id T e vendpr, Connection x
. —
[©] 1604 1P Centrex customer 2016-03-150218:35 In Progress 00:00:06 1605 1604 ABEC225D C263C824 TAJFF417 JA2FFA17  Internal Vendor SIPAo-ST" =@

B g5 Deonse > B g
[E] 1605 [P Centrex customer 20160315 02-18:35 In Progress 00:0006 1605 1804 1E7COCSD AODS3E13 773ACK3D OEF3D4ED Internal Vendor SIP0SIP

B 605> Deonse > B g

Displayed 2 sessions

This comprehensive notification improves the customer
experience and may also help with troubleshooting.

¢ Extended service wallet top up for customers — With this
release, customers can transfer money from their main balance to
their service wallets via their customer self-care web interface.
This provides additional flexibility in service wallets usage.

e Support for the Adaptec RAID health monitoring tool has
been added — Beginning with this release the PortaOne
monitoring system can collect and analyze disk health information
for the Adaptec RAID. This will help you be sure that your hard
drives are capable of safely storing your data.

e Italian version of self-care interfaces — We have now added
Italian language to the customer and account self-care interfaces.
Translation has been provided and will be further maintained by
the PortaOne customer community. We encourage PortaOne
customers to make translations into other languages as we have
witnessed that this kind of localization approach is very effective.

e Fraud traffic profile — In this release we are glad to introduce the
fraud traffic profile, an effective tool for detecting toll fraud. Toll
fraud is a term used to describe when organizations are billed for
long-distance calls made fraudulently through their phone
systems.

The fraud traffic profile allows service providers to monitor traffic
sent through their networks and receive alerts whenever a toll
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fraud calling pattern is detected. For example, for the service
provider who provides VolP services mostly for the USA and
Canada, an administrator can configure the fraud traffic profile to
receive alerts when an unusual burst of international traffic is
detected. For the service provider who normally has lots of
international traffic, the administrator can configure the fraud
traffic profile to receive alerts when an unusual amount of traffic
is sent to premium-rate numbers.

» | @ Add | [ Save | gl Save&Close | & Close Objects ) Logout
Name * Toll fraud prevention Description o prevent toll fraud
Destination Group Set* Premium-rate Fraud
Edit -/ Destination Group” Accumulation Period Notification Threshold®  Delete
v | [ hour
[5] cambia day 50 min/day K|
[5] somalia day 25 min/day &

This new tool allows service providers to promptly identify
unusual calling activities and react appropriately, therefore
mitigating potential losses.

Web Interface Changes

“Bi-weekly” has been renamed “Semimonthly” — This term is
used on the web interface to indicate a particular action that
occurs twice per month (e.g. define a billing period, apply a
subscription, etc.) Thus, if a customer has a semimonthly billing
period, it means that PortaBilling® applies charges for the
following dates:

o from the 1" till the 15", and

o from the 16" till the end of the month.

This pattern is relevant for all months, including February.

The term “semimonthly” is much clearer and fully reflects its
actual application.

The Huntgroups and Extensions tabs are removed from the
admin web interface — Starting with this release, huntgroups and
extensions are managed only from the customer self-care
interface. This brings the IP Centrex configuration into one place
and therefore reduces the load on administrators. If necessary,
administrators can log on to a customer self-care interface to assist
the customer with IP Centrex management.
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e The Overdraft Protection and Breakage options have moved
to the Additional Info tab of the product configuration
page — Now administrators can easily find these options in the
Advanced Configuration for Usage Charges section and
consequently augment the product configuration.

E [s] B8 & B [ @

» | Save|ld Save&Close | ® Close Rate Lookup | & Clone P Logout B Log

Product Name: * SIP Subscribers

Product Name visible

{0 End User - SIP Subscribers

Product Type: Main Product

Included Services Service Configuration Usage Charges Volume Discount Recurring Charges Additional info Notepad

Advanced Configuration for Usage Charges Account Self-Care Configuration
Overdraft Protection v Product Group: --none - -
Breakage: 0.00 usD Account Default ACL: Account self-care -
Info URL
Description
MR54-0-BRANCH © 2001-2016 PortaOne, Inc. All rights reserved. >> Credits and link:

e Default value for the Apply To option in the DID Inventory
is changed — All actions in the DID inventory are now applied to
“Selected” numbers by default. This serves to eliminate human
error when working with DID numbers.

DID Inventory
> | il Sove | il Seve & Close | @ Clone | @l DID Upload | dn Venior Batches | b DID Groups | b DID Pricing W Logout | @ Log

DID Humber Rosallar Customar Vendor Batch Gooun. Fricing Baich Country Stat || S6EN . oty secert
e Qe ¥ [ Tncoming kv s LAl Qe v v v [ Seasch | Seash
County focuring  Customeri Reseller  Acilvation  Recuning  Vendor .
e2in Vendor Batc Edt x DD Nmber  Grou Stotus Desciiption Del
e o Vel ek t B fievenve  Fricing Baich Cost COSt Vendor Baich " -
“““ = MITED KINGDOM DID Suogie
= ss012585770 LTS KBICDO! 190USD 0.09USD Frozen  Unied Kingdom &
= ncoming UK
= UNITED KINGDOM DID Supcie
= 44012586771 100USD  QopusD S Frozen  Unied Kingdor @
Inceming UK
= ) GDOM DID Supsiie
L sa0rs85TI2 HNITEC KRIGEOK 188USD 0gaUSD Frozen  Unied Kingdom x®
= Inc oming UKC
= UNITED KINGDOM DI Supciie
= AAD1Z5E6TTS 180USD 0BAUSD | R Frozen Unied Kingdom ™
incaming
agement
= (GDOM DI Supsiie =
Release omos < = 012585774 UNITED KMODON 198US0 0gaUSD | L Fromn Unted Kingdom ™
incoming
Delete from Inventory _ UNITED KINGDOM DID Supplier
Ol 84012566775 199USD 088USD Frozen  Unied Kingdom ™

Incoming LK

Ay To (AL
@ Se
FirstN

vy

¢ Changes in the volume discount plan structure — The volume
discount plan structure has been further optimized and ensures a
better user experience. The main changes are the following:
1. Service wallet is defined as a separate scheme type.
2. Ways to combine discounts or quotas have moved to the
Additional Info section.
3. The scheme column also shows the usage period (e.g.
monthly quota, daily discount, etc.).
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® 8 = @

- Add | @ Save |[) Save & Close |® Close [[© Clone

Edit Discount Plan "EasyCall offers”

o) Logout B Log

Plan Name: * EasyCall offers

I ccount. ot and Seic Wl

Destination Group Service
= United Kingdom Voice Calls
General Info
Service: * Voice Calls

Destination Group *  United Kingdom

Type: * Volume, minute

Additional Info

2)

Combine
Quotas: *

Allow no more than: | 2

ith Other Yes

! Prorate threshlds for first usage period

/ Rollover unused minutes to the next usage period

~ rollover(s)

Scheme details Delete

x

Type

Volume, minute N/A 0.60- 100%

After reaching the last threshold limit

Scheme
WMonthly Quota
Allow no more than 2 rollover(s)
Scheme * oj

Service Wallet

(® Quota
Discount

Scheme Details

Reset Threshold
Counters: *

Off-Peak periods: *

Morthly

Do not separate Off-Peak Period(s)

Set Thresholds

The Notification tab and Edit Notification page layout have

been improved — PortaBilling® can send notifications to users
about various events: account generation, custom reports, DID
upload, etc. The Notifications tab belongs to an admin user’s
configuration as well as a customer class configuration.

In this release, a new I Custom icon has been introduced to the
Notification tab. It helps you to quickly identify whether a
notification template has been modified.

o B

» | @ save | id saves dlose | ® close

Edit Customer Class 'Default customer class’

Name Default customar class Currency  Notset M
Managed By Administrator Only Description
General Info | Regular Invoices | Out-Of-Turn Invoices | Taxation | Measured Servioes | Fraud Protection | Custom Fields | Notifications
Mail sms
Notification T
Send | Template Send | Template
= Category: Fraudulent Activity on Account (2 Items) 2
Account suspicious activity detected [Z system
Customers account fraudulent activy etected [ System
~ Category: Account Generator (15 ltems)
Accounts generation error, bateh exists v W3 Custom
Accounts generation error, cannot access directory [3 Sustem P
Accounts generation error, cannot create directory 7 Sustem
Accounts generation error, cannot create new batch ¥ B Custom
Accounts generation error, cannot fetch Customer name [ System
Accounts generation error, cannot fetch Product name [ System
Accounts generation error, cannot open file [ System
Accounts generation error, exceeded generation atter.. V3 Sustem
Accounts generation error, number of available accoun ¥ 3 Sustem
Accounts generation error, lease provide a correct en V3 Sustem
Accounts generation error, please specify Account ID | M 3 sustem
Accounts generation error, please specify the number M 3 Sustem
‘Accounts generation error, unknown customer M [3 Sustem i
‘Accounts generation error, wrong accounts amourt M [3 Sustem
Accounts generation finished v [ swstem
= Category: Password Change (3 Items)
wen ok 3 svstem = <

To edit a notification template, click the System / Custom link
ot the corresponding icon on the Notification tab. On the page
that opens, you can modify the subject, BCC and body of the

notification.
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The page title now reflects the type of template being edited and
can be either Edit Email Template or Edit SMS Template.

& g
» |@ save|d Save&Close|® Close|E SendmeaCopy|@ Reset » Logout

Notfication: Adaptive routing penalty chresnold reached

Subject:  Route is pemalized: vendor "<: Svendor name 3%, destination growp "<t Sgroup mame 7 =
= group: actual E
BCC H
ast 3

Body low_pdd

high_pdd

aloc_time

Call quality is below the specified a

ven:
aloc

pom

= group: criteria
ent value $s9%", Sactual->lasz} ); -
i

elow the penalty threshold 233", Scriteria->{asr_penalty_threshol
e 1 B Description:

tdf_descr-actual asr

Format:

Text -

Postprocessing rule:

)
B
)
#--= Hign POD ——-
printf( "\nCalls with high PDD: current value $s3%", Sactual->{high pdd) );
if( Ssvacus->inigh pad) ) ( -
princ( " is above the penalty chreshold 3s3%7, Scriteria->(high pdd penalty th

Y TP T T P TP T TR T T PR T A=T=T:)

’

The layout of the page has been changed and is now more
organized and user-friendly.

The editing area is on the left-hand side of the page and the
variables list has been moved to the right-hand side of the page.
The Options column has been separated into the individual area
and renamed Properties. The variable whose properties are
displayed at any moment appears in the Properties area title.

These changes help you to more easily and quickly configure the
required set of notifications.

e Fraud Protection section — A new Fraud Protection section
has been added to the PortaBilling® main page. The section
includes links to:

o Geo / Risk Profiles — A tool that provides fraud
protection based on the location from where services are
used.

o Fraud Traffic Profiles — A tool that provides fraud
protection based on the destinations to which calls are
made.

o Spending Plans — A tool that limits the amount of
money that a customer can spend per day on services.
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PortaBilling - Main Menu
» # Logout

I My Company
Access Levels
Users

(]

Services Trace Session
Currencies o Active Sessions

Exchange Rates BE Log Viewer
Mailing List Customer Classes SIP Log Viewer
Templates E-Payment Systems Account Info
Web Interface Custom Taxes
Quick Forms
Representatives Route Categories System Load
Distributors Routing Plans ASR
Resellers Test Plalpl§|| ) Cost | Revenue
Customers Routing Criteria Custom Reports
Vendors IVR Applications

Connections Vendor xDRs

‘Customer xDRs
CDR Mediation

Invoices

[ o Destinations Nodes ‘Geo/Risk Profiles
e Destination Group Sets Call Handling Fraud Traffic Profiles
Tariffs Dial Plan spending Plans
Volume Discount Plans Service Policies

Bundle Promotions Internet Services
Subscription Plans CPE Profiles
Products CPE Inventory
SIM Card Inventory
DID Inventory

e Geo / Risk profile is now a link — The Geo / Risk Profile field
on the Account Info page is now a link that redirects to the Edit
Geo / Risk Profile page. On this page, an administrator can
adjust the geo / risk profile settings as they deem necessary.

Important Upgrade Notes

¢ Improved web interface security — To increase web interface
security and comply with PCI requirements, PortaBilling® users
are redirected to the Main Menu page after their re-login.

e Elasticsearch and LogServer must be configured before the
software upgrade to MR54 — The LogServer and Elasticsearch
components are responsible for SIP log storage, etc. Their
instances must be present in any PortaSwitch® configuration
beginning from MR51. PortaOne customers that upgraded their
systems to MR51-MR53 were required to add the LogServer and
Elasticsearch instances to the configuration during the upgrade
procedure.

When upgrading PortaSwitch® to MR54 from MR50, you must
configure the Elasticsearch and LogServer instances before starting
the upgrade procedure, i.e. to your current release. The system
performs the pre-upgrade check and will not proceed with the
upgrade if those instances are not found.

e Changes in the Moneybookers and WorldPay Junior
configurations — Starting with this release, payment methods for
Moneybookers and WorldPay Junior external payment processors
must be selected on the payment processor side.
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E-Payment Systems

> Logout

Name
“+  Moneybookers
~ WorldPayunior

General Info

» |@ Add |® Close |l E-Payments Log | <4E Objects

Name: * WorldPayJunior

Payment Processor

Processor: * WorldPay Junior

Login: *  WPJ_Login

Password:

Additional Info

Page 1

Payment Methods Test Mode | Del...

2
L0l

Credit and Debit cards

Processor

G E
G

Moneybookers

WorldPay Junior

Data Protection

Store card information:

Direct Debit and e-Check

/ Test Mode

of1 Displaying 1-3 of 3

NOTE: If you have, for example, two payment systems that use
Moneybookers (or WorldPay Junior) payment processors — one for VISA and
another for MasterCard payments, you will be required to remove one of
them upon upgrading the software to MR54.

Therefore you can now either set one of these payment processors
or both in parallel to a payment system that has internally stored
payment methods (e.g. AuthorizeNet) to process same-currency
payments. Your customers that have VISAs, for example, will
have the opportunity to choose which way to pay is best for them.

Balance: 500.00 USD

Make a Payment

Customer Self-Care Portal

Credit Limit: 1,000.00 USD) @n - Engish | Smart Calls, Ltd. (Login smartcals ) | ) Logout -

& wyprofie 5T Centex ~ biling Information

© Hep

[« Babnce, USD: 500.00

Amount, USD: | 25.00
“mininum payment 0.01.USD

Payment Methods

°o [@= Pay directly with any major Credit Card including VISA, MasterCard, American Express
sk H “ Moneybookers allows for sending payments from 200 countries and teritories in 41
rl currencies, supporting major credit/debit cards.
moneybookers
Worldpay WoridPay provides 2 globall connected, localy coordinated payment, to help you

ke payments securely, swiftly and with total confidence.
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Account top-up with vouchers — Now administrators and end
users can top up a credit account (both subordinate and with an
individual credit limit) with a voucher that has a different product
assigned. To top up a debit account, a voucher must be assigned
the same product as the account being recharged.
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