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Preface

PortaSwitch® Maintenance Release 57 is the next leap-forward release,
consistent with our “fast releases, precisely on time” ideology.

Where to get the latest version of this guide

The hard copy of this guide is updated upon major releases only and does
not always contain the latest material on enhancements introduced
between major releases. The online copy of this guide is always up-to-date
and integrates the latest changes to the product. You can access the latest
copy of this guide at www.portaone.com/support/documentation/.

Conventions

This publication uses the following conventions:
e Commands and keywords are given in boldface.

e Terminal sessions, console screens, or system file names are
displayed in fixed width font.

Exclamation mark draws your attention to important actions that must
A be taken for proper configuration.

NOTE: Notes contain additional information to supplement or accentuate important
points in the text.

Timesaver means that you can save time by performing the action
described here.

&

Archivist explains how the feature worked in previous releases.

Gear points out that this feature must be enabled on the Configuration
server.

odu
Jeo
U~

Tips provide information that might help you solve a problem.

Trademarks and Copyrights

PortaBilling®, PortaSIP® and PortaSwitch® are registered trademarks of
PortaOne, Inc.
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Sound Quality Check IVR

Good sound quality is a key factor in the end uset’s satisfaction with the
service and consequently, their loyalty to the service provider.

With the newly introduced Sound quality check IVR application, end
users are given the opportunity to perform a simple sound test during
which they can check the connection to the server and basic sound quality
points, for example, sound clarity.

IVR Applications

Applications Search
iy - [searen]

Edit Hame * Application Type * Access Numbers Description Delete

& cusiiy chece Sound qualicy check . &

[E camacka Callback caling ANI Callback K]

= e Callnack caliing ™

[E PiNless dialing Prepaid card calling 12125554210 ™

[3 Prepaid Cards Prepaid card calling 1604789001 ™ o

This is how it works:

Upon calling an access number associated with the Sound quality check
IVR, an end user is prompted to record a message. Ten seconds later (an
administrator can modify this parameter if required), the end user hears
their message played back.

If the message sounds fine, then the end user’s sound and microphone are
working properly and there are no issues with the connection and media
transmission to PortaSIP®.

The recorded message is then stored as a regular call record. Both the
administrator and the end user can access it via the web interface and use
it for resolving disputable issues. To ensure that stored messages are long
enough to judge their sound quality, an administrator can set the required
minimum length for a message to be stored.

Edit IVR Application 'Quality Check'

Name * Check sound quality Description

Application Type Sound quality check

Option Value
Minimum Duration, sec s
Maximum Duration, sec 10

A sound test via the Sound quality check IVR helps end users dispel any
doubts about the quality of service. The basic troubleshooting of sound
quality issues by end users themselves significantly saves the time and
effort of the service provider’s support team.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 5
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Customer Business Models and Account

Roles

It is essential for every service provider to have a thorough understanding
of their customers, e.g. which services they use or would like to have, and
what their needs are, etc. In order to simplify customer management in a
convergent environment where different types of services are provided,
PortaBilling® introduces two important new concepts: business model
and account role.

Business model

A business model defines which type of service a customer is using.
The following business models are available:

e Hosted IP PBX

e SIP Trunking

e Residential VoIP

e PINless

e Internet Access

e Prepaid Card Holder
e Mobile

e Universal

The first six business models in the list are self-explanatory, while the
other two must be explained in more detail.

The Mobile business model is customized for configuring mobile network
subscribers — customers who are provided with a full range of mobile
services.

The Universal business model is a generalized model that allows you to
configure any type of service for your customers. In addition, the
Universal business model is also used for backward compatibility — any
previously created customer is automatically assigned the Universal
business model after a software upgrade.

An administrator assigns a business model via a customer class.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com E
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Customer Class Management
» | ld save | [x Save&dclose | ® Close ) Logout

Name

Currency  [USD - U5 Boller ¥

Managed By Administrator only v Description

| Business Model | ceciqentaal vore 5

General Info | Notifications

Taxation Method Tax Included in the Rate v Billing period is closed ® Automatically

~ Statistics Upen Administrators Approval
but no fater than days after the period is over

Generate Statistics ® on of
Suspend On Insufficient Funds For  [ne v
Send statistics via email Full statastics L] Subscriptions

Permanently terminate the customer days after provisional termination
~ Invoices

Generate Regular Invaices on ®of
Allow Out-of-Tum Invoices on ®on

Invoice rounding =

Custom rounding  [oococxxooo | (=)

® Currency default  [oooocxcono

Depending on the chosen business model, the administrator is offered a
list of recommended account roles for it.

Account role

An account role defines what a specific account is designated for (e.g.
whether the account represents a phone line or a top-up voucher) and
executes account ID validation. Thus, for a phone line, one can only pick
a valid phone number as an account ID.

The following table demonstrates which account roles are available for
each service model:

Business model | Account roles

Universal All available account roles.
Hosted IP PBX Phone line, Auto-Attendant.
SIP Trunking Phone line, IPv4 address.

Residential VoIP | Phone line, Auto-Attendant, Voucher.

PINless PINless.

Internet Access User(@domain, Voucher.
Prepaid Card Prepaid card, PINless, Voucher.
Holder

Mobile MSISDN, Voucher.

© 2000—-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 7
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H) Logout

Account Role | General v
General

Main Product q ( —
AccountID Auto-Attendant

PINless
Blocked IPua address

Usergdonain

MSISDN

AccountInfo | Web Self-Care ‘ Subscriber | Additional Info ‘ Life Cycle | Service Configuration

Type Debit ® Credit Service Password Auto
Balance Control | subordinate v Email
Batch tonz ¥ Customer Site none v

The administrator defines account roles for both accounts and products.
This introduces the following constraint — a product can only be assigned
to an account having the same role.

This makes it possible to reduce the occurrence of errors during product
assignment. For example, an account that is supposed to be for a phone
line can only be assigned to a product that is designated for that; i.e. one
cannot mistakenly pick a business SIP trunk product.

Along with an account role, an administrator can define an account realm.

Account realm

An account realm allows administrators to impose a scope of uniqueness
for an account ID. An account realm is configured for a product.

New Product
» |@ save | save&close|® Close »I) Logout B Log
P Product Name: * SmartCall Currency: * USD - US Dollar -
&
Work in progress Predust Name visiole g ey Managed By Administrator Only M
to End User *
Account Role: * PlNless ~  Product Type: ) Main Product
Add-on product
Realm @ subreaim1 - i @

IEMEEEIEEN  Service Configuration  Usage Charges  Volume Discount  Recurring Charges  Additional Info  Notepad

Service type: VOICE
System built-in services:  +// Voice Calls

Service type: DATA

System builtn services Data Service [KB] [] Data Service [MB]

Service type: NETACCESS
User-defined services Broadband LTE

Service type: QUANTITY
System built-in services Quantity Based

fe=y] =

For example, user John Doe wants to subscribe to the SmartCall product
for PINless dialing from their mobile phone 12065551234. To provision
John Doe’s mobile phone in PortaBilling®, the administrator configures
the SmartCall product using an ani realm. The administrator adds an
account and chooses the SmartCall product for it. Then the account is
saved in the following format: 12065551234(@ani.

© 2000—-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 8
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John Doe finds another PINless dialing product attractive, MegaCall, and
wants to subscribe to it too. The administrator needs to add an account
that must not be confused with the account for theSmartCall product.
The account realm perfectly serves this purpose. The administrator
configures the MegaCall product with subrealml.ani realm. The
administrator adds an account and chooses the MegaCall product for it.
The account is saved in the following format:

12065551234(@subrealm1.ani.

This allows proper provisioning for both accounts in PortaBilling®.

Alias role and realm

When an administrator adds an alias to an account, a role and realm must
be selected for it. Alias role and realm selection is limited by the main and
add-on products assigned to the account.

@ [~ % Account Info / Retail Customer 'Easy Call'

» | @ Add | @ save | @ SavemClose | & Close | B xDRs | @ E-PaymentsLog | E3 Terminate | &) Number Porting | * logout | B Log
Account Role | Frnless v Balance Control Subordinate
Main Product | Megacall v
AccountID  [12085551234 @subrealmt.ani
Blocked
Life Cycle | Subscriptions | Discounts | Quotas & Service Wallets | Notepad | Service Configuration
Account Info | Add-on Products | Web Self-Care Subscriber ‘ Aliases ‘ Additional Info
| Generate Aliases |
Edit Alias Role Alias 1D Additional Info Delste
f  Priess v | 12085551288 @] subrealmi.ani ¥ | Allow Authentication E

The introduction of the business model and account role concept ensures
that:

e The correct account ID format is preserved during account
creation; and

e The chances of assigning an incorrect product to an account are
significantly reduced.

This makes the account creation procedure more user-friendly and
reduces the occurrence of human error.

Multiple Add-on Products Provisioning for
LTE

In LTE networks deployed with ZTE equipment, services for subscribers
are activated based on the PAKID value. The PAKID value defines
which Internet quota is available for a subscriber and is taken from the
accounts’ product configuration provisioned by PortaBilling®. Thus,

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 9
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users can only have one single quota allocated to them which means they
use the service according to a single usage counter.

To compete in the market you can now allocate multiple Internet quotas
within ZTE EPC for subscribers and then allow them to modify their
product configuration a la carte. This is done by provisioning several
PAKID values via add-on products. PortaBilling® provisions a PAKID
value to ZTE SPR as soon as a subscriber assigns an add-on product and
ZTE SPR allocates the corresponding quota for the subscriber. As a
result, the subscriber receives the service based on the combination of the
PAKID values and according to add-on precedence.

Consider the following example:
Smart Net is an LTE service provider. They offer a 1 GB Internet quota
for their basic service and the following additional service packages:

e 2 GB “Turbo” quota available within 24 hours and

e 5 GB of “Regular Internet access” quota available within 30 days.

These service packages are configured as the following add-on products in
PortaBilling®:

e “Turbo” add-on product with high precedence level and

e “Regular Internet access” add-on product with medium
precedence level.

John Doe has basic LTE service. In a week, he uses all the allocated 1 GB
Internet quota so he is then redirected to his self-care portal. There he
signs up for both service packages. His product configuration now
includes the “Turbo” add-on product with an expiration date of 24 hours
and the “Regular Internet access” add-on product with an expiration date
of 30 days. Thus, John Doe uses the “Turbo” quota first and once it
expires, he uses the “Regular Internet access” quota.

To configure add-on product provisioning to ZTE EPC, include the LTE
service and Internet access policy with the PAKID value defined in the
product configuration.

Add-on product provisioning for ZTE EPC enables ISPs to provide
various service packages to their customers, making them more
competitive in the market while growing their customers’ loyalty.

Alternatively, for quota control organized within ZTE EPC, you can
deploy PortaBilling® as the online charging system (OCS) in your LTE
network. Thereby you gain advanced control over your service
provisioning by receiving information about monthly quotas, service
wallets, and current usage bars and rollovers in one single location.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 1['
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Taxation Management by Resellers

Since your resellers are separate business entities, they have different
taxation parameters. Therefore, to properly calculate taxes for their
customers, resellers must be able to manage their taxation parameters
without the involvement of an administrator.

With this release, taxation configuration is done on the web interface.
Administrators and resellers can independently configure taxation plugins
(Avalara, SureTax or EZTax) on the Taxation tab and apply them to
their customers.

Taxation

[ | resaion s |

Edit Taxation Plugin [Z] Piugin Credentials Delete

el [

| onin- demo

[E] Avalara (Us, Canada) Avalara (US, Canada) Credentials

Login demo xasmx/PostRequest

[5] sureTax (US, Canada)
Password rypassword

Company |dentifier DST
TollFreePrefixes 801
Home:

Description

As a result, PortaBilling® cleatly distinguishes between resellers’
customers and those of an administrator and ensures proper tax
calculation for them.

Optionally, if you calculate taxes via SureTax, you may configure a single
taxation plugin and allow resellers to apply it to their customers. To do
this, set Yes for the AllowTaxPluginCredentialsInheritance option of
the Configuration server. SureTax distinguishes customer xDRs received
from PortaBilling® based on the reseller ID and then creates separate tax
reports for your own customers and for those of your resellers.

Taxation management for resellers grants additional flexibility to their
service provisioning and ensures proper tax processing for their
customers.

Integration with PROTEI CAMEL Gateway

As an OCS (Online Charging System), PortaBilling® can be integrated
with 2.5 / 3G and 4G mobile networks. In 2.5 and 3G networks, the
CAMEL protocol is the de-facto standard for real-time charging.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 11
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In this case, PortaBilling® can interoperate with mobile operator
networks via the PROTEI CAMEL gateway.

In this configuration, the PROTEI CAMEL gateway is deployed within a
service provider’s network and acts as a mediation component between
PortaBilling® and a mobile operator’s network, converting the CAMEL
protocol to the Diameter protocol and vice versa.

This allows PortaBilling® to communicate with the MSC (Mobile
Switching Center) — a switching node that routes calls and messages to
and from other telecommunication networks, including PSTN, ISDN and
other mobile operators’ networks — for real-time calls and SMS
authorization and rating.

This kind of integration allows service providers interested in entering the
mobile market to integrate with mobile operator’s networks that use the
CAMEL (Phase 1, 2 and 3) protocol to communicate with a billing
system.

Call Barring Management by Customers

The call barring functionality serves to prohibit outgoing calls to certain
destinations (e.g. to premium numbers). With this release, customers are
able to manage call barring for their accounts on their self-care interface.
Thus, a customer can enable / disable the feature, and select call barring
rules from the list of available ones and apply them either to all their
accounts or individually per account.

Customer Self-Care Portal
Balance: 7.64 USD Credit Limit: 1,000.00 USD en - English ~ || Easy CallLtd. (Logn: easycalll)  jLogout +

Dashboard 2, My profile 523 IP Centrex Billing Information
3';‘/ Call Barring @ Help

s to block

Sy Extensions
Hasies
SPhone Lines
#0IDs

S5 Abbreviated Dialing Enabled
(i@, Dialing Rules i @ intemal
ayincoming Cals

@ outgoing Calls
o Call Barring
@ Call Logs

& Hunigroups
8, Call Queues
Spicentiy

«Music On Hola

 Call Barring rules for all Phone Lines
Use individual Call Barring rules for each Phone Line
Class of Phone Numbers ~

dialing

27 [@  Premiumnumbers

2 Refiesn

[Hsave

Thus, customers obtain flexibility in managing their calling patterns
which, in turn, serves to reduce the load on an administrator.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 12



Porta I Switch® Maintenance Release 57: New Features Guide

Individual Pricing for DID Numbers

Your customers may ask for a personal price when purchasing a DID
number. Instead of creating a special pricing batch with this new markup
and moving the DID numbers to it, you and your resellers can now
modify the existing one per DID. Before you assign a particular DID to a
customer, click Edit next to this number in the DID Inventory window.
Then click the Activation Fee or Recurring Fee links and specify the
new fees for the DID number there.

DID Inventory
& save | @ Close

DID Number Allacated Tn Pricina Ratrch Conntry. Area
Unallocat DID Pricing
: DID . Free -
Edit Number (L) (BT = DID Number 17781235008 jince B
|l 17781235008 Residential customers CAN ~ Description Canada 50829 “2Mad2
E‘ 17781235008 Residential customers CAN 5-08-29 Canada
[5] 17781235009 Residential customers  CAN Pricing Batch Residentizl customers T 508-29 Canada
'® Individual Pricing
Activation Cost Activation Revenue Profit
10.00 USD 11 usD 1.00USD
Recurring Cost Recurring Revenue Profit
200USD/month |3 USD/month  1.00 USD
oK Il Cancel

A DID number with modified fees is automatically marked as having
Individual Pricing.

This enhancement allows you to customize DID provisioning, offer
individual promotions for your customers and, as a result, improve the
overall customer experience.

Enhanced Internet Access Policy
Configuration

PortaBilling® communicates with different gateways (e.g. Huawei
UGW9811 or ZTE P-GW) within mobile network configurations using
the Diameter protocol. Every gateway has its own idiosyncrasies and uses
different attributes.

With this release, you can adjust PortaBilling® to communicate with a

particular gateway in a single place via Diameter by using only a few
mouse clicks. All you have to do is to configure an Internet access policy.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 13
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The Internet Access Policy page now contains a set of attributes to fine-
tune LTE service provisioning. For your convenience, the attributes are
grouped into Gy-specific ones and those for a particular manufacturer
(e.g. ZTE, Huawei, etc.). Gy attributes enable the features that have been
provisioned via the Diameter (Gy) interface (e.g. real-time tariff switch),
while other groups facilitate account and service provisioning to the LTE
network.

Add Internet Access Policy

Managed By |[Administrator Oy v | [3ccess

Value Order

This list can be complemented with other parameters to help you easily
adjust PortaBilling® to effectively provide Internet services to your
customers.

Binding a User Session to an IP address

Session hijacking is a hacker practice: a fraudster obtains a valid session
ID and uses it to gain unauthorized access to the system. The SSL
encryption used by PortaSwitch® provides adequate protection against
most of these kinds of traffic interception attacks. However, there might
still be a slight possibility that a hacker can guess the session ID or that,
while travelling through a high-fraud-risk country, an end user may
connect to an unscrupulous internet provider that has the means to
decrypt traffic and leaks sensitive information to fraudsters.

There is now a new security measure that binds a user session to an IP
address and protects PortaBilling® web interface users from the above-

described risks.

This is how it works:

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 14
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When a user logs in to the web interface, the created session is associated
with the user’s current IP address. The system subsequently discards all
access attempts from other IP addresses within that session. It also sends
a notification to the user when such an attempt occurs.

Thus, even if someone manages to steal a session 1D, it is of no use to the
fraudster.

In the case of a legitimate IP address change (for example, the user has
reconnected to the Internet via a different WLAN), the user sees a
notification page with information on how they can continue their work.
The user has two options: either authorize their new IP address by
following the link provided in the notification email, or simply re-login.

To enable the binding of a user session to an IP address on the
Configuration server web interface, go to the PortaSwitch node -> the
Admin node -> the <your_desired_env > environment -> the Security
group and set the EnabledSessionIdProtection option to Yes.

Configus
=) Clone i che

Portaswitch Configuration | PortaMonitor Configuration
Configuration Tree +/= | Environments Groups
¥ performance
& Omega

i Security
i aston
[Portaswitch/Admin/G:Security
@

£
# © UseCaptcha *

¥ porta-billing-vieb-3@ak-secondary-1
@5 BilingEngine:
@08
8 Logsenver

RT

Task monitor

You can increase the safety level by configuring how many IP addresses
can be authorized within the same session and after how many access
attempts from an unknown IP the system will reject subsequent ones
without any notification.

- Environments
¥ performance

& Omega

i aston

[Portaswitch/Admin/G:SessionTdProtection
E} * 1

vu

5 Maxps* 2

& © ReNotificationPeriod *

¥ porta-billing-vieb-3@ak-secondary-1

®

Sillingéngine.
o8

8 Logsenver
RT

®

Task monitor

Security is an essential factor for a successful business. With this security
measure in place, PortaBilling® users can safely use the web interface and
be sure their session is protected.
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Changing Your Voicemail Greeting via the

Voicemail Menu

Now end users can change their voicemail greeting — the message that
callers hear when they are transferred to voicemail — via the Extended

Greetings Options menu.

Note: In order for end users to access the Extended Greetings Options menu, an
administrator needs to enable it in the One's Own Voice Mailbox Access IVR

application settings.

- el Save | [l Save&Close | 2 Resetto Default | ® Close

Edit Voice Applications Settings

M Logout | Bl Log

Voice Applications

(=] Global Conference Opticns
(] WEB Calback Trigger
[ SMS Callback Trigoer
- [ Email Callback Tricger
[=] Global [VR Options
=] Account Sef-Care
-) =] One's Own Voice Mailbox Access

=] MoicemailiAuto Attendant

Option
Allow to Check Account Balance
Allow to Place an Outgoing Call
Suppress Announcements
Announce Credit Limit
Credit Accounts Balance Announcement
No Trash Folderin MR
Play Notification

Value

backward compatibility v

Extended Greetings Options Menu

v

Brand Prompts
Access Code

VOICEMAIL

The procedure for changing the voicemail greeting is the following:

1. Dial the voicemail access number.
From the Main menu, select Personal Options by pressing 3.

3. From the Personal Options menu, select Greetings by pressing

3.

4. From the Greetings menu, choose the greeting you want to

activate.

5. If the greeting has not been recorded yet, you will be asked to
record it. Follow the prompts to record your greeting.

6. When the greeting is recorded, press 2 to activate it.

7. You can now hang up or press * to return to the previous menu.

End users can also change their voicemail greetings via their account self-

care interface.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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Account Self-Care Portal

Web Interface Language: | en - Englsh || 12413450730 ( Login: 12413450730 } | (5} Logout ~
Dashboard 9, My Profile 222 IP Centrex Eilling Information
Yo . 3
Greetlngs @ibicn
«|| Please choose the type of greetings:
52 General
$RDIDs Extended Absence @ Please upload your prompt JgBrowse...

(&, Disling Rules
&y Incoming Calls

4 (8 \oicemail Personal @ Please upload your prompt JgBrowse...
I Mode
[=]voice Menu
& External Email Name @ Please upload your prompt JgBrowse...

Greetings
[7& MaiBox Display Options

(5% Message Display Options #® Standard
J5Folder Preferences
&FF
F Faxes Caller Will Hear:
g Igentity
& Music On Hold The person you are trying to reach is not available. Please leave 2 message. + Besp
[E save

This enhancement allows end users to directly activate their greeting via
the voicemail menu, thereby improving their experience with voicemail.

Dialing Rules for Carrier Selection Codes

In some countries (for example, Brazil), users have to specify a national
carrier selection code to make long-distance or international calls.

For example, to make a long distance call in Brazil using the carrier
Telefonica (their selection code is 15), one must dial:

0 + 15 + city code + phone number,

where 0 indicates that this is a long distance call.

To make an international call using the carrier Intelig (their selection code
is 23), one must dial:

00 + 23 + country code + city code + phone number,

where 00 indicates that this is an international call.

With this release, administrators can define how to process carrier
selection codes when converting dialed numbers to the e.164 format. The

carrier selection code translation settings are defined in the Dialing Rules
Wizard.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 17
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Dialing Rules Wizard |
* | e Save | gl Save&Close [ @ Close

Name Brazil, Rio da Janeirs

Description Dialing rules for long distance and internaticnal calls in Brazil Dialing Rules
® PBX Australia, Sydney

Type Residential

Eurcpe, Czech Republic, PBX
Custom north America, 1@ digit dialing

srazil, mio de Janeiro, Dialing rules for long distance an...
North America

® International
Allow End-User @
10 edit Dialing Rules [ Clear ] [ Reset | [ Load Dialing Rule
Dialing Parameters | Service Codes
r— International —Checkfory |
Your Country Code Sheow Examples
International Dialing Prefix (e.g. 011, 00, 0071} Local call
phone numbsr franslates |phone number
— National @
our Area Codes) Domestic long distance
call
Prefix for Domestic Long Distance Calls (e.g. 1,0)
phone number translates [phone number
Always Dial the Area Code as a Part of the Number o
Local Dialing Number Length International call
National Exceptions (e.g. *98, 111%) hone number }?”5‘9193 phone number
11,11
Emergency Numbers (e g. 911, 112} Check your own number
— Selection Cod [ Test |
Selection Codes Carrier code enabled v TSR GBI

Local Carrier Code

Carrier Code for International Calls
Carrier Code for Domestic Long Distance Calls

Carrier Code for Local Calls

Apply these Dialing Rules to the number v
that follows the Selection Code
Remove Selection Code from CLD ¥

Special Prefi
(Praﬂx for Accessing the Qutside Phone Network ‘

Administrators have the following options:
e Enable the carrier selection code translation.
e Disable the carrier selection code translation.

e Enable differentiating among carrier selection codes using a
predefined pattern.

A detailed description of carrier selection code translation settings is
available in PortaBilling® online help.

This ensures that calls made using carrier selection codes are propetly

routed to their correct destinations and that customers are accurately
billed for them.

Other Features and Enhancements

e Default tariff within the routing plan list — The administrator
can apply different tariffs based on which routing plan is used to
terminate the call. To do this, the administrator selects the “Assign
tariff per routing plan” mode in the product rating list and
configures the tatiff / routing plan mapping table. With this
release, this mapping table must also include a tariff for other
applicable, not-yet listed routing plans.
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Assign Tariff to Routing Plans

Edit | Routing Plan Tariff Delete
B Cheap Complan Ceap Route Cat Cust x
B [CRwith all Available Routes Retail Regular x

| |z Dther Routing Plans Fasy Call - outgoing x

Add

==

Thus, if an account has an individual routing plan assigned (either
inherited from a customer service configuration or explicitly
assigned by an administrator) and the user makes a call without
dialing a selection code, the call will pass via this “other” routing
plan and be charged for using the defined tariff.

Such a product rating list configuration ensures correct billing
and prevents revenue leakage.

Enhanced usage notifications for quotas and service

wallets — Now customers receive notifications about the remaining
service wallet balance and / or amount of remaining quota before
it is exhausted. If some unused quotas have been rolled over from
previous billing periods, the user only receives notification when
the total amount of unused traffic reaches the defined threshold.

Edit Discount Plan "Internet Access Start”

M Logout B Log

Plan Name: *

Destination Group Service Based On Type Details Delete
General Info Type* 3
Service: *  Broadband v Service Wallet
+)Quota
Destination Group: *  Internet Access
Discount
Based On:* Volume, gigabyte

Details
Additional Info

Reset Threshold Monthly

< gigabytes
Spiit xORs @ Usageis | Not Restricted ~ | when Quota ext
Notify end user when v/ 08 gigabytes are left in the peak period
quota is exhausted Unlimited FREE service
Usage:
==

Internet Access Start

Other options || Prorate thresholds for first usage period Counters:

Off-Peak periods: * Do not separate Off-Peak Period(s)
¥ Rollover unused gigabytes to the next usage period

Allow no more than: 1~ rollover(s) Quota « FREE 10
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This enhancement speeds up quota and service wallet
configuration for administrators since they only need to define the
remaining traffic / balance amount and the system does all of the
calculations. Moreover, administrators can now define a decimal

value (e.g. 0.5 GB).

This enhancement helps prevent customer confusion, since
customers are only notified when it is necessary.

Auto attendant configuration without account self-care
credentials — Since the account used for auto attendant does not
belong to any user, you do not need to define the credentials in
the self-care access for this account. This simplifies IP Centrex
solution provisioning for administrators and grants additional
security within IP Centrex management for customers.

Call queue announcements are now configurable — Now
your customers can activate or deactivate call queue
announcements such as “Announce the number of callers ahead”
and “Announce estimated wait time.” These options are activated
by default.

This ability to configure call queue announcements makes its
configuration more user friendly and improves the overall
customer experience.

Porter enhancements — Beginning with this release, you can use
the Porter functionality to transfer the following customer and
account data from the source billing environment to the target
one:

Account voice mailbox settings.

Auto attendant configuration.

Conferencing settings.

SIM cards assigned to the customer accounts.

Spending plans.

O O O O O

NOTE: Voicemail messages and auto-attendant custom prompts are not
transferred.

These enhancements optimize the data transfer process and
reduce the administrative load.

Update the NetNumber SMS / MMS routing database for a
particular end user — Optimization of SMS / MMS routing
requires that service providers use centralized routing databases.
These databases contain information about which network the
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number belongs to and take number portability data and other
specifics into account.

PortaSwitch® is integrated with the NetNumber routing database,
the largest of such solutions for North America. NetNumber’s
charging policy, however, assumes that service providers pay
based on how many numbers are currently uploaded to the
database. To reduce operating costs, service providers need to

upload only those phone numbers that are expected to receive
SMS / MMS messages.

With this release, service providers can choose whether to upload
a particular account to the NetNumber database. For end users
that require incoming SMS / MMS messages, a service provider
purposely enables synchronization. It can be done for either the
account’s product or for the account itself.

Edit Product "Retail_Big Dipper”
Rate Lookup | = Clone

Product Name
to End User: *

Account Role:

Realm:

Servi

Product Name: *

visible g0 Dioper

M REOVIZS I Service Configuration

Retail_Big Dipper

Product Type: Main Product

ount  Recurring Charges  Additional Info  Notepad

SMS/MMS Routing Data
Feature Status Enabled -
Feature can be edited by

Update NetNumber Database: No -

© 2000-2016 PortaOne, Inc. All

If an end user is only subscribed to on-net services or simply does
not need to receive SMS / MMS messages, by default, their
account will not be uploaded to the routing database.

This approach considerably reduces the service providers’
expenses.

Deferred spending plan change — Now when an administrator
changes a spending plan for a customer (for example, from
spending plan A to spending plan B), within the new spending
plan they can include the amount already spent.

For example, if customer John Doe has a spending plan of 300
USD and has already spent 250 USD, an administrator can change
John Doe’s spending plan to 500 USD. Now John Doe can spend
250 USD more (500 USD - 250 USD = 250 USD).

To do this, the administrator needs to choose a desired spending
plan and then select the Apply the new spending plan
immediately check box. This gives the following results:

rights Reserved. www.portaone.com

21



Porta i Switch® Maintenance Release 57: New Features Guide

o The spending limit (the amount of money the customer
may spend on services per day) is changed according to
the new spending plan.

o The amount of money the customer has already spent is
not reset and continues being calculated.

o The spending plan expiration date and time are not
changed. So a customer can use the new spending limit
until the previous spending plan expires.

Edit Customer 'John Doe'

&l Save | [l Save&Close | @ Close | B xDRs | {{i} Batches | 43 Sites | (&) Accounts | ] E-Paymentslog | [ Invoices

] Logout B Log
g Change Status |

Customer ID  [30hn Doz Customer Class Default customer class v
Business Model Universal Balance Control Postpaid
Balance 4.52000 USD | Balance Adjustment
Current Credit Limit 1000.00000 USD
Spending Plan 0.00000 USD of 300.00000 USD used

Activated 2016-08-17 15:00:00
Expires 2016-08-18 15:00:00

Life Cycle ‘ Invoices & Taxation | Abbreviated Dialing ‘ Subscriptions ‘ Notepad ‘ Service Configuration ‘ Measured Services

Address Info ‘ ‘Web Self-Care ‘ Additional Info | Payment Method ‘ Balance & Credits ‘ Fraud Protection
Spending Plan 300 USD perday Cancel Modify Limit Fraud Traffic Profile Not set (As defined by the ¥
New Spending Plan 38@ USD per day v
Apply the new spending plan immediately v

The Customer is allowed to spend 300.00 USD in the next 7 hours
The Spending Limit will be expired on 2016-08-18 15:00:00
Notification will be sentwhen 150.00 USD used

Period 2016-08-17 15:00:00 - 2016-08-18 15:00:00
Last Modified
Periad Total 0.00USD

If the administrator leaves the Apply the new spending plan
immediately check box unchecked, the new spending plan will
take effect at midnight (00:00:00) after the previous one expires.
The customer’s spent amount will be reset to zero and calculated
from scratch towards the new spending limit.

The administrator can also change a spending plan for a customer
class. As a result, the spending plan will be changed for all of the
customers with this customer class assigned. The logic is the same
as that for changing a spending plan for a customer. By selecting
or clearing the Apply the new spending plan immediately
check box, the administrator can choose whether to include the
already spent amount in the new spending plan or reset the
counter and calculate it from scratch.

Edit Customer Class 'Easy Call Ltd."

* | i Save | [ Save&Close | ® Close bl Logout | B Log
Name Easy Call Ltd. Currency usD
Managed By Administrator Only Description

Business Model  Universal
P

‘ General Info | Regular Invoices ‘ Taxation ‘ Measured Services | Fraud Protection | Custom Fields | Notifications

Spending Plan 5 USD perday Cancel
New Spending Plan | 5 usD per day v @ Fraud Trafiic Profile Not set v
Apply the new spending plan immediately rd |
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This gives administrators more flexibility for adjusting customer’s
spending plans. Having the capability to change a spending plan
for a customer class allows administrators to apply these changes
to many customers at once, thereby reducing the administrators’
workload.

e Extend customers’ credit limit management for CC-staff
members — With this release, resellers can authorize their
customer care staff members (CC-staff) to temporarily increase
customers’ credit limits. A reseller defines the credit limit increase
permissions for every new CC-staff member individually. These
permissions include:

o Maximum permitted amount of credit limit increase
specified either as an absolute value or a percentage of the
original credit limit; and

o Duration for which the credit limit increase is valid.

Edit CC Staff

Address Info | Web Self-Care | Life Cycle | Limits ‘

Daily credit/refund limit o usD

Transaction credit/refund limit o usD

¥ Authorized to increase Temporary Credit Limit

by up to 10 5 v

for the period up to |30 days

Existing CC-staff members can increase customers’ credit limits
according to the default permissions specified on the
Configuration server.

With this enhancement resellers improve their customer
management via their CC-staff members and at the same time,
reduce their own load.

¢ Combine instant messaging and SMS services for users —
With PortaBilling®, you can allow your users to exchange both
on-net instant messaging and sending SMSs to external
subscribers. To keep the service configuration simple, use these
special destinations for authorizing a user for on-net messaging in
the customer tariff:
o MSGN - to cover all messages sent to an IP Phone
connected to PortaSwitch®.
o MSGNR - to cover all messages sent among
subcustomers of the same reseller.
o MSGNRX — to cover all messages sent among accounts
belonging to the same customer (e.g. within an IP Centrex
environment).
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This enhancement provides additional flexibility for providing
full-scale messaging services to your subscribers within a single
tariff charge.

NOTE: To enable users to receive on-net messages, make sure their product
configuration also includes the rating entry for the Voice calls service.

e Import xDRs generated by Huawei MSoftX3000 — This
Huawei device serves as a gateway mobile switching center or
tandem mobile switching center and mainly produces xDRs in a
binary ASN.1 format. Beginning with this release, the xDRs
generated by MSoftX3000 can be easily uploaded to
PortaSwitch® using the CDR Mediation utility. This enlarges the
service provider’s opportunities for how to organize their network

infrastructure.

—— =T =
4 Create Clone [ Delete
Configuration '1470630155-rev.5' information X
[ Clone. V& Ched/Apply Search:

Portaswitch Configuration | PortaMonitor Configuration

3 [T rstance clove | B3 nstarece defete I CoRSource
=] PortaSwitch # DataTransformation

20 Auwiliaries = Output.

35 COR Mediation
El

diation/COR -coRsource B
5 carstraction-3@akueb Dinticdiation DRSe

i cdr-extraction-4@aktech-wr @ ® column_list
(5 COR Rating 3 © csv_field_separator
3 © custom_description
@ © file_pattern *
@ © files_input_directory * Jtriple Y
z 3 © quote_char
i @ © time_zone * America/Vancouver )
& 3 type AN w3000 =
3 BillngEngine sV
@08 FixedWidth
@ Logserver Tp3

ASN. HuaweiX3000

Task monitor B

e Opverride Identity for callshops — With this release, callshop
resellers can configure the Override Identity service feature for
their callshops. This service feature permits the definition of
custom caller identities (ANI numbers) that will be used for
outgoing calls made from all callshop booths.

Edit Callshop "VoIP callshop'

» | g Save | o) Save&Close | ® Close | & CallLogs Booths | (I Operate Callshop | ¢ Change Status *l] Logout
Customer ID [VolP callshop Customer Class [voIF Callshop reseller v
Product voIP_callshop_product v Currency usD

Address Info | Service Configuration ‘ Life Cycle ‘ Notepad ‘

Services Outgoing Calls
© 5 voice Calls X i
Override Identity
Dialing Rules
Outgoing Calls Override Identity Always -
| Identity 12125678912 |
Override Display Number Always -
Override Display Name: Never -

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 24



Porta I Switch® Maintenance Release 57: New Features Guide

Callshop booths use the Authorization ID as an ANI number for
outgoing calls. Since booth Authorization IDs consist of
randomly-generated sequences of digits, they can be impropetly
treated by vendors (for example, as a non-local phone number)
and therefore billed at a higher rate.

By setting a single ANI number for all callshop booths, callshop
resellers ensure that all calls made from their callshops are
propetly billed by vendors.

e Managing the RTP proxy for callshops — With this release,
callshop resellers can specify the RTP proxy policy for their
callshops. The possible options are:

o Direct — Do not use an RTP proxy; rather, allow the
media stream to go directly between endpoints.

o Always — Always engage an RTP proxy, so that the media
stream never goes directly between endpoints.

o On NAT - Direct communication with other endpoints is
only possible if these endpoints are on public IP
addresses; otherwise, engage an RTP proxy.

o Optimal — Callshop endpoints support NAT traversal, so
can directly communicate with other endpoints located
behind NAT; no RTP proxying is required.

o Use Default — This uses the Optimal RTP proxy.

Edit Callshop 'VoIP callshop'

» el save | [gl Save&Close | ® Close | B callLogs Booths | () Operate Callshop | g Change Status M) Logout

Customer ID |volP callshop Customer Class |VoIP Callshop reseller

Product VoIP_Callshop_product M Currency uso

AddressInfo | Service Configuration ‘ Life Cycle ‘ Notepad ‘
Services Voice Calls
% Voice Calls
RTP Proxy
Dialing Rules
Outgoing Calls RTP Proxy | Always |

Direct
Always

On NAT
Optimal
Use Default

These options allow callshop resellers to configure proper RTP
proxy policies for their callshops, depending upon which network
topology they use.

Web Interface Changes

e More convenient download of BE logs — Billing engine logs
contain all the essential information about how a call was
processed and charged. It is very important to have a way to
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quickly download them and send them to support staff who are
troubleshooting issues.

These tasks have now become more convenient to perform: there
are two new buttons on the toolbar; one of them controls log
downloads and the other, sending logs to RT. An administrator
can choose a log format (html or a plain text) and for multipage
logs — whether to download / send the whole log ot just the
current page. If the administrator chooses to download the entire
log, they will receive a download link in their email as soon as the
entire log has been saved to storage.

Send logs te RT

» | ® close | B sendlogstoRT | B Download | 4 obfects *P Lagout

o HIML
- File farmat.
Browse Sessions | Trace a Session o

Incl Pages

= ] Trouble tieket amazma

Comment

801 214,103,219

BE Lag Viewer

| ® Glose | Ef Send logs toRT | Bl Download | 4 Objeas *0 Lgout
2 S el Downioad Log =

Frowsc Sexsions | Trace a Sexsion

< HIML
File format

Ha2 e

& Eal o m pmiss
B Curere bmise

Desnlzad caneal
H323-ConfiD: e

CalHD: 5500705550 54050541 F1253.64.128 29

This enhancement facilitates troubleshooting by making it easier
to communicate issues having to do with PortaBilling® with
either PortaOne support or a service provider’s support team.

e Product creation for callshop resellers — Now when an
administrator creates a product for a callshop reseller there are
only five tabs available for editing:

Included Services

Service Configuration

Usage Charges

Additional Info

Notepad

O O O 0 O
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New Product

» | Save |ixl Save & Close |® Close * Logout B Log

T, Product Name: * Kumar Callshop Services Currency: * USD - US Dollar

Work in progress tPorDEdnu;U:z\rniews\b\e Kumar Callshop Services Managed By: Pramod Kumar - Callshop Reseller |

Account Role: *

IR  Service Configuration  Usage Charges  Additional Info  Notepad

Service type: VOICE
System built-in services: Voice Calls

= =3

This makes product creation for callshop services more custom
tailored for callshop resellers.

Important Upgrade Notes

e PortaSIP® virtual IP address validation — With this release, the
deployment of a PortaSIP® virtual IP address and its aliases is
validated. Thus, PortaSIP®’s virtual IP address can only be an
address that is not assigned to any instance or server as the service
IP. If you have defined the same IP address as the PortaSIP®
virtual IP address and assigned it to an instance, you must reassign
the instance to another IP before applying the configuration.

e The multicast mode is deprecated for both PortaSIP® and
Web clusters — A special utility responsible for managing cluster
resources determines which nodes belong to a cluster. For this,
the utility can use unicast (when IP addresses of nodes are taken
from a predefined list) or multicast (when the utility announces a
request to the network and in reply, the nodes indicate their IP
addresses) methods.

However, a significant share of network environments where
PortaSwitch® is installed do not fully support multicast. Thus, to
eliminate issues that may arise due to this fact, the support of
multicast mode has been deprecated beginning with this release
and will be completely removed in the future.

The unicast mode is now the default mode for PortaSIP® and

Web clusters. You must reconfigure your clusters to use the
unicast mode before upgrading your system to a new release.

e Password usage for callshop booths — In order to enable
service password verification for callshop booths after a software
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upgrade, callshop resellers need to reconfigure the service
passwords for all the booths in their callshops.

Edit Booth of Callshop "VoIP callshop"

» | @ save | [z Save&Close | ® Close | £} Terminate P Logout
/ ' \ Booth # 3
I Authorization ID 12903748357623947433261469195022 Generate

9 Password Suanaxst Genarats é - oi

Blocked (m]
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