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Preface

This document provides PortaBilling100 users with step-by-step
instructions and examples for setting up various prepaid and postpaid
services on a VolP network.

Where to Get the Latest Version of This
Guide

The hard copy of this guide is updated at major releases only, and does
not always contain the latest material on enhancements occurring between
minor releases. The online copy of this guide is always up to date, and
integrates the latest changes to the product. You can access the latest copy
of this guide at: www.portaone.com/support/documentation/

Conventions

This publication uses the following conventions:
* Commands and keywords are given in boldface
® Terminal sessions, console screens, or system file names are displayed
in fixed width font

Caution indicates that the described action might result in program
A malfunction or data loss.

NOTE: Notes contain helpful suggestions about or references to materials not
contained in this manual.

Z Timesaver means that you can save time by performing the action
described in the paragraph.

6-Of Tips provide information that might help you solve a problem.
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Prepaid WiFi
Services

Prepaid WiFi services enable Internet telephony service providers
(ITSP) to offer wireless access services that customers can pay for in
advance.

The market for prepaid services includes tourists, immigrant
communities, mobile populations such as military personnel, and
people with limited credit histories. These users can all gain immediate
access to Wil services at key locations such as hotels, cafes by using
prepaid WiFi cards (“access codes”) purchased at supermarkets and
other types of retail outlets. Prepaid WiFi access is a single “purchase”
transaction — so at the moment of the authorization all available funds
are withdrawn from the account and converted into the WiFi access
time.
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Typical Prepaid WiFi Service Scenario

In an ITSP internal network infrastructure, prepaid services are
implemented through a debit card application and work in conjunction
with the following:

=  Mikrotik RouterBoard 532 with RouterOS 2.9 installed
* PortaBilling

This combination of services enables a carrier to authorize prepaid Wil
access and debit individual user accounts in real time.

Customer interaction:

* Customer selects the Wili network

= Customer clicks “Connect”

= Customer opens her web browser

= Customer opens WiF1 gateway authorization page
= Customer enters the login and password

= Customer starts his work

© 2000-2008 PortaOne, Inc. All rights Reserved. www.portaone.com 5
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Setting Up Your Network Components

Mikrotik Configuration Guidelines

1. Assign a proper IP address to Mikrotik.

Prepaid WiFi Services

If it is already assigned go to step 2. If not, set IP address manually or

enable DHCP client and assign it to Ethernet interface with the help of
winbox.exe utility.
Click the “...” button, and select your router; only one should appear.

Corinect To: |00:0C:42-0356-68

3 Connect |

Lo, | MAC Address | IPaddiEss | Identity
=23 OC:4205.5E-6B 192168.0.214 belikroTi
Pazzword:
Maoke:
Addreszs

Wersion

Make sure the login is admin and there is no password. Click Connect.

= WinBox Loader v2.2.10

Connect Ta: |EIEI:EIE:42:EIEI:5E:EE

Connect

Login: |au:|min

Pazsword: |
Save
Iv Feep Pazsward
[v Secure Mode 4
Iv Load Previous Session Tools...
Mate: |MikraTik
Address | IJzer Mate |
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Porta g Switch Prepaid WiFi Services

Open the IP tab, choose DHCP Client and then at the window click the
“+” button. Assign a new DHCP Client port using the Interface
dropdown box and click OK.

= adminplD:0C:42:09:5E:60 (Mkno 1K) - WinBox v2.9.44

. | o e

Fora [Irteifoce intesiace: [FETMMIIN =] | | Concel || Evpiestier
i s o707

Diuses Hostname: I‘ﬁ

L (=T o I

System [ W Ak Dl e

Files ¥ Ust Posar DHS

Log ¥ Uss Peai HTP

SHMP

Useis

Fadus

Teak F

MNew Terminal . .
Teket disabled sl

feli)et

i
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Il DHCP Client

g = v %
Interface Uz P... |Add D... | Statuz IP Address Ewpires After
_i etherl [I=E: yES bound 192168.0.21... 00:07:56 |

2. Connect to Mikrotik.
ssh admin@192.186.0.21

NOTE: Replace 192.168.0.21 with Mikrotik IP address:

3. Assign IP address to wlanl interface.

[admin@Mikrotik] > /ip address add interface=wlanl address=192.168.12.1
netmask=255.255.255.0 disabled=no

[adimn@Mikrotik] > / address print

Flags: X — disabled, 1 — invalid, D — dynamic
# ADDRESS NETWORK BROADCAST INTERFACE

0 D 192.168.0.214/24  192.168.0.0 192.168.0.255 etherl

1 192.168.12.1/24 192.168.12.0 192.168.12.255 wlanl
[admin@MikroTik] >

NOTE: Network “192.168.12.0/24” is used as a sample.

4. Enable wlanl interface and set wireless to “access
point-bridge” mode.

[admin@Mikrotik] > Zinterface enable wlanl

[admin@Mikrotik] > /interface print
Flags: X — disabled, D — dynamic, R - running

# NAME TYPE RX-RATE TX_RATE MTU

0 R etherl ether 0 0 1500
1 R ether2 ether 0 0 1500
2 R ether3 ether 0 0 1500
3 R wlanl wlan 0 0 1500

[admin@Mikrotik] >

[admin@Mikrotik] > /interface wireless print

Flags: X — disabled, R — running

0 name="wlanl" mtu=1500 mac-address=00:0C:42:05:7A:B6 arp=enabled
disable-running-check=no interface-type=Atheros AR5413
radio-name="000C42057AB6" mode=station ssid="MikroTik" area="""
frequency-mode=manual-txpower country=no_country_set antenna-gain=0
frequency=5180 band=5ghz scan-list=default rate-set=default
supported-rates-b=1Mbps, 2Mbps,5.5Mbps, 11Mbps supported-rates-
a/g=6Mbps, 9Mbps, 12Mbps , 18Mbps , 24Mbps , 36Mbps , 48Mbps , 54Mbps  basic-
rates--b=1Mbps basic-rates-a/g=6Mbps max-station-count=2007 ack-
timeout=dynamic tx-power-mode=default noise-floor-threshold=default
periodic-calibration=default periodic-calibration-interval=60 burst-
time=disabled dfs-mode=none antenna-mode=ant-a wds-mode=disabled
wds-default-bridge=none wds-default-cost=100 wds-cost-range=50-150
wds-ignore-ssid=no update-stats-interval=disabled default-
authentication=ye default-forwarding=yes default-ap-tx-limit=0
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default-client-tx-1imit=0 proprietary-extensions=post-2.9.25 hide-
ssid=no security-profile=default disconnect-timeout=3s on-fail-
retry-time=100ms preamble-mode=both compression=no allow-
sharedkey=no

[admin@Mikrotik] > Zinterface wireless set 0 mode="ap-bridge”

[admin@Mikrotik] > Zinterface wireless print

Flags: X — disabled, R — running

0 name="wlanl”. ..
mode=ap-bridge ..

[admin@Mikrotik] >

5. Configure DHCP-SERVER for WiFi.
5.1.  Add IP pool which will be used for WiFi;

[admin@Mikrotik] >/ip pool add name=wifi-pool ranges=192.168.12_2-
192.168.12.255

[admin@Mikrotik] >/ip pool print

# NAME RANGE

0 wifi-pool 192.168.12.2-192.168.12.255

[admin@Mikrotik] >

5.2.  Add dhcp network;

[admin@Mikrotik] > /Zip dhcp-server network add address=192.168.12.0/24
dns-server=192.168.0.1,213.186.192.2 gateway=192.168.12.1 comment="wifi
network"

[admin@Mikrotik] > /Zip dhcp-server network print

# ADDRESS GATEWAY DNS-SERVER WINS-SERVER DOMAIN
0 ;55 wifi network
192.168.12.0/24 192.168.12.1 192.168.0.1
213.186.192.2
[admin@Mikrotik] >

NOTE: Network «192.168.12.0/24» used for sample, replace it with real network
address and set correct dns-server address(es).

5.3. Add dhcp server;

[admin@Mikrotik] > /Zip dhcp-server add interface=wlanl address-
pool=wifi-pool lease-time=3d00:00:00 disabled=no
[admin@Mikrotik] >/ip dhcp-server print

Flags: X — disabled, 1 - invalid

# NAME INTERFACE RELAY ADDRESS-POOL LEASE-TIM ADD-ARP
0 dhcpl wlanl wifi-pool 3d

[admin@Mikrotik] >

6. Configure RADIUS client.

[admin@Mikrotik] > /radius add address=111.11.11.11 secret="mikrotik"
service="hotspot"

[admin@Mikrotik] > /radius print

Flags: X — disabled

# SERVICE CALLED-I1D DOMAIN ADDRESS SECRET

0 hotspot 111.11.11.11 mikrotik

[admin@Mikrotik] >

NOTE: 111.11.11.11 — 1P of Master (Radius) Server, secret
— RADIUS Key

© 2000-2008 PortaOne, Inc. All rights Reserved. www.portaone.com 9
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7. Configure HOTSPOT server.
7.1.  Add profile for RADIUS AAA;

[admin@Mikrotik] > Zip hotspot profile add name="wi-fi AAA" use-
radius=yes
[admin@Mikrotik] > /Zip hotspot profile print
Flags: * - default
0 * name="default" hotspot-address=0.0.0.0 dns-name=""" html-
directory=hotspot rate-limit="" http-proxy=0.0.0.0:0 smtp-
server=0.0.0.0
login-by=cookie,http-chap http-cookie-lifetime=3d split-user-
-domain=no use-radius=no
1 * name="wi-fi AAA" hotspot-address=0.0.0.0 dns-name=""" html-
directory=hotspot rate-limit=""" http-proxy=0.0.0.0:0 smtp-
server=0.0.0.0
login-by=cookie,http-chap http-cookie-lifetime=3d split-user-domain=no
use-radius=yes radius-accounting=yes radius-interim-update=received
nas-port-type=wireless-802.11 radius-default-domain=""" radius-location-
id=""" radius-location-name="""
[admin@Mikrotik] >

7.2. Add HOTSPOT server;

[admin@Mikrotik] > Zip hotspot add name="WiFi" interface=wlanl address-
pool="wifi-pool" profile="wi-fi AAA"

[admin@Mikrotik] > /ip hotspot print

Flags: X — disabled, 1 — invalid, S — HTTPS

#  NAME INTERFACE ADDRESS-POOL  PROFILE IDLE-TIMEOUT
0 X WiFi wlanl wifi-pool wi-fi  AAA  Bm
[admin@Mikrotik] > /ip hotspot enable 0

[admin@Mikrotik] > Zip hotspot print

Flags: X — disabled, 1 — invalid, S — HTTPS

#  NAME INTERFACE ADDRESS-POOL  PROFILE IDLE-TIMEOUT
0 WiFi wlanl wifi-pool wi-Fi  AAA 5m
[admin@Mikrotik] >

NOTE: The name for HOTSPOT server should be WiFi (the same as special destination
for WiFi service in PortaBilling).

8. Connect to WiFi router.

Select the WiFi network and click Connect.

Choose a wireless network

Click an itemn in the list below to connect ko a wireless nebwark in range or to get more
information,

MikroTik Connected *

({ﬁn)
Unsecured wirelass network iﬁﬂﬂﬁ
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9. Get online.

= TLaunch your web browser;
* Enter your MikroTik’s IP address (configured on the step 1) in
the browser’s Address field;

= Enter your Account Id and VoIP password.

2l Mikrotik hotspot > Login - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help a'
J d @ @ \_;j pSearch \F/n\? Favarites @ D?:{v :; Iy_}] 2 _J ﬂ .‘3
Address | hetpif/192.168.0 21 flogin viBe ks @ - @snegr B &

~

login | 000959528

password <=

Ok
¥

< I >
&]  Internet

2 Mikrotik hotspot > status Microsoft Internet Explorer X
File Edt ‘“iew Favorites Tools Help ﬂ'
O © NE G| Pmn s @25 @ - LIl B

Address | k) Jstatus| V| Go | Lnks @ @ snaott B &

A
YWelcome 000999528!

IP address: | 192,168.0.21
bytes upfdown: . 19.6 KiB / 25.9 KiB
connected / left: .4mls /15m28s

status refresh: . 1m

|<

< ]
@ Dorne # Internet

|
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Basic prepaid WiFi service

Please refer to the PortaBilling100 Web Reference Guide PDF file for
detailed instructions on how to navigate and operate the web interface, as
well as detailed explanations of particular fields.

Checklist

Print the following page and use it to check off the operations you have
completed while performing system setup according to the instructions in
this chapter. Please be sure to perform all of the operations (all of the
boxes must be checked), otherwise the service will not work.

Operation Done
General configuration
Enter company data under Company Info. [ ]
Specify a base currency. [ ]

For any other currency you plan to use, specify the exchange rate | [ ]
source and define exchange rates.

Create a symbolic destination WiFi. [ ]
Network configuration

Add node on the web.

Configure your gateway. [ ]

Rating configuration

Create a tariff A, which will be applied to prepaid Wik users.

Insert rates in tariff A for a symbolic WiFi destination.

Create a tariff B, which describes your termination costs.

— | | [—

Insert rates in tariff B for a symbolic Wik destination.

Create your prepaid product.

Create one accessibility entry in account's product, using the [ ]
node you created and tariff A.

Create a vendor with VoIP to vendor connection where [ ]
remote_ip="WI-FI".

Create a connection for this vendor using tariff B. [ ]
Account provisioning

Create a customer class to be applied to your WiFi card [ ]
distributors.

Create a retail customer who owns the WiFi cards. [ ]
Generate accounts for this customer. [ ]
Testing

Mikrotik Configuration. [ ]

© 2000-2008 PortaOne, Inc. All rights Reserved. www.portaone.com 12
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Initial Configuration of PortaSwitch

S , TIP: When the system has just been installed, use username pb-root and
password pb-root to login.

The following steps are normally performed only once, after the system is
installed:

Visit Company Info on the main menu. Enter information about your
A company and set up a base currency. Naturally, this does not limit your

operations to this currency only. However, on cost/revenue reports and

the like different currencies will be converted to the one you specify here.

NOTE: Once you set up a base currency it cannot be changed. If you make a mistake,
you will have to start with a new PortaBilling environment.

From the main menu, choose Users and create login entries for users
who will be working with the system. It is not recommended that the
default PortaBilling root user (pb-root) be used for any operations other
than initial set-up. Make sure you are able to login as the newly-created
user and change the password for the pb-root user.

If you plan to do billing in multiple currencies, define these in the
Currencies section and specify exchange rates in Exchange Rates.

Create Destination

This step is only required if you have not defined the necessary
destination before. You need to create a destination, the same as in the
paragraph 7.2; in this case it will be Wili.

1. In the Management section of Admin-Index, choose
Destination.
2. Click on the  Add button.

3. Fill in the required information. The country subdivision is
optional. You can use the Description column to store some
extra information about the destination.

6 M Destinations
[ Add | @ Save | ® Close | ¥ Download | ¥ Get default set | & Upload P Logout | B Log
w W [ prefix | [ country | [ Description | » ABCDEFGHIJKLMNOPQRSTUYWXYZ
Edit Prefix * Country Subdivision Description Delete
Il [wiFi Not Applicable v | | Mot Applicable v | [symbalic wiFi Destination | [
[E] waiFi Not Applicable Symbolic WiFi Destination [ %]

4. Click e Save.

© 2000-2008 PortaOne, Inc. All rights Reserved. www.portaone.com 13
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Create Nodes

This step is only required if you have not entered your gateways into the
system before. In this case, you must enter your gateways as nodes.
PortaBilling requires some key information about your network
equipment such as IP address, h323-id, Radius shared secret, etc.

G M Node Management
» | [H Add | ® Close [l Logout B Log
L]
L .
™ H323-1D IP RADIUS Client
n
. OYes Ono @Al
n
n
n Name h323-id P Manufacturer Type  RADIUS Client Delete
[H~| Add Node
[ [l save | [gl Save & Close | ® Close M Logout
]
n
T —
n
u
nNodeMhro
[
0 B eon | s
]
Vo Fassmrd [kt | (e ] Tiee
Mo pifps  fsmiesais | RTP Proming

|}
ooman @ |
Auth. TransWRule 2] | RADIUS Client

n
RADIVS ey T Ta—
RADIUS Source IP [1s21680.214 |
RADIUS Dictionary

Y LY

Microsoft Internet Explorer

(] Submitted information is being cached in the biling engine and will not take effect immediately.
. Default caching time is 10 minutes, Please contact your system administrator for more information.

G M Node Management

> A Add | ® Close F Logout | B Log

H323-ID IP RADIUS Client

| I | Oves Ono @

Hame h323-id P Manufacturer Type  RADIUS Client Delete
cisco-ow cisco-gw.mydomain.com 192.165.0.99 Cisca WOIP-GYY IE
DemaSIP demaosip 193.28.87.41 PortaOne  PortaSIP IE
Mikr otik WiFi mikrotik.local.com 192.168.0.214  Mikrotik ROUTER [A] Iz‘

—_

In the Management section of the Admin-Index page, choose Nodes.

In the Node management window, click the E Add icon.

3. Fill in the New Node form:

0 Node name — A short descriptive name for this node (will be
used in the select menus).

0 H323-ID — h323-id (recommended hostname.domainname).

N
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(0]

VoIP Password — If you plan for this node to send wireless
access to other nodes where the default Cisco remote 1P
authentication script is used, enter cisco here.

NAS-IP-Address — IP address of the gateway.

Auth. Translation rule — Leave this empty for now; see the
Translation Rules section of the PortaBilling Administrator
Guide.

Manufacturer - Select Mikrotik.

Type — VoIP node type; select ROUTER.

RTP proxying — Leave the default selection (Optimal); for more
details regarding NAT traversal, see the PortaSIP Administrator
Guide.

Radius Client — Select if this node will be communicating with
the billing system.

Radius Key — If this node is a radius client, enter the shared
secret here; must be the same as that configured in NAS as a key
in the radius server configuration.

Radius Source IP — See the Node ID, NAS IP address, and Radius
sonrce IP section of the PortaBilling Administrator Guide.
Unless your gateway has multiple network interfaces, the value
here should be the same as the NAS-IP-Address.

4. Click kel Save&Close.
5. Repeat steps 2-4 until all of your nodes have been entered.

NOTE: There is some propagation delay between the database and the Radius server
configuration file, but no more than 15 minutes.

Create Tariff

The tariff is a single price list for the use of Wil'i services. At least two
tariffs should be created to provide Wik services successfully:

(0]

(0}

A tariff for each account’s billing scheme, these tariffs are created
as “Applied to: Customer”;

A tariff with the termination costs for each termination partner
you have; these tariffs are created as “Applied to: Vendor”.

To create the required tariffs, follow the next steps:

(= Tariff Management

Add | ® Close ] Logout | B Log

Applied To Service Type Managed By Search

[ aare || aare [ are [ | (search |

Hame Currency Applied To Service Type Managed By Routing Description Rates Delete

EEEEEEEENBY

<
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ave ose ose ogoul og
5 & Cl Cl B L 13 L

L
o
<
"

Name i " cumency
Applied To ‘Customer v|" Service Type

Managed By |idwinistrator omly ¥ |

General Info

OftPeak Petiod [startstop hr{21-7) wd{mo-fr }, wd{sa su} | [FH EI
Off-Peak Description FPERICD: 5
From 21:00 until 08:00, E
Workdays
of any month =
OR Weeksnd v

Destination Group Set

Free Seconds D

Post Gall Surcharge b =

Login Fee D

Connect Fee ER

Round Charged Armount -

Diefault Farmula [ |

Short Cescription [

Description | |

4(..................................-.....-m

GH Edit "WiFi' Tariff
» [ Save | [l Save & Close | & Close | ¥ Download | [&] Upload Rates Test ] Logout | B Log
Name [wriFi | T Currency UsD
Applied To  Customer Service Type WiFi

Managed By Administrator only

General Info | Web Upload & Download Email Upload | Notepad |

Off-Peak Period |startst0p:hr{21-?} wd{rno-fr}, wd{za su } | E#1 Ef}
Of-Peak Description PERICD: -
From 21:00 until D8:00, 1
Workdays
of anvy month =
OF Weekend s

Destination Group Set

Free Seconds D

Paost Call Surcharge %

Login Fee usD
ConnectFee usD
Round Charged Amount v

Default Formula [

Shart Description [

Degcription [ |

1. In the Management section of Admin-Index, choose Tariffs.
2. On the Tariff Management page, choose H Add.
3. Fill in the New Tariff form:
O Name — A short name for the tariff object; this is the name you
will then see in the select menus.
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0 Currency — Indicates in which currency pricing information is
defined. All pricing information for a single tariff must be
defined in the same currency.

NOTE: The currency for the tariff may be chosen only once, and cannot be changed
later.

O Applied To — Designates whether this tariff will be used to
charge your prepaid customers (in this case, choose a Customer)
or to calculate costs associated with your vendors (in this case,
choose a Vendor).

O Managed By — Choose “Administrator Only” here (this option
is only visible after you select Applied to: Customer above).

0 Service Type — Choose Wi-Fi here.

0 Off-peak Period — Defines the off-peak period. Click on the

Off-peak period wizard icon (@) to summon the wizard, which
will help you construct the correct period definition. Click Help
to get more information on period format definition. If you do
not differentiate between peak and off-peak rates, just leave this
field empty.

0 Off-peak Description — A description of the off-peak period,
automatically filled in by the off-peak period wizard; thus you do
not have to fill in this field.

0 Login Fee — Amount to be charged immediately after the first
user authentication (i.e. after the user enters his PIN).

0 Connect Fee — Amount to be charged for each connected
session (with a non-zero duration).

O Short Description — A short tariff description. This will be
shown in the rate lookup on the admin interface and the self-care
pages for your accounts and customers.

O Description — An extended tariff description.

4. Click kel Save.
5. Repeat steps 1-4 until you have entered all of the tariffs.

Enter Rates

Rates are per-destination prices. Please refer to the Call Billing Parameters
chapter in the PortaBilling Administrator Guide for more information
on billing parameters.

Managing rates online

Managing rates online is very convenient for maintaining existing rate
tables, as well as for reference purposes. For new price lists or major
updates, an offline method is better.

© 2000-2008 PortaOne, Inc. All rights Reserved. www.portaone.com 17
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G & '"WiFi' tariff rates
» Add | [ Save | ® Close Tariff P Logout | B Log
| |
] Effective From Destination
: [mow a] | | Cerefix | [aroup | [ Country
| |
| |
- Country Interval, second Price, USD/ minute (T3 Effective From i
Edit Westination * vrvy-mmop 75 (<] B @ Delete
u Description First * Hext * First * Hext * HHZ4:MI:56 *

[H| 'WIiF1' tariff rates
»> [ add | [ save | ® Close Tariff Pl Logout | B Log
Effective From Destination
[How  ae] | | Cerefix | [(aroup | [(cauntry |
Country Interval, second Price, USD/ minute ] H:e"'ﬁ"e
Edit Destination * oM [ f§ @ pelete
o . . . . YYYY-MM-DD
Description First Hext First Hext ‘HH24MI:55 *
Peak o | Jeo | |o.oz8 | |o.oz8 | [irmnedistely |
WiFi ;
Off Peak  [e0 | |eo | [p.o1s | [p.o1s | | wOooo
Mot Applicable Peak 60 6O 0.02800 0.02800 2007-09-20
IE‘ WWiFi 1
Symbuolic WiFi Destination  Off-Peak &0 &0 0.01500 0.01500 07:04:16

1. On the Tariff Management page you will see a list of available tariffs.
Click the Rates icon next to the name of the tariff. When you are in
Tariff Management for a particular tariff, click on Rates in the
toolbar.

2. 1In the Edit Rates screen, click X Add.

3. Fill in the required information:

0 Destination — A symbolic destination prefix may be entered
directly, or you can access the destinations directory by clicking
the Destination link (in the column header).

NOTE: The phone prefix you are trying to create a rate for must already exist in
Destinations.

Interval First — first billing unit in seconds.

Interval Next — next billing unit in seconds.

Price First — per-minute price for first interval.

Price Next — per-minute price for next interval.

Off-peak Interval First— first billing unit in seconds for off-peak

time.

Off-peak Interval Next — next billing unit in seconds for oft-

peak time.

0 Off-peak Price First — per-minute price for first interval for off-
peak time.

0 Off-peak Price Next — per-minute price for next interval for

off-peak time.

OO00OO0O0

@]

NOTE: Off-peak fields appear only if an off-peak period has been defined for the
tariff.
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0 Effective From — If you want this rate to take effect sometime in

the future, you can either type in a date manually, or use the
calendar (click the DD-MM-YYYY link).

NOTE: When using the calendar, you can specify that the date you are entering is in a
different time zone than your present one. PortaBilling will then automatically adjust
the time.

0 Rate Formula Wizard # — launches the wizard for creating a
custom rating formula
O Hidden, Forbidden or Discontinued flags are optional.
4. Click the [ Save button in the toolbar, or the
of the row.

+ . .
Ml icon on the left side

Create Product

Account for accessing your prepaid Wiki services will be issued for a
specific product. Products are a powerful feature that defines different
ways to bill an account. Product definition is always done in two steps:
product definition and creation of an accessibility list.

G A Product Management

» @ Add | ® Close P Logout B Log

Managed By Search
AT > | (seardh |

$7 Hame Currency Managed By Description Delete

v

Gl A Add Product

+ | | Save | ® Close M) Logout

Product Name wiFi | Currency | USD - US Dollar -

ManagedBy
General Info | Maintenance Fee ‘
Breakage

Info URL |http ¢ ik retil local. com |

Description WiFi

[ Edit "WiFi' Product

> [ Add | [dl Save | [l Save & Close | ® Close Rate Lookup Hf) Logout | B Log
L]
L J

Pro(lucﬂlame [wiFi | Currency USD

Mana#(l By  Administratar anly O

L
:Eenerallnfo | Maintenance Fee ‘ Online Signup ‘ A((e;s!gility ‘ Subscriptions ‘ Notepad ‘
L]

A Service Type * llode Access Code Info Digits pe— p—
WiFi v | [ mikzorin wirs v || || aare v | [wiFsi v [

v
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[ M Edit "WiFi' Product

» [# Add | el Save | [l Save & Close | ® Close Rate Lookup M) Logout | B Log

Product Name | wiFi " Currency USD

Managed By  Administrator only

|GeneraIInfo Maintenance Fee | Online Signup | Accessibility | Subscriptions | Nutepad‘

Edit Service Type Hode Access Code Info Digits Tariff * Delete

El WiFi Mikr otik WiFi WiFi K|

In the Management section of the Admin-Index page, choose Products.
1. On the Product management page, click the 21 Add icon.
2. Fill in the “Add product” form:

O Product name — product object name.

0 Currency — product currency; only tariffs which have the same
currency will be permitted in the accessibility list.

O Managed by — If you want this product to be used for your
reseller’s accounts, so the reseller himself can change the
parameters of this tariff and create new accounts using this
product, choose a customer name from the menu. Otherwise,
choose Administrator only here.

General Info tab

O Breakage — Leftover balance which is considered “useless” (for
statistical purposes). Accounts with a balance below breakage will
be counted as depleted. This does not affect account authentication
or authorization, so the account can still access wireless services if
there is enough money left to cover at least the first interval.

O Account Default ACL — The access level assigned by default to
new accounts created with this product. The ACL determines
which operations may be performed by accounts on the self-care
pages. The default value is “Account self-care” (pre-defined
ACL), which allows all possible operations.

0 Default Discount Plan — Leave None as the selected entry,
since discount plans are typically used for postpaid services.
Please refer to the description of volume-based discounts in the
PortaBilling Administrator Guide for more details.

O Info URL — If you have an external server with a description of
product features, enter the URL here (e.g.
http:/ /www.myproduct.com). Your customers will be able to
go there from their self-care page.

0 Description — your comments about the intended use of this
product.

Maintenance Fee tab

O Period — Surcharge application interval; will be shown in event
history as a separate line each time it is charged. None disables
the maintenance fees.
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O Fee — Surcharge amount.

0 Effective from — Apply the specified maintenance fee only after
a certain date (no fees assessed until then); choose Immediately
to start applying charges as soon as possible.

3. Click Il Save.
4. Click on the Accessibility tab to edit this product’s accessibility.

Enter Node and Tariff into the product’s accessibility list

The accessibility list has two functions: it defines permitted access points
(nodes and access numbers) and specifies which tariff should be used for
billing in each of these points.

1. When the Accessibility tab is selected, click on the 1 Add icon.
. Choose Wi-Fi in the Service Type select menu.
3. In the Accessibility dialog box, select the node where your IVR will be
running and choose the appropriate tariff.
4. Click kel Save to save this accessibility entry.

Create Vendors

This step is only required if you have not entered information about your
vendors into the system before. Vendors are your termination partners
who will charge you for providing WiFi services.

1. In the Management section of the Admin interface, choose Vendors.
2. On the Vendor Management page, click 2 Add.

G H Add Vendor
» [l save | (ol Save & Close | ® Close Pl Logout
Vendor Name [wifi vendor | Currency [vsp - vs pellar v|

Opening Balance Cl

Address Info ‘ Additional Info | User Interface ‘

Gompany Mame | ] Contact l:l
R e 1 2 S —
LastName 1 Alt. Phone ]
Address Alt. Contact I:l

pescripion [ ]
PostalCode | | v

ci E—
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[H=| Add Vendor
» &l save | [ol Save & Close | ® Close M) Logout
Vendor Name x Currency
Address Info | Additional Info; | User Intgrface |
]
Categorizing and Defaults ]
L
]
Bilateral Traffic Exchange u
Ofiset Balance With Customer | NONE u v |
=

Minimum Amount To Offset [ @ "usD

Add Vendor
» I save | [gl Save & Close | ® Close b Logout
Vendor Name x Currency |UE:D - US Dollar v|
e —
| Address Tofo | additional Tfo | Dser Tnterface |
Login 1 Tirme Zohe | americasvancouver -
Passward l:l Wb Intarface Language | en - Emglich v |
Output Fermat
Date | | [z003-12-21 v
Tirme [HHZ4 MLi53 | [wser pefinea v
Date &Time  [YrrY-MM-DD HH24 MI55 | [User Defined v|
Input Format
Date [ | [zooa-1z-31 v|
Time [HHza M55 | [User Detined ~|

3. Fill in the Add Vendor form. Please note that there are two tabs
available on the screen. The most important fields are:
Main form (top)

0 Vendor Name — short name for the Vendor object; this will be
used on the web interface.

0 Currency — the currency in which this vendor charges you.

0 Opening balance — starting balance for the vendor; the default
is zero.

Additional info

O Billing period — split period for vendor statistics.

User-Interface

0 Time zone — the time zone that the vendor uses for his billing
period. Statistics will be split into periods in this time zone, so
your statistics will match the vendor’s.

4. Click =l Save&Close.
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5. Repeat steps 2-4 to add all of your vendors.

Define Connections

Connections are points at which data leave or enter a network and are
directed to or from vendors, whereby costing occurs.

1. In the Management section of the admin interface, choose Vendors.
2. Click on the Connections icon next to the vendotr name.

Gl Vendor Management
+» | @ Add | @& Close ¢ Logout | B Log
Search
— s
xDRs Hame Connections Currency  Balance E-mail Delete
2] aBC usD 0.00000
2] DD supplier usD 0.00000
B8] slobalnet UsD 012477 info@ulobalnet com
(2] Mclvendor UsD  18.58369
B8] smartetwork usD 0.00000
B =PT Telecom usD 0.00000 info@spt.ez
(2] Teleglobe UsD 0.00000
(8] wiFi vendor 7| usp 0.00000 ™

8] xTelecom @ UsD  374.37843 voip@x-telecam.com

E G M Vendor '"WiFi Vendor' connections
> [ Add | [ Save | [l Save & Close | @ Close ) Logout | B Log
PSTN from Yendor | ¥oIP from Yendor ‘ PSTN to Yendor | ¥oIP to ¥Yendor |
Remote IP * RTP Proxying Transl. Rule Outgoing Rule CLI Transl. Rule Account
Edit Load H323 SIP Delete
Tariff * Hide CLI Mode Description * Capacity *
n [oszaze 9] | IZ@ | B [one v

0@

|WiFs vendor v|[clear caller v | | [200 ]

3. Choose the connection type VoIP to Vendor by clicking on the
corresponding tab.

4. Press H Add to add a new connection.

Fill in the connection information. In the Remote IP box, enter “Wi-

Fi”. Choose the tariff which defines your termination costs for this

connection/vendor. Description and Capacity are mandatory for all

connection types.

6. Click e Save.

7. Repeat steps 3-6 to add more connections to the same vendor, then
click ® Close in order to exit to the Vendor Management screen.

8. Repeat steps 2-7 to add connections for other vendors.

1

Create Customer Class

Customer class provides the ability to define a group of parameters in a

centralized way, then apply those parameters to many customers at once.

(If you have already created a customer class that you can use for prepaid

card distributors, skip this step and go to the next one.)

1. In the Management section of the Admin interface, choose Customer
Classes.
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2. On the Customer Class Management page, click 2 Add.

Add Customer Class

13 el save | [gl Save & Close | @ Close Hf) Logout
Name  [wiFi N Managed by |idwinistrator only v|
General Info | Taxation
Invaice Tarmplate [pa not create inveice ¥
Terms |Due on receipt "‘
Invaice Grace Period Days
Invoice Nofification Intervals Days
Invoice Re-send Intervals Days
Re-collect Intervals Days
Sugpension Time Days
Suspension Yarning Time [t ] Days
Closing Tirme u Days
Charge Credit Card when The
Billing Period |5 Clased
Description |m1F1 ‘

3. Fill in the Name parameter; the other fields can be left empty for
now

4. Click kel Save&Close.

Create Customer

A customer is an owner of accounts. The customer’s contact information
is used to distribute account usage information, wireless internet access
statistics, invoices, and so on. Even if your company owns and distributes
all of its prepaid WiFi, you will need at least one customer object for your
company.

Add Customer

> [ Save | (ol Save & Close | ® Close ] Logout
Customer Name | Shuffle : Currency \Usn - US Dollar v|
Blocked | OpeningBalance © |
Type Retail Customer Class ‘WiFi vl

Address Info | User Interface ‘ Dialing Rules | Additional Info | Payment Info | Service Features ‘ Custom Fields

Company Mame | | Contact |:|
T T
Last Name ] AltPhare [ ]
Address At Contact [ ]
emat [
O e —

Desciption ||
e —

Postal Code | |

ciy —

L E——

1. In the Management section of Admin-Index page, choose
Customers.
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2. On the Customer Management page, choose 2l Add Customer.
3. Fill in the New Customer form. Please note that there are several
tabs with extra information available on the screen. The most

important fields are:

Main form (top)

(0]

Name — short name for the customer object; this will be used on
the web interface.

Currency — the currency in which this customer will be billed.
Opening balance — a starting balance for the customer; the
default is zero.

Type — Choose if this is a reseller or retail (direct) customer.
(Normally, most of your customers would be retail customers.
Only if a customer is reselling your services, while you are
providing services and billing to his subscribers, would he be
created as a reseller.)

Customer Class — Choose the customer class you created in the
previous step.

Address info tab

(0]

Email — An email address for the distribution of accounting
information. After the billing period is over, a list of xDRs and
other statistics will be sent to this address.

Bcc — Delivery to the specified email address of your account
representative a copy of every outgoing email sent to the
customer; this may be used for debug and archiving purposes.
Send Statistics — Summary only — Distribute an event summary
only, and do not attach a details file. Other options are full
statistics (attach a complete list of xDRs) or do not send (no
not deliver event statistics to this customer via email at all).

Additional info tab

(0}

Billing period — Frequency of distribution of accounting

information. For more details about different available billing

periods, see the PortaBilling Administrator Guide.

Payment info tab

(0]

Credit limit — if left empty, then there is no credit limit for this
customet.

User Interface tab

0 Time zone — the time zone in which the customer will see his
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Monthly, this means the billing period will start on the first day
of the month at 00:00 New York time.

0 Web Interface Language — language to be used on the
customer self-care web interface.

4. Click kel Save&Close.

Generate Accounts

NOTE: Before generating accounts for a production system, read the section on
“Provisioning prepaid accounts”.

1. Go to the Customers screen (the screen which contains a list of
customers). It should look like the screenshot below:

[H| Customer Management
[ 3 [ Add | ® Close Ml Logout | B Log
Type Representative Search Advanced
[Dizeet Customers || aarv Bl | (Csearsn )  search
¥DRs Hame Accounts / Subcustomers Currency Type Creditlimit  Balance E-mail Status Delete
[B] ABC Shuttle Ltd [ USD  Reseller 0.00000 sales@shutlie-abe.com
[B] callshop owner [ USD  Reseller 0.00000
@‘ EasyCall Lid. =P ush Retail 100.00000 104.36789 admin@easycall.com A
@‘ John - Prepaid USD Retail 0.00000
[B] mary Smith [} USD  Refail 0.00000 =
@‘ Paul Weekes USD Retail 0.06633 pweekesi@email.com
(2] Raj Kumar [} USD  Refail 0.00000 =
O] shute (] UsD  Retal 0.00000 Bl
]
G M Accounts of Retail Customer "Shuffle"
» [# Add | (H Account Generator | #® Close Objects M Logout
.
n Account ID Batch Ctrl 2 SIP Status Avanced
|m || sare ~| || aare v | [(show Accounts | 3earch
n

hd

il &M Account Generator for Retail Customer 'Shuffle’

» [#] Generate | @ Close P Logout

Number of accounts (200 |” Product [vsp - prepaid wiri v|
Blocked O Opening Balance x

Account Info | Additional Info | Life Cycle | User Interface ‘ Call Features |

Type @ pebit O credit O vaucher

Genetation rmethod & Random
) Sequential
© DID Inventary

o et —
1D length £

YolP Passward & Empty
) Auta generated

© Auto generated digits anly

Batch |wifi-batch |[ Hew baten |-
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2. Next to the customer name, click on the Account == or & icon (the
one in the Accounts column), which will take you to the account
management for that customer.

Click on the Account generator.

4. Fill in the “Account generator” form:

O Number of accounts — number of accounts to be generated.

0 Product — choose the product which you would like your
accounts to have.

O Blocked — It is normal practice to generate all your prepaid WiFi
cards as blocked, so they cannot be misused before being sold to
the dealer or end customer. You can always activate the whole
batch of cards ot an individual card later.

0 Opening balance — the initial balance on the card.

&

Account Info tab

0 Type — Account type; select Debit for prepaid service.

O Generation method — Choose Random here; this will assign
every account a unique, randomly-generated PIN.

0 ID prefix — If you would like all of the generated accounts to
start with the same digit string (e.g. 98), enter it here. Thus, if you
enter 98 and an ID length of 10, account IDs (PINs) will look
like this: 98NNNNNNNN, where N = random digits.

0 ID length — All account IDs (PINs) will be numerical and of the
specified length. In order to avoid problems with the prepaid
card print-shop, PortaBilling will not generate account numbers
with a leading zero. Also, PortaBilling will only allow generation
of a batch with feasible parameters, e.g. it is impossible to
generate a batch of 1,000 accounts with ID length 4 and 1D
starting at 55.

O Starting ID — Only available in Sequential generation and is
always numeric.

0 VoIP Password — To improve security, you can use an account
password during authentication, in addition to a PIN. Not all
IVRs support this feature. If you choose Empty, no password
will be assigned to the account, and the password check will be
switched off during authentication. Choosing Empty is
recommended by default. If you decide to use passwords, then
please use the Auto-generated digits only option, since then the
password can be entered in the IVR via phone keys.

O Batch — A batch is a management unit for accounts. The batch
name is alphanumeric. You can type a new name here, or use the
existing name in order to generate more accounts for the same
batch.
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Additional Info tab

0 E-Commerce Enabled — If checked, this will allow your debit
card owners to make online payments via the PortaBilling web
interface. (Leave unchecked.)

0 Discount Plan — Applies a specific discount plan to this group
of accounts. (Leave as Product Default.)

Life Cycle tab

0 Activation date — Account activation date.

0 Expiration date — Account expiration date.

O Lifetime — Relative expiration date; account will expire on “first
usage date” + “life time” days. If you do not want to use this
feature, leave the field blank.

User Interface tab

0 Login — If you choose Account ID (default), your customer will
use his account ID (PIN) to login to the self-care pages. If you
choose Empty, the account owner will not be able to use the
self-care pages at all until a login has been assigned for his
account.

O Password — Auto-generated means that a random password for
web access will be assigned for each account (these passwords
will be included in the .CSV file with the account information).
Empty means that no password will be assigned, so account
owners will be able to login to the web interface simply by
providing their account ID (PIN).

0 Time Zone — When an account owner accesses the web self-care
pages to see a list of his active sessions, the time will be shown in
the time zone most appropriate for him.

0 Web Interface Language — The language to be used on the
account self-care web interface.

NOTE: Account generation tasks are executed every few minutes, and it may take a
while to generate large numbers of accounts.

A Generated cards will be distributed via email to the user who
created them.
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Microsoft Excel - AccountsShufflePrepaidWiFiwifibatch.csy
El] File Edit Yiew Insert Format Tools Data  Window Help  CIB pdf Type aguestion forhelp = 2 & X
AR NENE= T RN - HE -0 .| B 7 U|IE=E=ME]S$ % E & A- @
R2C1 - A wifi-hatch
1 2] 3 T 4 T 5 T ® 7 [ 8 [ o T 1w [H

1 |Batch Ctrl # PIN YolP Passwaord | Weh login Weh Password

2 |wifi-batch 1 7534584854454 7534584854454 oz9cqgmp

| 3 |wifi-batch 2| 9135560390263 9135566390263 gjlo2|

| 4 |wifi-batch 3 9591686213773 9591686213773 2pjbnk

| 5 |wifi-batch 4| 5284330258852 5284330258852 agrkSyw]

| B |wifi-batch 5 3840755795510 3840755795510 s1hgkyls

| 7 |wifi-batch 6| 3807245524745 3807245594745 hilksgjy

| 8 |wifi-batch 7| 3787235295050 3787235295050 eq2wwgin

| 9 |wifi-batch g 4931039533483 498103953534589 jcjwil

| 10 |wifi-batch 9 8751387933117 8751387933117 sdnbBvh

| 11 |wifi-batch 10| 4658966124276 4658966194276 avIzdil

| 12 |wifi-batch 11| 3508581005820 3508581005820 olkZkd

| 13 |wifi-batch 12| §292576359515 8292576359515 gStckhk

| 14 |wifi-batch 13| 5507310130481 5807310130481 | qtuTbwi

| 15 |wifi-batch 14| 8987042633750 8987042633750 3koujgr

16 |wifi-batch 15| 9213833334612 9213833334612 obfgok v
W 4 b ¢y AccountsShufflePrepaidWiFiwifib / |< >
Feady Sum=1.5069ZE+13

A CSV file with information about the new accounts will be attached.

6,C)/‘ Tip: In case the original email message was lost or accidentally deleted,
the file containing generated accounts is stored on the slave PortaBilling
server in the user porta-admin home directory, sub-directory cards.

Verify Wireless Internet Event History for
Account
To view the xDR of an account, go to Customers, select the Customer

owning the accounts, and click on the Accounts icon; or, alternatively,
select the Account Info link from the Main Menu.

Accounts of Retail Customer "Shuffle'

> @ Account Generator | & Close M) Logout
Account ID Batch Ctrl # SIP Status Advanced
Y v Y v search

Pages: 12 3 4 56 7 3310

¥DRs Account ID Idle, days Currency Balance Credit Limit Type Product Batch  Status SIP
@ 1027397359588 UsD 13.00000 Dehit Prepaid WiFi wif-batch

@ 1083956499253 UsD 13.00000 Dehit Prepaid WiFi wifi-batch

@ 1094638575353 UsD 13.00000 Dehit Prepaid WiFi wifi-batch

@ 1152001800436 UsD  13.00000 Debit Prepaid Wil wifi-batch

@ 1171791685238 UsD 12.00000 Diehit Prepaid WiFi wifl-batch

@ 1202676038781 usD 13.00000 Dehit Prepaid WiFi wif-batch

@ 1235465235293 UsD 13.00000 Dehit Prepaid WiFi wif-batch

@ 1337439154565 UsD 13.00000 Dehit Prepaid WiFi wifi-batch

@ 1365985977452 UsD  13.00000 Debit Prepaid WiFi wifi-batch

@ 1416422539112 UsD 13.00000 Debit Prepaid WiFi wifl-batch

@ 1419663351810 UsD 13.00000 Dehit Prepaid WiFi wifl-batch

@ 1421616702647 usD 13.00000 Dehit Prepaid WiFi wif-batch

@ 1454847222704 UsD 13.00000 Dehit Prepaid WiFi wif-batch

@ 1455374553314 UsD 13.00000 Dehit Prepaid WiFi wifi-batch

You can also go to the account self-care page (accessible via the
W Accounts menu item in the Home popup menu).
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Login with the account’s web access login and password. After that you
will be able to see the account’s dashboard interface with functional drop-
down menus upper left. On the Statisitcs menu, click xXDR Browser.

Account Login

- Password Recovery

Pasawond

DR Browser
Reports

Invoices

xDR History

> | ® Close PE Logout

fE] From Date [2001-09-27 |yyyy-mpnp [15:07:92 | HHpaimnss ™

[ ]
[ ]
[ ]
@ ToDate  [now v amoo |HHzemss™  m
[ ]
Service Type |W1F1 vl .
=
g
Y

xDR History
13 @ Close | ¥ Download | [E] =#DRs P Logout
Account 1027397359588 CreditsiRefunds 0.00000 USD
Fram 2007-08-02 03:22:24 Payments 0.00000 USD
To 2007-10-04 17:38:01 Subscriptions Charged  0.00000 USD
Charged by ‘Prepaid WiFi' product Services Charged 0.79500 USD
Type Dehit Total 0.79500 USD

Total Transactions 3

Show Totals By Senvice Types

WiFi

From To Country Description L7 Date/Time Charged time, min:sec Amount, USD
0013029F3C05  WiFi Wireless Internet Access 2007-09-10 08:17:27 15:00 0.42000
0013029F3C05  WiFi Wireless Internet Access 2007-09-10 07:42:24 5:00 0.07500
0013029F3C05  WiFi Witeless Internet Access 2007-09-10 07:25:56 20000 0.30000
Subtotal 40:00 0.79500

Choose the date range for which you want to see a list of wireless internet
accesses, and click Show xDR. In the results table you will see the
charges and other fees, such as maintenance fees or refunds (if any). The
report can be also downloaded by clicking the &l Download .csv icon.
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Common Symptoms/Problems

Common Symptom/Problem Description/Solution
Radius debug on GW shows There are several reasons why
requests, but PortaBilling communication may be
Radius debug does not. unsuccessful:

1. Wrong radius server IP
configuration in GW. Verify and
correct.

2. Wrong radius port(s)
configuration in GW. Verify and
correct.

3. IP network problems. Verify that
your network is configured
correctly, including cables and

tirewalls.
PortaBilling Radius debug Verify and correct Node IP address
shows requests arriving but says = in PortaBilling. Consider any
“request from unknown client”. = propagation delay, which may
require 15 minutes.
Arriving PortaBilling Radius Verity if PortaBilling Node Radius

debug showing requests displays = key configuration is the same as

a “failed to decrypt” message. GW radius key (shared secret).

PortaBilling replies with Verify product accessibility list and

authentication reject. account status.

Debug session looks normal but | The most common reason for this

GW hangs up (or says nothing)  is the lack of a particular prompt on

after receiving authentication IVR prompt servers. This situation

confirmation. may occur only for specific
monetary or time values.

Account balance not decreased  Verify that the GW is transmitting

after successful session, and stop accounting records. Set

session does not appear in accountingtype 2 for Quintum or

wireless internet access history. = gw-accounting h323 vsa for Cisco.

Provisioning Prepaid Accounts

PortaBilling account management is based on batches and control
numbers. A batch is a named set of accounts. By giving descriptive names
to batches you can keep your accounts well organized. Accounts in each
batch are automatically numbered by control numbers, starting with one.
If you are generating more accounts for an existing batch, PortaBilling will
continue control number assignment from the next available number in
the sequence.
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Available account management options:
= Single account

=  Whole batch
= batch + list of control numbers

batch + range of control numbers

It’s a good idea to print the batch and control number on the prepaid
WiFi, so that later you can block some specific Wili in case of fraud, or
give extra promotional credit to some customers. You can also distribute
all of your cards as blocked, so that the dealer will call your support and
request Wili activation only once the WikFi is sold to a customer. Of
course, the dealer should not be able to see the PIN at any time — this is
why we need an alternate way of identifying a card, i.e. by batch and
control number.

In the Management section of Admin-Index, choose Customers, click
the accounts link next to the customer, and then select the batch name
from the select menu. Or, alternatively, you can go to Account info in the
main menu and choose the customer and batch you want to work with.
You should then see a batch operation screen similar to the one below:

] Accounts of Retail Customer 'Shuffle’
> [ add | [ Account Generator | & Close ¢l Logout
Account ID Batch cl 2 SIP Status Advanced
ETETE— wr v seanh
Batch "wifi-batch’ Pages: 12 2 4 5 6 7 8 910
Selected: 200 Started: 0 Depleted: D
' Idle, Balance Open. (T
[] H Activation Date |2007-09-21 | YY"y Y-MM-DD Ctrl# xDRs Account ID ‘hy__; usn : Balance, USD Llnlr;;t, Type Product Status SIP
B Expiration Date |2008-09-21 | YYY-MM-DD 5 4
[ Litetime (@) 1 [D] 7534584852454 13.00000  13.00000 Debit gt
L] Opening Balance 1300000 [USD 2 9135566390263 1300000 13.00000 Debit W
Block ® b
Unklock o l| Bl ssesens The page at hitps:/fdemo. portaone.com says: [X|
[] Redirect Mumber
0] UnEnabled O 4 (O] sesasanzsey (D Rl diamees
Expiration Date Z008-09-21
[ Prefered R on - Tnglich 3 5 (D] 3840755795 e
LEmEEED wil be applied to specifisd control numbers:
[ Time Zone America/Vancouver ¥ 6 (O] ss072as594 1,6,10-20
Clri 1,6,10-20 ARE YOU SURE?
7 [B| 3rer238295 i
lllllllllllllllllﬂll)
[a]

1. On the left side of the screen, click the checkbox next to the fields
which you would like to update, and enter the new values.

2. You can update a whole batch, or only update individual accounts, by
entering their control number (or control number range) in the Ctrl#

field.

5 , TIP: If you click on the control number (leftmost column), it will be
automatically inserted into the Ctrl# field.

3. Let us assume you would like to unblock accounts and add $5 to their
balance. You should then click the checkboxes next to Modify
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balance and Block/Unblock, enter the balance adjustment value,
and pick the new account status.
4. Click the Update batch button.

Confirm OK in the popup window.

vt

NOTE: Balance adjustment will be reflected in wireless internet access history as a
separate line.
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IPTV Services

This highly customizable IPTV solution enables PortaOne customers
to generate additional revenue, raise profits, and increase customer
satisfaction by delivering advanced television services.
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IPTV Service Scenario

In a PortaSwitch-based network infrastructure, IPTV services are
implemented by means of a LivingRoom module. They work in
conjunction with the following:

e Kasenna LivingRoom™ Server (below: LivingRoom server)
e PortaBilling
e PortaOne LivingRoom Module (below: LivingRoom module)

This combination of services enables catriers to offer customers a wide
portfolio of billable IPTV setvices, such as:

e TV user interface
e Broadcast TV
e Personal video recorder (PVR) services

In subsequent PortaBilling releases we plan to implement the following
features:

e Video on demand (VOD)
e Pay per view (PPV)
e Music on demand

Porta (Billing

AN
\VOIR

Invoice

L e
=
Kasenna =

LivingRoom Server

In conjunction with LivingRoom, PortaBilling offers you the ability to:
e set up periodic and per-event charges for IPTV services in
PortaBilling;
e view charge records and subtotals for IPTV services on the web
interface and the customet's invoice.
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Kasenna LivingRoom — PortaBilling
Interaction

1. AnIPTV service in LivingRoom is activated for the subscriber
when a credit account is created in PortaBilling.

2. PortaBilling terminates services in LivingRoom when the account
or the customer who owns it, is suspended or terminated.

3. PortaBilling adds information on services provided and charges
incurred to the customet's bill.

el

Setting Up Your Network Components

Checklist

Print the following page and use it to check off the operations you have
completed while performing system setup according to the instructions in
this chapter. Please be sure to perform all of the operations (all of the
boxes must be checked), otherwise the service will not work.

Operation Done
Set up Kasenna LivingRoom server [ ]
Network configuration
Create corresponding subscriptions [ ]
Create corresponding products [ ]
Account provisioning
Create a retail customer [ ]
Generate accounts for this customer [ ]
Testing
Login to Kasenna LivingRoom server and check for subscribers | [ ]

Setting up the Kasenna LivingRoom™ Server

To set up the LivingRoom server, please refer to the documentation
available here:

http:/ /www.kasenna.com/solutions/products/livingroom.php.
You should complete the steps for all the components, except for the
Subscribers section.

PortaBilling Setup

The following diagram explains the relationship between basic concepts in
PortaBilling and LivingRoom.
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An account in PortaBilling corresponds to a subscriber in
LivingRoom.

A PortaBilling product is similar to a LivingRoom service plan.
A package or set of channels in LivingRoom corresponds to a
subscription in PortaBilling.

A service region in LivingRoom describes a geographical region,
and the same package may represent a different set of channels
for each region.

ZESN
VOl .
Account Product Subscription
Porta /Billing
Subscriber Service Plan  Service Region Package
LivingRoom

Thus the combination of service plan plus service region
corresponds to a PortaBilling product, while the combination of
service region plus package corresponds to a PortaBilling
subscription.

Consider the following example:

An IPTV provider uses LivingRoom with the following assets:

2 service regions called “Bonaire” and “Rincon”;

3 packages: Basic, Expanded, Premium;

2 service plans: “Basic Choice”, containing the Basic package, and
“Full”, containing all available packages.

Thus four products should be created in PortaBilling using the naming
convention <Setvice Plan>/<Service Region>, as follows:

Basic Choice/Bonaire
Full/Bonaire
Basic Choice/Rincon
Full/Rincon

We will also use two different subscription types to charge subscribers for
IPTV services:

Subscriptions for configuring LivingRoom services.

e The LivingRoom module will recognize such subsctiptions by
the slash in their name. The naming convention for these
subsctiptions is <Package>/<Service Region>.

e In our example, we need four subscriptions. If necessary, we
can add them later to existing accounts:

© 2000-2008 PortaOne, Inc. All rights Reserved. www.portaone.com 37



Porta g Switch

Prepaid WiFi Services

Expanded/Bonaire
Expanded/Rincon
Premium/Bonaire
Premium/Rincon

Oo0o0o

Please note there is no need to create a subscription for the
Basic package, since both service plans already include it.

2. Subscriptions for charging accounts in PortaBilling.

We will use the naming convention <Service Plan> (Service
Region) so that the LivingRoom module will ignore such
subscriptions. You can also use your own naming method as
long as it does not use the slash character.

In our example, we need four subscriptions:

O Basic Choice (Bonaire)

O Basic Choice (Rincon)

O Full (Bonaire)

O Full (Rincon)

Please note that obligatory subscriptions (assigned to an
account through a product) are always ignored by the
LivingRoom module. Subscriptions assigned directly to an
account will only affect the configuration of the LivingRoom
server conforms to the convention. The LivingRoom module
will ignore all other subscriptions.

Create Subscriptions

& | Add Subscription Plan

> @ save | [gl Save & Close | ® Close Objects P Logout
Name IExpandEdJ’BDnaire " Currency | ANG - Netherlands Ant,il].l;l
Managed By | Aduinistrator only =

Activation Fee

Description

General Info | Periodic Fees ‘

Invoice Line Desctiption [Expanded

Subscription |5 Activated [az che given stare dsue =1

Minimum Subscription Period | Months

Early Cancellation Penalty | ANG

Subscription Charges Applied  [ar the end of the billing period¥|

Round Charged Amount [# w00 - =

I ANG
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fing [ ™M Edit 'Expanded/Bonaire' Subscription Plan

» [# Add | [ Save | gl Save & Close | ® Close Objects P Logout B Log

Name IExpandedeonaw: i currency  ANG

Managed By Administrator Uw
General Info | Periodic Fees |

Monthly Billing Bi-weekKly Billing Weekly Billing Daily Billing

Edit Up/Down Default/promotional rate Delete
H* Fee, AHG * H* Fee, AHG * H* Fee, AHG * H* Fee, ANG *
=] Default Rate unlimited |39 unlimited [12.5 unlimited .1 unlimited [1.2 |
Monthly Billing Bi-weekly Billing Weekly Billing Daily Billing
1 unlimited: 39 ANG 1.unlimited: 19.5 ANG 1 unlimited: 8.1 ANG 1..unlimited: 1.3 ANG

1. In the Management section of the Admin-Index page, choose
Subscription Plan.
2. On the Subscription Plan Management page, click the 2 Add icon.
3. Fill in the “Add Subscription Plan” form:
O Product name — The product object name.
0 Currency — The product currency.
O Managed by — Choose Administrator only.

General Info tab

O Invoice Line Description — The description to appear on the
invoice sent to the customer (IPTV subscriber).

Periodic Fees tab

0 C(lick the |E| Edit icon and enter the rates for periodic billing.
PortaBilling will auto-fill the form after the rate for monthly
billing has been entered. You can edit rates or add new rates for

the same subscription.
0 Click bl Save.

4. Repeat the above procedure for all eight subscriptions:

&t [ Subscription Plan Management
3 [H Add | ® Close Objects ¢l Logout B Log
Managed By Search
| 23y Ea) Search
Hame Currency Managed By Description Delete

Basic Choice (Bonaired  ANG  Administrator only
Basic Choice (Rincony  ANG  Adrinistrator only

Expanded/Bonaire ANG  Adrninistrator only
Expanded/Rincon ANG  Administrator only
Full (Bonaire ANG  Administrator only
Eull (Rineon ANG  Administrator only
EremiumiBonaire ANG  Administratar only |E|
EremiumiRincon ANG  Administratar only IE
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Create Products

G # Add Product

> e save | & Close oObjects bl Logout

Product Name [easic Chaice/Bonaire ® Cuwrency | ANG - Netherlands Antillian Guilder;l

Managed By hdministrator only v

General Info ‘ Maintenance Fee |

Breakage e
AccountDefault ACL [ Account self-care |
Default DiscountPlan |Hone =]
Irifo URL [

Description

& G A Edit 'Basic Choice/Bonaire' Product

[ e Save | [l Save & Close | & Close Rate Lookup | [E Clone Objects P Logout B Log

Product Name IBas\c Choice/Bonaire ° Currency ANG
Managed By  Administrator only

General Info | Maintenance | Online Signup | Accessibility ‘ Subscriptions ‘ Motepad | Service Features

Breakage 0,00000 AMG
Account Defaut ACL [ Aecount. self-care B3|
Default Discount Plan [Hone |
Info URL |

Description

In the Management section of the Admin-Index page, choose Products.
1. On the Product Management page, click the 3 Add icon.
2. Fill in the “Add product” form:

0 Product name — The product object name.

O Currency — The product currency.

O Managed by — Choose Administrator only.

General Info tab

O Breakage — Leftover balance which is considered “useless” (for
statistical purposes); leave as 0.

0 Account Default ACL — The access level assigned by default to
new accounts created with this product. The default value is
“Account self-care” (pre-defined ACL), which allows all possible
operations.

O Default Discount Plan — Leave None as the selected entry,
since discount plans are typically used for postpaid services. For
more details, please refer to the description of volume-based
discounts in the PortaBilling Administrator Guide.
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O Info URL — If you have an external server with a description of
product features, enter the URL here (e.g.

http:/ /www.myproduct.com). Your customers will be able to
go there from their self-care page.

0 Description — Your description of the intended use of this
product.

Subscription tab

&t ™ Edit 'Basic Choice/Bonaire' Product

» [H aAdd | [& Save | [ol Save & Close | ® Close Rate Lookup | [ Clone Objects P Logout B Log

w
L]
® Product Name [Basic Choice/Bonaire currency ANG
L]
a

Managed By  Adrinistrator only

L]
L | General Info | Maintenance ‘ Online Signup | Accessibility | Subscriptions ‘ Notepad | Service Features
=

%i‘ Subscription Delete

[Basic choice (Bonairey w| [¥]
Reapply Subscriptions

&t [ Edit 'Basic Choice/Bonaire' Product

[ 3 [H Add | [d Save | [ol Save & Close | ® Close Rate Lookup Clone Objects

B Logout B Log

Product Name [Basic Chaice/Banaire
Managed By  Administrator only

currency ANG

| General Info | Maintenance ‘ Online Signup | Accessibility | Subscriptions ‘ MNotepad | Service Features

Edit Subscription Delete
Basic Choice (Bonaire) ™
Reapply Subscriptions

O Click the Add icon to add a subscription to the selected product
0 Click the Reapply Subscription button when adding/changing a

subscription to apply the new settings to all accounts using this
product.

3. Repeat the procedure for all four products

& G Product Management

3 [# Add | ® Close Objects P Logout B Log

Managed By Search
[arre =1 Search
$7 Hame Currency Managed By Description Delete

@ Basic Choice/Bonaire  ANG  Administrator anly
E‘ Basic Choice/Rincon ANG  Administrator only
|6 FuliBonaire ANG  Administrator only ™
6] FuliRincan ANG  Administrator only ™

Create Customer and Account

Creating a credit account in PortaBilling using a related product will
automatically create a corresponding subscriber in LivingRoom, where
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Subscriber ID = Account ID, and the LivingRoom service plan

corresponds to the PortaBilling product.

Add Customer

Save | [g] Save & Close | ® Close Objects

M Logout

Customer Name: [IPTv test - Currency ANG - Netherlands hntilliy
Blocked r Opening Balance [250
Type Retail Customer Class [Defeult customer class ¥

Address Info ‘ User Interface | Dialing Rules | Additional Info ‘ Payment Info ‘ Service Features ‘

Company Name l— Contact l—
MrMs.. | Phone |
First Narme T wm] Fax |
LastName | AtPhone [
Address atconmet [
E-mail |
BCC |

Description
Province/State

Postal Code
ity
Country/Region

Edit Customer

e Objects

I Logout

® Close (&) Accounts | [Z E-Payments Log | [] Invoices | B3 Terminat
n
. u
Customer Name |IPTV test lwening Balance 250.00000 ANG
Blocked r Bllance 250.00000 ANG

u
Type Retail (‘ﬂslumer Class |Dafanlt customer class -

Taxation ‘ Abbreviated Dialing | Subscriptions ‘ Wotepad ‘ Service Features | Permitted SIP Proxies

Address Info | Maintenance User Interface :Dialianules ‘ Additional Info | Payment Info

Company Name [Portacne Deme online | Contact  [eseph Tesves
Mr s | | Phone [fzeeatarease
First Marms Poseen WL Fax |
Last Mams [resvee A PRone [
Address [123 Channel avenue Al Contact [
E-mail portaone@arnail corm

BCC |

Accounts of Retail Customer 'IPTV test’

Add | [3] Account Generator | ® Close oObjects

Pl Logout

Account ID Batch ctrig SIP Status.

Advanced
search

5]
[ ]
| |
. I [aaee =T [ =] _show accoures |
| |
| |
| |

Add Account for Retail Customer 'IPTV test"
» | @ Save | [ Save &Close | ® Close Objects

o] Logout

AccountID [386314793580002 " Product ANG - Basic Choice/Bonair ¥
Blocked [ - Opening Balance [0 "

| |
Account Info the [ subscriber | additional Info | Life Cycle | service Features |

Type © Debit @ credit © voucher
cregitLimit |

volPPassword | Aute
E-mail |

Batch [tPTvtest [am6 - 1977 vese  x]-

Y ST T TP

Accounts of Retail Customer "IPTV test'

» [# add | (d Account Generator | @ Close Objects

* Logout

Account ID Batch Ctrl# SIP Status
I [ =I [ =] shaw Acounss
¥DRs Account 1D Idle, days Currency Balance Credit Limit Type Product Batch
(B8] s86314793580001 ANG  100.00000 Credit FulliBonaire |PTvest

Advaneed
search

Status SIP

© 2000-2008 PortaOne, Inc. All rights Reserved. www.portaone.com

42



Portaff Switch Prepaid WiFi Services

1. In the Management section of the Admin-Index page, choose
Customers.

2. On the Customer Management page, click & Add.

3. Fill in the “Add Customer” form:
O Customer name — The customer object name.

Address Info tab

O Till in the customer data as you want it to appear in the
subscriber data on the LivingRoom server.

4. Save your work by clicking bl Save.
5. Click the &= or & Accounts icon, which will take you to account
management for this customer.
6. Click the A Add icon.
0 Fill in the “Add Account” form.

Account Info tab
0 Type: Set the account type to Credit.

O Batch: Select from an existing batch, or create a new one.

Changing PortaBilling account subscriptions will automatically add or
remove the corresponding LivingRoom packages for the subscriber.
Subscriber info data is obtained from the PortaBilling customer info.

Check Results on LivingRoom Server

Administration Tool

List Equipment

LivingRoom Update Subscriber Equipment
{1 content Sources Messages
~{1] Packages List Messages
{21 video Servers Edit
(11 offerings Send Messane
Check Out
{21 Program Guides Arcont
-{77 Channel Maps Basic Create
-1 hannel Groups [T | 700000012345 Rincon Chaice Active M
D 5 Reqi Equipment
ervice Regions it Equipment
-] Service Plans Update Subscriber Equiprment
Subscribers Messages
a Add List Messages
List Edit
'%Fmd Send Message
Checls Out
{21 Equipment Account
-{11 Purchases LCreate
[T | 386314793580001 Bonaire | Full Active List
Z1 Reports L] Equipment
-] Caonfiguration L] List Equiprent X
- Users [ ] Updste Subscriber Equipment
[} Messages
-] Roles List Messages
L]
-] User Roles [] I Delete |
1 system L] e
]
= Rgevious 1 2 .. Go to page Go |
=
v
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Administration Tool

=,

kasenna

LivingRoom
-] content Sources

-] Packages

-] video Servers
-] offerings

-] Program Guides
{21 Channel Maps
-] channel Groups
-] Service Regions
-] Service Plans
-3 Subscribers

{21 Eguipment
-] Purchases
-] Reports

-] configuration
-] Users

{27 Roles

2] User Roles
] System

Subscriber Details

Subscriber ID 386314723530001 (Billing ID 46354
First Name Joseph Middle Name

Last Name Teevee

Service Plan Full Status Active
Additional Channel Packages

Additional Channels

Street Name 123 Channel avenue

Alt. Street

City State

Country 1P LMK W N
Service Region Bonaire FIPS Code UMK MNOWH
Home Phone +38631479355 Work Phone

Mobile Phone Mobile Phone

Email portaone@gmail.com

Credit Limit 0.0 Current Balance |0.0

Configure PortaBilling

The following code must be added to the configuration file located in
/home/porta-admin/etc/porta-admin.conf on the Slave server.

[LivingRoom]

Env=<LivingRoomEnv>

EMai l=<EMai I ToReportErrors>
# Bcc=<BccToReportErrors>

# Delay between sessions, sec

Delay=30

#LogFile=/var/log/porta/living_room. log
#LockFile=/home/porta-admin/run/living_room. lock

The PortaBilling LivingRoom module works in a single environment,
whose name should be set for the Env variable. Error and alert messages
will be distributed to email and BCC addresses. The delay corresponds to
the frequency (in seconds) of checking for changes in the database. All
module activities are logged.
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